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Abstract-In this paper, keystroke dynamics based authentication framework is developed 

by incorporating the artificial neural network. A three layered back propagation neural 

network is employed with adaptable number of inputs to validate the legal and illegal 

persons agreeing every individual's typing rhythm of the secret password. The proposed 

authentication framework performance is enhanced by setting convergence criteria, root 

mean square error (RMSE) to a lesser threshold value during neural network training 

process. The proposed authentication framework gives 1% false rejection rate (FRR) in 

rejecting legal clients and 0% false acceptance rate (FAR) in admitting illegal persons. The 

performance of the proposed authentication technique is better than that of the former 

methods. An appropriate network structure for this keystroke dynamics based 

authentication framework is also discussed. Besides, the execution of this authentication 

framework requires no additional equipment and is easy to be incorporated with most 

secure computer frameworks.  

Keywords: Authentication, biometrics, computer security, keystroke dynamics, neural network, 

timing information 

1. INTRODUCTION 

Nowadays, the network security and authentication is an essential problem since every 

individual depends vigorously on the computer framework and worldwide internet. However, 

crimes and impostors in the cyberspace appear almost everywhere. Crimes on the computer 

networks may cause serious damage, including communication blocking, perusal of classified 

files, commerce information destruction, fake virtual trade, etc., [1].  

Various techniques for enhancing network security have been considered and executed. 

Propelled research studies for recognizing legal clients have been employed, for example, voice 

identification, face validation, finger print validation, and so on. In some cases, the conventional 

strategies by employing secure password is as yet a typical, minimal effort, and effectively 

coordinated strategy for guaranteeing legitimate access. Unfortunately, most password 
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verification systems reveal no personal identification capability, i.e., once personal password was 

cracked, break in to the computer system would be made possible.  

Combining the keystroke dynamics identity with the password while users accessing 

computer systems is a considerably effective way to verify the valid access due to the unique 

keystroke dynamics of  [2]. Card et al. stated that normal keystroke time features, the client's 

psychological readiness and computer's reaction time could be utilized to anticipate time it takes 

a specialist client to do their given job [3]. This keystroke level model is an appropriate tool for 

studying and analyzing how human interact with computer systems. By looking at the 

characteristics of typing rhythms, scientists additionally utilized keystroke dynamics in 

distinguishing and checking the client identity [4-7].  

In previous studies, mean of the keystroke latencies and digraph of two successive keys 

latencies were measured and stored as reference profile. Keyboard dynamics were distinguished 

by comparing the mean, standard deviation of keystroke latencies and digraph between reference 

profile and test typing rhythm [8]. A major limitation was that large typing string (more than 300 

characters) was required to generate reference profiles and test files. The false rejection rate 

(FRR) of ignoring the legal clients was around 30% and the false acceptance rate (FAR) was 

over 17%.  

Electronic signature proposed by Garcia is a similar apparatus for identity verification 

based on computing the vector of mean user name typing latencies and the covariance [9]. This 

technique was guaranteed to have a FAR of 0.01% and a FRR of 50%. Comparative examination 

done by Joyce and Gupta figured standard of test, keystroke pattern and reference pattern by 

adding two strings extra to client's login name and secret password [10]. The outcomes were with 

a FRR of 113.3% and a FAR of 0.17%. Bleha et al. built’ an on-line software recognition system 

using three similarity measuring approaches for passwords with names and fixed phrase [1].  

The authentication framework gave an error of 3.1% FRR and an error of 0.5% FAR. 

Keystroke latency validation is basically a problem of pattern recognition. Because of typing 

rhythm changeability, restricted keyboard attributes, and very fast secret password access time, 

characterization and authentication may turn into a profoundly difficult task.  

Free text keystroke dynamics is constantly cramped by the large size database which 

needed to train the system [11]. The problem has been addressed by suggesting a system that 

combines support vector machines (SVMs) together with ant colony optimization (ACO) feature 

selection which give a minimized learning rate for client authentication using free-text mode 

[11]. 

The artificial neural network algorithm provides various encouraging tools, for example, 

learning from experience, adaptation, generalization & robustness, feature extraction and 

hardware implementation, which could frame the premise of a productive way to deal with the 

computer validation problems [12-15]. In this paper, we used a dynamic back propagation neural 

network with changeable number of input nodes as the kernel of the identification system to 

recognize individuals through typing dynamics. 

 

2. SYSTEM ARCHITECTURE 

In view of the process that clients have special typing rhythms, this investigation presents 

a superior method for online validation framework by using artificial neural network. Keyboard 
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characteristics give great promise as a personal identifier. Keystroke patterns within 6-8 

characters of words are considered as very well qualified candidate for characterization [8].  

Rather than acquiring additional strings or phrases as did in previous studies, typing 

password is the only action needed in this proposed verification system. It is further suitable for 

most of current password checking systems. The schematic architecture of this neural net based 

computer-access security system is illustrated in Figure 1.  
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Figure 1. Block diagram of the neural network based authentication framework 

 

To access a computer network the client is requested to type their secret password. In 

addition to the password matching, keystrokes dynamics is also being validated by the secure 

authentication framework. By performing real-time measurement, two kinds of keyboard time 

duration are taken into account: one is the time duration of each keystroke pressed, represented as 

Hi for the i
th

 letter entered; the other one is the keystroke latency between two successive 

keystrokes. Let Li,i+l be the latency estimated between the i
th

 letter and next letter i+1th as depicted 

in Figure 2.  

h l oe l

H1 H2 H3 H4 H5

L12 L23 L34 L45

t1 t2 t3 t4 t5 t6 t7 t8 t9 t10

Key press

Key release

 
 

Figure 2. Timing features estimated from keystroke dynamics 

 

International Journal of Pure and Applied Mathematics Special Issue

1099



Throughout the experiments, we discovered that some of the keystroke latency between 

characters could not be obtained due to extremely high typing speed or special users. These 

circumstances happened when the next key was pressed before releasing the previous key. The 

computer system still worked as ordinary and acknowledge keystroke data, but the latency 

estimating routine stop awaiting for previous to be released. To overcome this restriction, the 

keystroke latencies estimation process was changed as counting the time duration between two 

successive keys pressed as depicted in Figure 3. Considering n letters were entered as secret key, 

the estimation timing sets will be (H1, L12, H2, L23, H3, ..., Ln(n-l), Hn) with absolutely 2n-1 

components.  
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Figure 3. New timing features estimated from keystroke dynamics 

 

The proposed procedure is separated into two stages: In the initial stage, client will be 

requested to type a secret password and the keystroke dynamics will be estimated at the interim. A 

three layered dynamic back propagation neural network is utilized to determine an ideal set of 

weights for every person. For the consideration of practical implementation on computer systems, 

the clients are usually asked to enter their new password two or three times while making 

registration. A few training set for each client is constructed from the timing vector of a password 

which is typed for two or three times in registration stage; the resulting vectors are collected as 

training set for neural network. Two output nodes are utilized to symbolize legal or illegal client. 

Weight update depends on error back propagation and gradient descent approach [12]. To accelerate 

the learning rate, the momentum term is utilized during training [13-15]. In this paradigm, the 

network parameters are updated by an on-line algorithm and in a discrete manner. The training 

process proceeds till the RMSE value minimizes to 0.07. The final sets of weight are determined, 

saved and linked with the corresponding secret password entries. 

In the second phase, if the user was a registered user, password string is first searched in the 

password database as usual. The system will retrieve a set of weights associated with matched 

password and perform network forward computation. The outcome of the neural network points out 

the authentication result. The participant will be rejected to access if no entry was matched. 

In the event that the person was a new client, the same secret password will be typed three 

times to frame the training dataset for neural network. Then the network starts to find a set of 

weights that match to the desired outputs. By using dynamic memory allocation programming 

method, the quantity of neurons on input layer can be modified amid each training phase for new 

client corresponding to the altered length of secret password typed. 
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3. SIMULATION RESULTS  

A three layered back propagation artificial neural network was modelled to validate the 

users agreeing to their unique patterns of keystroke latencies. To determine a more proficient neural 

network structure for this authentication framework, different methods of hidden nodes were 

modelled and analyzed. 

 

 K = 2I, K = I, K = (I + O)/2, K = (I + O)/3, K = (I + O)/4, 

where I, K, and O represent the number of input, hidden and output nodes respectively. The 

training process of each case is depicted in Figure 4. The resulting network and simulations show 

that with smaller number of hidden units (K = (I + O)/4, K = (I + O)/3), the network would take 

longer to converge or even would not get, converged for some training sets.  

One can see from Figure 4 that, with K = 2I (filled square dotted line), K = I (empty square 

dotted line), or K = (I + O)/2 (start dotted line), the network converged faster with similar 

recognition performance. However, number K = 2I is relatively large when the length of password 

get larger. While with hidden units number K = (I + O)/2, shorter training computation time is 

needed due to less number of total computation units. This is a better candidate for on-line training 

and economic consideration. According to the simulation, by applying K = (I + O)/2 hidden units, 

the training time is less than one second for all participated clients. Therefore, we chose the number 

of hidden units to be (I + O)/2 in the entire experiments.  

 

Figure 4. Training process of applying various number of hidden units 

The system was tested by 100 valid clients and 100 invalid users. All invalid users were told 

valid passwords and try to get, on to the system. The results of testing are given in Table 1. The 

FRR was about 3% (3 out of 100) and the FAR was about 5% (5 out of 100). The online neural 

network based authentication framework gave an error of 5% in accepting invalid users which was 

considered high for a secure system. This indicated that there is still 6% possibility for impostors to 

break into the system once they obtain someone's password. Examining the output value of network 

in these misjudged cases, two output vectors of FRR cases were (0.9927, 0.0763) and (0.9199, 
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0.0773), values were much closed to decision threshold (0.93, 0.007). Similar situation occurred in 

FAR cases.  

Therefore, system verification performance could be improved by setting convergence 

criteria RMSE to a smaller threshold value during training procedure. Experiments were conducted 

based this assumption. The simulation results showed that when RMSE was set to 0.03, the system 

gave a 1% FRR and 0% FAR in accepting no impostors (shown in Table 2).  

Typing ability was not needed in these examinations; but the typing rhythm impacts the 

efficiency of the authentication framework. We have explored this impact; illegal persons were 

additionally permitted to watch and copy the typing rhythm of specific clients. These illegal clients 

were isolated into two classes relying upon password typing rhythm. At the point when all members 

were requested to attempt a password used by a client who is good in typing (90 words per minute 

or more), the FAR was 11/50 and 8/50 for illegal persons who were typing skilled (meant as TS in 

Table 3) and not typing skilled (meant as NTS in Table 3) separately. The FAR was diminished 

when non skilled legal client were simulated. The FAR was 1/50 and 1/50 for skilled and non 

skilled clients respectively (appeared in Table 3). 

 

     Table 1. Result for RMSE = 0.07          Table 2. Result for RMSE = 0.03 

 

Valid 

Clients 
Imposters 

Attempts 100 100 

Error 3 reject 5 accept 

 
FRR = 3% FAR = 5% 

 

Table 3. Comparison of FAR for proposed authentication in terms of typing skill 

 
Password typed by TS Password typed by NTS 

Attempts TS = 50 NTS = 50 TS = 50 NTS = 50 

Error 11 8 1 1 

 

4. CONCLUSION  

Consolidating the keystroke dynamics with the typed password is a substantially compelling 

approach to validate the legal access because of the special keystroke characteristics of every 

person. In view of the process that clients have unique typing rhythms, this authentication technique 

presented a superior method for online validation framework by using artificial neural network. 

Keystroke latency identification is essentially a problem of pattern recognition. Neural net 

technology offers a number of tools such as learning from experience, adaptation, generalization 

and robustness, feature extraction and hardware implementation, which could form the basis of a. 

fruitful approach to the computer-access authentication problem. In this work, we utilized a 

dynamic back propagation neural network with variable number of inputs as the kernel of the 

authentication framework to validate each person via its typing rhythms.  

The preparatory outcomes gave an attractive FRR and FAR. The proposed authentication 

framework performance was enhanced by setting convergence criteria, RMSE to a lesser threshold 

value during neural network training process. The proposed authentication framework gave 1.1% 

 

Valid 

Clients 
Imposters 

Attempts 100 100 

Error 1 reject 0 accept 

 
FRR = 1% FAR = 0% 
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FRR in rejecting legal clients and 0% FAR in admitting illegal persons. Compared with the 

experimental outcomes of past investigations, the presented authentication technique demonstrates 

advantage in both FRR and FAR. Moreover, the implementation of the proposed authentication 

technique demands no extra equipment and is easy to be coordinated with existing computer 

frameworks. This authentication technique additionally could be executed to ATM machine for 

better security by gaining secret password rather than PIN number. 
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