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ABSTRACT 

In outsourced cloud service systems, the cloud service providers publish the outsourced 

resources through cloud brokers, with the goal of enabling clients at the end of the network to 

access and query the resources more efficiently. As brokers might be un-trusted or can be 

compromised, verifying the authenticity of brokers becomes an essential component of cloud 

service systems. Therefore, there should be some mechanism by which clients can determine the 

authenticity of cloud brokers.  Also, it is possible for a bargained or exploitative dealer 

to effortlessly exploit the constrained capacities of the customers and give off base 

or fragmented reactions. The proposed system addresses the issues of 

completeness of suggested CSPs and authenticity by performing a Creative Cloud  

Benefit Determination Confirmation (CSSV) plan and maintaining a list structure 

(MMBcloud-tree). The correctness and effectiveness of the proposed 

methodologies have been proved through the experimental evaluation. 

Keyterms – MBCloud Tree, MMBcloud tree, cloud broker, cloud service provider, 

collector 

1. INTRODUCTION 

There are a large number of corporations that use electronic commerce as their primary means of 

conducting business. As the number of customers using the Internet for acquiring services has 

increased, the demand for providing fast, reliable and secure transactions also increases. 

Increased demand has fueled a trend towards outsourcing data management and information 

processing to third-party service providers in order to mitigate the in-house cost of furnishing 
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online services. The third-party service provider is responsible for offering the necessary 

resources and mechanisms for efficiently managing and accessing the outsourced data, by data 

owners and customers respectively. Clearly, data outsourcing intrinsically raises issues related to 

trust. Service providers cannot always be trusted (they might have malicious intent), might be 

compromised (by other parties with malicious intent) or run faulty software (unintentional 

errors). It raises very interesting research issues on how to guarantee the quality of service in un-

trusted database management environments, which translates into providing verification proofs 

to both data owners and clients that the information they process is correct. 

Innovative authenticated index structures and verification protocols allow clients to verify the 

completeness and authenticity of brokers. However, the characteristics of cloud service selection 

actually raise a new series of challenges. First, cloud service selection typically allows cloud 

users to specify multiple service requirements (i.e., multi-dimensional range queries), whereas 

many existing works on query authentication only support range queries on one or two 

dimensions (e.g., verifying location-based query result). Second, it is always desirable to have 

efficient cloud service selection and verification so that the cloud end users would not feel delay 

of services. 

2. RELATED WORKS 

S. Sundareswaran et al., [1] proposed a novel brokerage-based architecture in the Cloud, where 

the Cloud brokers is responsible for the service selection. A unique indexing technique for 

managing the information of a large number of Cloud service providers has been discussed. An 

efficient service selection algorithm was proposed which ranked potential service providers and 

aggregated them if necessary. The efficiency and effectiveness of the approach was proved 

through an experimental study with the real and synthetic Cloud data.  

N. Triandopoulos et al., [2] proposed the methods that scale linearly with the number of 

measurements, and maintain queries on any position of measurements with linear in the number 

of features setup cost and storage. This technique used a detailed fusion of novel and existing 

set-operation sub-protocols. The security of our solutions was established by relying on the q-

Strong Bilinear Diffie-Hellman. 

H. Pang et al., [3]  described a method that creates a confirmation object (VO) for examining the 

integrity of every query result created by a border server that deals with the result tuples are not 

tampered with, and that no false tuples are introduced. The advantages of this system include VO 
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is autonomous of the database size, and that relational operations can still be glad about the edge 

servers. These advantages reduce spread load and processing at the clients.  

 

L.Li et al,[4]described a probability method to evaluate the subjective trustworthiness of the 

service component as well as the whole composite service from a series of ratings given by 

customers. The range tree-based method proposed the need to build and embed a Merkle Hash 

tree for each node, and. this process is also recursively invoked for the nodes of the embedded 

Merkle hash tree, which makes index construction, querying and verification extremely time 

consuming; the VB-tree is not efficient for queries on non-key properties because it will generate 

large size proof messages to cover the nodes in-between the query ranges but do not contain the 

query results. 

A.Datta et al., [5] investigate how confidence can support collaboration with service providers. 

The improvement of a framework to join different trust information from direct communications 

and from indirect references with service providers, as well as from customer feedbacks, 

Depending on the accessibility of these different kinds of information, Decision making 

guidance to service providers to initialize collaborations by selecting honest partners. Replication 

results showed the effectiveness of the approach by comparing the approach with random 

selection. This approach successfully selects trustworthy collaborators to realize the better 

quality of services. 

S. K. Garg et al., [6] described a framework and a method, which measure the quality and 

prioritize Cloud services. Such framework can create important impact and will produce healthy 

contest with Cloud providers to suit their Service Level Agreement (SLA) and recover their 

Quality of Services (QoS). 

O. K. Hussain et al., [7] described the problem of cloud service monitoring wherein the presented 

monitoring and estimation mechanisms were completely dependent on various benchmark tests 

which, however, were incapable to truly determine or dependably predict the performance of 

actual cloud applications under a real workload. The current research expected to achieve this 

idea and suggest a novel user-feedback-based advance which can monitor cloud piece more 

constantly and exactly as compared with the offered mechanisms. 

O. F. Rana et al., [8] categorized how trading surrounded by a network could be improved by the 

dynamic exterior brokers based on join metrics within a social network. It considers how 
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contribution economic incentives to such brokers, once revealed, could help recover the number 

of deals that could take place with the network. A social score algorithm is explained and 

replicated with PeerSim to authorize our approach. The approach is evaluated by comparing with 

a distributed dominating set algorithm, the closest estimate to our approach. 

Y. Zhang et al.,[9]  has presented two new methods for users to discover fake top-k query 

answers as an attempt to foster the practical deployment and use of the projected system. The 

efficacy and efficiency of the schemes are methodically analyzed and evaluated. 

S. Mulik et al., [10] had proposed Software-as-a-Service (SaaS) assists groups to avoid capital 

spending and pay for the functionality as operational payments. Such command has speeded up 

quite a few retailers to offer SFA functionality as SaaS. Enterprises need to approve an objective 

approach to make sure they choose the most suitable SaaS product for their needs. This paper 

had presented an approach that makes use of Analytic Hierarchy Process (AHP) technique for 

prioritizing the product features and also for expert-led scoring of the products. 

 

3. EXISTING WORK 

 

To provide guarantee over the correctness or completeness of the service selection 

recommendations to the cloud clients, without the ability to verify the correctness of the service 

recommendation, cloud clients could be easily cheated by malicious brokers. For instance, 

malicious brokers could recommend their favorable CSPs as much as possible and ignore other 

suitable CSPs, without being caught by the clients. More seriously, due to the lack of supervision 

and verification of brokers’ actions, malicious brokers could even recommend malicious CSPs 

which collect and sell clients’ private resources, monitor clients’ hosts during cloud service 

provisioning, causing major financial and confidentiality losses to the clients. Many existing 

works on query authentication only support range queries on one or two dimensions (e.g., 

verifying location-based query results). Existing few works, although support authentication of 

multi-dimensional query results, is time-consuming, resulting in that they could not meet the 

demands of today’s real-time cloud service recommendations. 

 

4. PROPOSED WORK 
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The proposed approach allows client to authenticate cloud brokers and also to ensure the 

completeness of query results. The index structure is the core section of cloud service selection 

confirmation plan, which employs the idea of “partition of duties” to make sure well-built 

security guarantees. The collector does not honestly act together with the cloud clients and is 

only in charge of meeting information from the CSPs, and hence it can be more loyal into 

adopting sophisticated security to clean out problematic data and building an authenticated 

database of CSPs’ profiles. 

5. SYSTEM ARCHITECTURE 

 

 

                   Figure .1 Architecture Diagram 

 

The service selection results should guarantee authenticity, satisfiability and 

completeness. To verify the authenticity of a CSP’s profile, a naive solution is to 

require the CSP, to sign its profile and then let the client verify the signature. 

Satisfiability is also easy to verify since the client just needs to check if the 

profiles of the candidate CSPs in the query results actually satisfy the query. 

However, there is not a trivial way for the client to know if the query results 

returned by the broker contain all qualifying CSPs. In other words, the verification 

of completeness is the most challenging issue. To address the cloud service 

selection verification scheme which is a comprehensive solution that is capable of 
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guaranteeing all the three security requirements (i.e., authenticity, satisfiability 

and completeness). In the CSSV scheme, one more entity, the collector, besides 

CSPs, cloud clients, and cloud brokers are involved in the process. The collector 

acts as a certificate authority and is assumed to be fully trusted, which is in line 

with the recent work. The collector is associated with a pair of public and private 

keys, and its public key is made available to CSPs, cloud brokers and cloud 

clients. Specifically, the CSSV scheme includes the following three phases 

Database Construction by the collector: Fig.1 shows that the collector is 

responsible for collecting the profiles of CSPs, and constructing an authenticated 

CSP profile database that ensures the integrity of the CSPs’ information. The 

collector sells the authenticated CSP profile database to multiple cloud brokers.  

Service Selection by the broker: Each cloud broker handles a potentially large 

amount of online client requests. For a service selection request from a consumer, 

the cloud broker will query the authenticated CSP profile database provided by 

the collector and recommend CSPs to the clients.  

Results Verification by the clients: The clients execute result verification 

algorithms to verify the correctness of the query results returned by the broker. To 

present our proposed authenticated indexes, the MBcloud-tree and the MMB-

cloudtree, to be employed in the CSSV schemes. It is worth noting that, the 

novelty of our approaches not only lies in a new set of verification algorithms 

specific to the cloud service selection but also gives efficient solutions (compared 

with the state-of-the-art) to the problem of authenticating multidimensional 

queries. The three phases are database construction,service selection,result 

verification. 

Phase 1: Database Construction  

By leveraging MBcloud-tree and I Distance, we propose a Multi - Merkle Bcloud - tree 

(MMBcloud-tree for short) which treats each CSP as a multi-dimensional data point with each 

property being one dimension. As a preprocessing step, we first encode each property of a CSP 

to a numerical value. Recall that each CSP is associated with properities are described as probem 

statement. Let CSP = {(SType, v1), ...,(Price, v5), ...}, where vi is the value of a property. For 
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those numerical properties like Price and Size, we normalize them to a value between 0 and 1 as 

follows: 

 

𝑣𝑖 =  
𝑣𝑖 − min (𝐷𝑖)

max(𝐷𝑖) −  min (𝐷𝑖)
 

             

Where, max(Di) and min(Di) are the maximum and minimum values in the domain of this 

property, respectively. For the remaining non-numerical properties like SType and Security, we 

map each non-numerical value to a numerical value and then normalize them in the same way as 

the numerical properties. An example is given below: 

 Example: Their non numerical properties are transformed as follows (the value after the hyphen 

denotes the numerical value after the mapping): • Security: high-2, medium-1, low-0 • OP: 

Windows-1, Unix-0 Then, a CSP can be represented as a 3-dimensional point (corresponding to 

three properties in the example) 
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Next, we propose a two-level clustering for the CSPs. First, CSPs of the same service type are 

grouped together. This is because most of the time a service selection query targets a single type 

of service. Even if a query contains multiple service types, the query can be easily re-written to 

multiple queries with one service type per query. This first level clustering helps restrict the 

subsequent service selection to clustering helps restrict the subsequent service selection to the 

CSPs of the same service type and avoid checking the CSPs of non-matching service types. 

Within each group of CSPs of the same service type, we further conduct a K-means clustering 

using the Euclidean distance (defined in Equation 1) between each pair of CSPs for clustering.   

                       𝑑𝑖𝑠𝑡(𝑐𝑠𝑝𝑖,𝑐𝑠𝑝𝑗 )=√(𝑣 ′
𝑖1 −  𝑣 ′

𝑗1) 2 + … . . +(𝑣 ′
𝑖7 – 𝑣 ′

𝑗7)2              (1) 

After the clustering, we obtain n t clusters (or partitions), where n is the total 

number of service types and t is the tunable clustering parameter. Let O1, O2,... ., 
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Ont denote the cluster centers of each partition. Then, for a CSP j, we first identify 

the nearest Oi of CSPj and then compute its index key using the following formula 

                                        Key(𝑐𝑠𝑝𝑗  ) = 𝑠1 .(i-1)+𝑠2 . 𝑑𝑖𝑠𝑡(𝑜𝑖,𝑐𝑠𝑝𝑗  ),       (2) 

where S1 is a scale factor that reserves a range of values for each partition and 

ensures that the index keys of data points 

‘  

Figure .2 Leaf nodes of B+
-tree 

 

Fig.2 shows that an index key generation in two-dimension space in different partitions will 

not overlap; S2 is another scale factor that reserves a range of values for data 

points at a similar distance to its reference point. These index keys are then used 

to insert the CSPs to the B+
-tree. It is worthwhile noting that if two data points in 

an identical partition have the same distance from the reference point in this 

partition, they would have the same index key. We treat this case, by linking both 

points and appending them to the same entry in a leaf node, in the same way as 

that for resolving CSPs having identical Price in the basic scheme. 

Phase 2: Service Selection  

Consider a query Q={(𝑢1 ,𝑞1 ), (𝑢2 ,𝑞2 ),.., (𝑢𝑘 ,𝑞𝑘 )}. At the filtering step, the cloud broker first 

selects the partitions of the same service type as specified in Q. Then, the broker runs the range 

query containing the properties other than the service type in each selected partition. The range 

query consists of three main steps:  Step 1 (Query normalization). A query may include just a 

subset of properties. In order to unify the follow-up process, the query normalization adds the 
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domains of other non-query properties to the query. After normalization, the query Q will be re-

written in the form: 

 

Q’={(𝑢1 ,[𝑞𝑙𝑜𝑤1, 𝑞𝑢𝑝1]),….,(𝑢𝑘−1,[ 𝑞𝑙𝑜𝑤𝑘−1, 𝑞𝑢𝑝𝑘−1]),(𝑢𝑘+1,[min(𝐷𝑘+1),max(𝐷𝑘+1)],…., (𝑢7,[

min(𝐷7),max(𝐷7)])}                                                                                             (3) 

where 𝐷𝑘+1 to 𝐷7 are the domains of non-query properties. Note that Q’ contains total 6 

properties excluding the service type (i.e.,𝑢𝑘) in Q that has already been considered during the 

partition selection.  Step 2 (Query transformation). Convert the multi-dimensional query Q’ into 

a one dimensional query interval. More precisely, given the reference point 𝑜𝑖=[(𝑢1, 𝑣1),…, 

(𝑢7, 𝑣7)] of the partition, the one-dimensional query interval is formed by the the closest point 

(𝑄𝑐)and the farthest point (𝑄𝑓) in the query range to the reference point. Qc and Qf are computed 

as follows.  

For each property Ui in Q’ , compare qlowi and qupi with the reference point’s property vi. If 

qlowi is farther from the reference point, i.e., ǀqlowi - viǀ > ǀqupi  viǀ, we include qlowi in the 

farthest point’s property list. If the reference point’s property is in the query range, we use it for 

the closest point. If not, we use qupi for the closest point. In the opposite case when ǀqlowi-viǀ≤ 

ǀqupi -viǀ, we select qupi to be the farthest point’s property. If the reference point’s property is in 

the query range, we use it as for the closest point’s property; otherwise we include qlowi in the 

closest point. Finally, we compute the index keys of the closest and farthest points using 

Equation (2), and obtain the query interval [KeyQc,KeyQf].  visualizes different scenarios of how 

a range query maps to the interval query. 

Phase 3: Result verification 

The process of results verification is the same as that in the basic approach in terms of 

satisfiability and authenticity check. The only difference is the verification of boundary entries 

during the completeness check. In the basic approach, the boundary entries elow-1 and ehigh+1 can 

be easily verified by comparing their price values directly with the query range to see if they are 

outside the query range. In this advanced approach, the verification of elow_1 and ehigh+1 is not 

straightforward since their associated one dimensional index keys in the MMBcloud-tree are not 

comparable with the multi-dimensional query ranges. Therefore, the client needs to first convert 

his/her multi-dimensional query to the one-dimensional query ([KeyQc , KeyQf ]) using the same 

algorithm in the Phase 2 of this approach. Note that, the client has sufficient information for the 
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query transformation as they are published by the collector. After the transformation, the client 

performs the boundary verification for each data partition. Two possible cases may arise. The 

first case is when the query result set is not empty. In this case, the client checks if elow-1 is 

smaller than KeyQc , and if ehigh+1 is greater than KeyQf . If so, they are real boundary entries. The 

second case is when no query result has been returned from this data partition. Then, the client 

needs to check if ehigh+1 equals to the published index key of the leftmost entry of that partition. If 

so, the boundary is correct. After verifying that all the pairs of the received boundary entries are 

correct, the client can conclude that the obtained query results are complete. 

 

7. CONCLUSION 

 We presented innovative authenticated index structures and verification protocols 

to allow clients to verify the completeness and authenticity of brokers’ answers. 

This problem is related to that of authentication of query results for outsourced 

databases, the characteristics of cloud service selection actually raise a new series 

of challenges. First, cloud service selection typically allows cloud users to specify 

multiple service requirements (i.e., multi-dimensional range queries), whereas 

many existing works on query authentication only support range queries on one or 

two dimensions. Second, it is always desirable to have efficient cloud service 

selection and verification so that the cloud end users would not feel delay of 

services. In the novel index, a structure is the core component of our Cloud 

Service Selection Verification (CSSV) scheme, which employs the idea of 

“separation of duties” to ensure strong security guarantees. As part of our future 

work, we prepared to judge a demonstrable scheme for best service selection 

query whereby the broker proceed only with the best CSP instead of all candidate 

CSPs with value to a client’s request.  
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