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Abstract  
Network virtualization plays a major role in the networking research 

community and has been growing steadily for the past few decades. 

Nowadays IT based organizations are finding newer ways or possibilities 

for the advancement path in network virtualization to the future internet by 

organizing or by deploying different protocols and architectures over a 

shared physical infrastructure. In this paper, we study about different 

network technologies used in network virtualization and compare them 

based on their performance, scalability and other features. The purpose of 

this study is to know about differentiation of each network techniques that 

are currently used in network virtualization and we will be able to know 

the reason that why most of the organizations are using these techniques. 
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1. Introduction 

In recent years, the internet has change successfully by modeling the way we 

access and exchanging information in the modern world and not even that its 

architecture has proven its capability by providing support for mass number of 

distributed application and extensive variety of network techniques that 

currently runs over it. However due to its capabilities it has become a highly 

potential barrier to its future growth 
[1][2][3].

 In the past few decades, the concept 

Network virtualization has strike a significant attention in most of the 

networking research community and also IT based organizations on how to 

bring or remodel the next generation networking pattern that can replace the 

existing internet[4]. Network virtualization is combination of software, 

hardware, networking facilities (switches, routers, etc.) and network 

functionalities into single software-based administrative unit. 
[9]

 

Network virtualization is characterized into two: 

1. Internal network virtualization 

2. External network virtualization 

Internal network virtualization gives network functionality based on software 
[10].

 The term virtualization is described as the capability of creating virtual 

version of storage devices, network and operating system 
[11].

 The external 

network virtualization is described as the permutation of one or more LAN 

(Local Area Network) into virtual network so that it can improve the data 

centers and large network effectiveness. By the use of external network 

virtualization the system administrators can configure the systems by attaching 

to the same local network into separate virtual networks 
[10]. 

The main objective 

of virtualization is to manage huge amount of workload by transforming the 

operations of computers making it more scalable. 

Network virtualization has been the key to the future global internet 

architecture. Each decades a new components have come to exist that helps in 

enabling the coexistence of multiple networking techniques ,and thus 

conquering the present internet problems and stimulating the development of 

advanced application and deployment of new networking technologies 
[3].

 

Network virtualization promises to promote diversity, provides flexibility, 

promises security and also increases manageability 
[4].

 There are certain methods 

used in network virtualization to improve the capacity of network and its 

performance to the great extend. These methods can extend the magnitude of the 

network to support trillions of virtual networks and each VN (virtual network) 

can be deployed to support traffic related to one holder, but possibly more. The 

methods that are used in network virtualization to improve the performance and 

the capacity of network are as follows 
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2. Network Virtualization Techniques 

 VXLAN 

VXLAN (Virtual Extensible Local Area Network) is a network virtualization 

technique that seeks to address the scalability problems that are correlated with 

cloud computing deployments 
[14]. 

Each network overlay is termed as VXLAN 

segment 
[5]. 

Network overlay is defined as telecommunication network that is 

build on top of another real or physical network. 

 

Figure 1: A Sample Overlay Network 

 The specifications of VXLAN are mainly backed by Cisco, VMware and Arista 

networks. Virtual machines can communicate with each other only when    they 

are within the same VXLAN segment and this is now currently being executed 

in VMware VCloud Products. 

 Each VXLAN section is scanned and analyzed through a 24 bit segment, 

describes the VNI (VXLAN Network Identifier).VXLAN Network Identifier is 

a 24-bit long as compared to12-bits of VLAN (Virtual Local Area Network) and 

it provides unique ID approximately up to 16 million sections of VXLAN to be 

configured within a local network 
[5].

VXLAN Network Identifier is included in 

outer VXLAN header that  encapsulates the inner Ethernet frame that is 

transmitted by a virtual machine on a server or by the server. 

 The VXLAN headers are attached to the inner Ethernet frame that is referred to 

as a Virtual Tunnel End Point (VTEP).The Virtual Tunnel End Point connect a 

virtual switch to the IP network. The VXLAN Network Identifier confines the 

inner Media Access Control (MAC) (Layer 2) frame that is originated by virtual 

machines. 

 NVGRE 

Network Virtualization using Generic Routing Encapsulation (NVGRE) is a 

network virtualization technique that can reduce the scalability problems 

relating to cloud computing development .It uses a GRE (Generic Routing 

Encapsulation) to tunnel layer 2 packets that is the data link layer over layer 3 

packets that is the network layer
 [14]. 

Every virtual layer 2 network in NVGRE is 

associated with 24–bit Identifier, called VSID (Virtual Subnet Identifier)
 [6]

 

.VSID specifies the virtual subnet identifier of virtual IP address.  
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The 24-bit VSID supports approximately up to 16million virtual subnet in the 

same administration domain. Each VSID (Virtual Subnet Identifier) performs a 

virtual layer 2 (network layer) Broadcast domain that is used to identify a virtual 

subnet of a given holder [6]. 

GRE provides a way for covering random protocol over IP. NVGRE (Network 

Virtualization using Generic Routing Encapsulation) weights the GRE header to 

carry information of VSID in each packet.  

Each information of VSID in each packet can be used to construct multi-tenant-

aware-tools for analyzing, inspecting and monitoring network traffic. Another 

term that comes in is NVGRE (Network Virtualization using Generic Routing 

Encapsulation) endpoints .NVGRE endpoints are the entry and exit between 

virtual network and physical network .NVGRE endpoints can be either any 

physical or network devices and it performs functions that are similar to the 

functions that are performed by VTEP (Virtual Tunnel End Points) in a VXLAN 

(Virtual Extensible Local Area Network) environment
.[6] 

They are responsible 

for applying confinement polices based on VSID (Virtual Subnet Identifier) and 

for applying layer 2 interpretations. 

 STT 

STT (Stateless Transport Tunneling) defined as a network virtualization 

technique that comes along the path of VXLAN (Virtual Extensible Local Area 

Network) and NVGRE (Network Virtualization using Generic Routing 

Encapsulation). This type of technique is most commonly used for the 

communication between server based Vswitches.STT encapsulation structure is 

used by VMware
 [7][14]. 

Tunneling are enclosed messages formatted in one 

transmission protocol with header of another transmission protocol. 

V Switches (Virtual Switches) is a kind of software application that is most 

commonly used for communication between virtual machines. 

Stateless Transport tunneling was created or designed to carry large data packets 

approximately up to 64 kilobytes and also to make use of TCP (Transmission 

Control Protocol) capabilities in NIC (Network Interface Card
) [7].

 

NIC (Network Interface Card) is a circuit board or a card that is planted inside a 

computer so that network can be established. STT(Stateless Transport 

Tunneling) mechanism is sophisticated complicated and much more involved 

than VXLAN (Virtual Extensible Local Area Network) and NVGRE (Network 

Virtualization using Generic Routing Encapsulation).STT (Stateless Transport 

Tunneling) can take Ethernet packets approximately up to 64 kilobytes from a 

virtual machine that is on the server and it tunnels to its destination .This frame 

has to be slashed into smaller fragments to match the maximum transmission 

unit (MTU) of a real network .
[7]
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Maximum Transmission Unit in computer networking is the size of the 

maximum network layer data unit that can be communicated on a single 

network administration. Physical network has a disadvantage on the size of the 

packet that can be carried. Normal MTU (maximum transmission unit) of an 

Ethernet was used to be approximately 1500bytes but in the past recent days 

most of the Ethernet devices can support oversized packets and permits packets 

of 9 or approximately 16 kilobytes (KB) in size. Another concept that comes 

under this topic is the STT frame header. 

The length of the STT header is 18 bytes and the key field that is used in STT 

header is the context ID 
[14].

 The Con text ID is 16 bit field in length. Its design 

and functionalities is somewhat similar to the VNI (VXLAN Network Identifier) 

or the NVGRE VSID (Virtual Subnet Identifier). Stateless Transport Tunneling 

(STT) has a tool to create collapse for the physical network to analyze the flow 

from each other. 

STT (Stateless Transport Tunneling) is said to be much efficient than VXLAN 

(Virtual Extensible Local Area Network) and NVGRE (Network Virtualization 

using Generic Routing Encapsulation) because it unloads segmentation and re-

assembly (SAR). SAR is a type of a telecommunication network that is used in 

breaking down the packets into smaller units before sending and reassembles 

them into correct order at the receiving or the gathering end of the 

communication. 

  LISP 

LISP (Locater /Identifier Separation Protocol) is a network technique also a 

‘map and encapsulate protocol’ that provides a new connotation for IP 

addressing 
[15]. 

In this technique both the device identifier and the locator can be 

IP address like a set of MAC address .The current addressing architecture and IP 

routing uses a single statistical space, the IP address to explicit two fragment of 

Instruction: 

 The way in which the network is attached to the device 

 Device ID 

The architecture design of LISP (Locater /Identifier Separation Protocol) routing 

splits the device ID or EID (Endpoint Identifier) from its position, location or 

from its RLOC (Routing Locator) into two distinctive numbering spaces
 [16].

 

Endpoint Identifiers is an IPV4 or IPV6 address used to specify and describe the 

endpoints on the network. These Endpoint Identifiers helps to imprint the 

gateway where the spotter or locator provides the necessary data about the 

descriptive region of the endpoints and the locator allowing information will not 

change the region of the endpoints if it changes the region. The reason behind 

this is that the endpoint identification takes place using endpoint identifiers. 

Separating the Endpoint Identifiers (EID) and Routing Locator (RLOC) 

operations yields different advantages
 [16]. 
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3. Detailed Analysis of STT and  

NVGRE in Network Virtualization 

STT (Stateless Transport Tunneling) is much more efficient and simple than that 

of NVGRE (Network Virtualization using Generic Routing Encapsulation) the 

reason is that it unlade the SAR (Segmentation and Re-assembly).Segmentation 

and Re-assembly which is also known in short term as SAR is a type of 

telecommunication network which is in the form of packet – switched, is the 

method of dividing the packets into smaller components before sending and 

receiving them. It fetches much more overhead than NVGRE (Network 

Virtualization using Generic Routing Encapsulation) in additional header 

information in lesser packets 
[7]. 

 

Stateless Transport Tunneling (STT) includes 80 bytes of headers that are newly 

created to a virtual machine originated Ethernet packets for the first division of 

this packet and for rest of the division 62 bytes 
[7][14]. 

Compare that with each of 

the NVGRE (Network Virtualization using Generic Routing Encapsulation) 

encapsulated packets of stable 46 bytes and for the traffic that is between the 

virtual machines on the same server may not be that much of a problem but it 

absolutely does for traffic that is carried across the physical or the real 

network
[7][14][17]. 

The largest size of a enclosed data for Stateless Transport 

Tunneling (STT) is approximately up to 64 kilobyte (KB) and huge data 

areanecdotal in the Network Interface Card (NIC), determined by Maximum 

Transmission Unit (which is also know in short term as MTU) of the hidden 

physical network[14].  

In STT the resembling is necessary at the destination which must be performed 

by the receiving Network Interface Card (NIC).Same port that is from the 

source should be used for all division of one STT frame. In NVGRE (Network 

Virtualization using Generic Routing Encapsulation) the maximum transmission 

unit of a network is approximately up to 42 bytes and the size is determined by 

the Virtual Network Interface Card (vNIC) MTU in the vm (virtual 

machine
)[14][17].

There is no information about the displacement of encapsulated 

data in Stateless Transport Tunneling but it only uses the maximum 

transmission unit interface and TCP segmentation, But for NVGRE (Network 

Virtualization using Generic Routing Encapsulation) it drafts Remote Function 

Call (RFC proposes using the Maximum transmission unit (MTU)path 

discovery and positioning the DF bit on the exterior header  to evade  

fragmentation after the encapsulation
[7][14]. 

 

In Stateless Transport Tunneling there is no encapsulated information or data 

and the size restraint is up to 64 Kilobytes (KB) and in NVGRE there is no 

information available in draft RFC. In STT TCP-based encapsulation is used 

and also this technique uses a nonstandard stateless Transmission Control 

Protocol (TCP) but for in NVGRE GRE-based encapsulation is used. Context 
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ID is the key field that is used for STT frame in Stateless Transport Tunneling 

and for the NVGRE 24-bit VSID (Virtual Subnet Identifier) along with an 8-bit 

flow ID 
[14],

 

In Stateless Transport Tunneling there are two sources that is included by Draft 

RFC to handle the quality of service in a tunneling protocol, first one is the 

reference to RFC 2983 that is for mapping Differentiated Service Code Point 

(DSCP) from both inner and outer header along with that there are 2 models that 

can be used one is the uniform and the other one is pipe .Another one is the 

reference to RFC 6040 which is for handling Explicit Congestion Notification 

(ECN) setting but for NVGRE (Network Virtualization using Generic Routing 

Encapsulation) there is no information or detail in draft RFC 
[14]. 

In STT 

technique it uses a TCP Segmentation Offload which is also known is short as 

TSO an LSO (Large Receive Offload) efficiency that are common on Network 

Interface Card but there is  methods or process information that is explained on 

the above statement in NVGRE . 

4. Conclusion 

Based on our analysis we came to know that network virtualization is the key to 

the next generation architecture in networking. In this paper we came to a 

conclusion that STT is much better and efficient than NVGRE. We have 

compared these two techniques on the basis of type of encapsulation overhead, 

and its maximum size used in data payroll that is encapsulated. Then we also 

have compared these both techniques on its data transfer, fragmentation of and 

after encapsulation, and its offload to Network Interface Card and also 

compared with quality of service that is used in both of these techniques. 
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