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Abstract 
Virtualization has recently acquired great importance in the IT industry 

thanks to the great benefits it brings which includes managing the system 

in an efficient way and utilizing the resources in an enhanced manner. This 

also addresses the capability of virtual environments to lessen downtime 

and reduce management. There are many different types of Virtualization - 

Native and Full virtualization, Virtualization at the level of the Operating 

system and Para virtualization. And then there are other forms of 
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virtualization such as Desktop virtualization, Resources virtualization, 

Data centers virtualization, Server virtualization and Application 

virtualization. Virtual machines and Virtual machine monitors (VMMs) 

have brought more cost-effective solutions to various virtualization 

scenarios. This review examine about the performance of distinctive 

virtualization tools in both windows and Linux platform. We have also 

included the screen shot for demonstrating the creation of Microsoft based 

virtualization tools in Linux platform and also creating an instance of Linux 

based virtualization tool in Windows platform. The detailed study done on 

various virtualization techniques and hypervisors used on diverse 

platforms mention in our paper can be adopted as a synopsis for ongoing 

research in this area. 

Key Words:Virtualization, cloud computing, hypervisor, operating 

systems, virtual machine. 
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1. Introduction 

One of the hottest technologies today is Cloud computing. It is flexible and 

scalable and reduces the cost and complexity of applications. Virtualization is 

the core component used in cloud computing. It entails the creation of a virtual 

instance of a technology resource such as memory, an operating system or a 

secondary storage rather than the deployment of an actual resource. 

Virtual machines have many advantages – they lead to enhanced segregation, 

sharing resources, and the capacity to execute several essences and formations 

of operating systems with diverse sets of software technologies and 

configurations. This paper concerns itself primarily with Virtualization; 

therefore, a brief summary of the tools available ones in the market is essential. 

A virtual machine monitor (VMM) is also well-known as a hypervisor. It is 

essentially a software that gives out the interface of a virtual machine (VM) to 

the guest operating systems that run below the virtual machine monitor [1]. 

Hypervisors can vitally aid a system administrator or super user - virtualization 

adds an intermediate layer of management and control over the data center [11] 

and enterprise environment. Hypervisors are of two types. 

Type 1: Bare metal or native hypervisors 

Type 2: Embedded or hosted hypervisors 

 

Type 1: This type of hypervisor executed on the host, controls the hardware of 

the host and also provide a facility to succeed running the virtual machines on 

the same. The hardware and the guest operating systems are managed by these 

hypervisors by running directly from the host's hardware. 

Type 2: This type runs as in the same manner like other programs executed on a 

particular operating system (OS). A guest operating system executes on the host 

as a process [7]. 
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2. Features of virtualization 

Consolidation – It refers to the combination of multiple software workloads on 

the same computer system. Various virtual machines yield savings in resources, 

especially power. 

Testing – We can test various configurations. This can achieve virtual machines 

that have reduced hunger for resources and low priority virtual machines. Often, 

we test new Linux distort within a VM.  

Security and Isolation – In the case of a malicious attack, only the control of 

VM will be lost to the attacker and isolation means the entire server cannot be 

brought down by a few mischievous applications. 

Levels of Virtualization 

Virtualization is mainly used to imitate execution environment, networks and 

storage. There are different levels of virtualization. These levels differ 

according to the element it is deployed on. Each of these types can have a 

unique impact on network security. 

A. Operating System Level Virtualization 

The most collective form of Virtualization is the Virtualizing of an operating 

system environment. It puts a multiple instances of an OS, like Windows, on the 

same underlying system. Operating-system-level virtualization comes under 

server virtualization method where the operating system-kernel permits the 

multiple existence of insulated user-space occurrences, in place of one. One 

advantage of the operating system level virtualization is that it will have 

minimal effect on the availability of the applications even at times of system 

upgrades and security patches being performed. Examples of OS level 

virtualization are: openVZ, iCore Virtual accounts, free virtual private servers 

(free VPS), IBM Logical Partition (LPAR)[2] [3]. 

B. Application Level Virtualization 

Application virtualization achieves a decoupling of an installation of 

an application and the client computer that accesses this application. 

Application virtualization enables the execution of applications in environments 

that are incompatible with the native application. Application virtualization 

simplifies software deployment. In a manner similar to desktop and server 

virtualization elevating a computer's operating system above its hardware, 

application virtualization elevates the configuration files, the various 

executables and dependencies above the operating system. Wine is the most 

popular solution implementing application virtualization. 

C. Hardware Level Virtualization 

Hardware virtualization means the creation of virtual versions of machines and 

operating systems. In this case you cheat your OS so that you pretend to have 

more hardware resources that you have in reality. Hardware virtualization is of 
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3 types - Full virtualization, partial virtualization and para virtualization [4]. 

D. Storage Virtualization 

Storage virtualization if adopted by the users they do not have to be concerned 

about the exact location of their data or records and logical path can be used to 

identify them. Wide range storage facilities can be harnessed and represented 

under a single logical file system. One of the most popular techniques for 

storage virtualization is storage area networks (SANs). 

E. Network Virtualization 

The hallmark of Network virtualization (NV) is its capability to create networks 

that are virtual and logical which stay above the primary hardware used in the 

network and guarantee better integration of the current network with 

progressively more virtual locations. Network virtualization aims to optimize 

network speed, reliability, flexibility, scalability, and security. Instruction 

Translation(Emulated Disk) or Address Translation (Para-virtualized NIC) are 

the various software techniques used to bring data security reliability to the I/O 

devices that shares the Virtual Memory System; on the downside, one can 

expect a degradation of performance and loss of bandwidth[5].  

3. Virtualization Tools 

IT administrators often find these tasks difficult – troubleshooting of the 

application and system performance and reducing visibility into the flow of 

business transaction. Without a proper monitoring tool the complexity remains 

the same for the IT administrators. Virtualization software behaves much the 

same way a regular software application when it comes to execution. A small 

number among them are available free of cost (open source tools). An exception 

is the VMware Server – it is not an open source software although it is free (i.e. 

its code is not accessible for all).There are virtualization tools that run both 

Linux and Microsoft [8]. 

Linux based Virtualization Tools 
1. KVM 

Kernel-based Virtual Machine (KVM) is a complete visualization technique for 

Linux on x86 machine - it contains virtualization extensions. The KVM is built 

into Linux as on open source virtualization technology. We can then load virtual 

machine images onto the hypervisor, running separate operating systems.  

Among the large number of guest Operating Systems that can work 

with KVM are Berkeley Software Distribution (BSD), Windows, Solaris, 

ReactOS, Haiku, Plan 9, and the AROS Research OS.KVM supports live 

migration, an ability to move a running VM between physical hosts with no 

service interruption. KVM inherits the performance of Linux, scaling to match 

demand load if the number of guest machines and requests increases. 

Deployment of KVM security features give protection and security to the 

Kernel-based Virtual Machine (KVM) – like providing security among storage 

components, creating multiple insulated user space occurrences, managing the 
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remote devices connected, prevention of denial-of-service situations with 

control groups, and giving protection to data at rest by means of disk-image 

encryption. 

2. XEN 

Xen (available as open source) is a tool that has found wide use for Para 

Virtualization in PCs and guest computers. It provides for the creation of many 

virtual machines with each such machine running an instance of an operating 

system. Xen offers two types of virtualization: para virtualization and full 

virtualization. Although Xen is included in the Linux kernel, only a few Linux 

distributions, such as Oracle Unbreakable Linux and SUSE Linux Enterprise 

Server, offer a supported Xen stack.  Xen is doing very well in mission-critical 

production environments because it has a reputation for being more stable and 

reliable than KVM. During this procedure, the LAN, without halting execution, 

copies, in an iterative manner, the memory of the virtual machine to the 

destination. The Xen Project is of great interest and holds a lot of promise – it 

has received plenty of notice over the last year [6]. 

3. OpenVZ Linux 

OpenVZ Virtualization is an OS level server technology that is founded on the 

Linux kernel and OS. OpenVz was introduced in Lenny supported by the i386 

and amd64 architectures. OpenVZ employs a single patched Linux kernel and 

only Linux can run it. One disadvantage of OpenVZ Virtualization is, users are 

not able to do any kernel modifications. Low cost, much higher performance 

than on common hosting. It is possible to change tariff without rebooting VPS 

are some of the major advantages of OpenVZ.  Openvz containers are using the 

main node kernel to operate, each container doesn’t have its own kernel this is 

called virtualization on the OS level so if there is an exploit in the main node 

kernel may lead to a hacker compromise the main node and gain access to it. 

But actually openvz didn't have a big history with exploits that's may lead to 

gain main node access. 

4. Linux-V Server 

Linux-V Server is implemented as a virtual private server. It was fabricated by 

superposing OS-level virtualization abilities upon the Linux kernel. It is freely 

circulated as open-source.  It is simple to implement and is capable of excellent 

performance. Most Linux are not dependent on any specific kernel despite of 

different Linux scatterings employing (occasionally heavily) fixed kernels to 

give specialized backing for atypical hardware or for the achievement of 

additional functionality. Linux-V Server use this to share the resources in a 

much more efficient way by permitting multiple distributions to run parallel 

using a single shared kernel without accessing the hardware directly. In view of 

these observations, we can infer that Linux- V Server uses Operating System-

level virtualization. 

The main technique used in Linux-V Server to segment the space for the users 

setting into discrete units (Virtual Private Servers) to ensure that each VPS has 
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the look and feel of a real server to the processes it contains. It can dynamically 

manage Priority, Memory, Disk space, CPU ticks of a given VServer [10]. 

5. VM Ware 

VMware structure is a complete arrangement that delivers all-inclusive 

virtualization, controlling, optimization of the resources, readiness of 

application and computerized functioning abilities in a package. It virtualizes 

and gathers the fundamental hardware resources through the several systems 

and propose the pools of virtual resources to the data center. A collection of 

drivers and utilities that amplify the act and efficiency of your guest operating 

system. Since the virtualization has the ability to simulate a real world business 

surroundings very closely in an educational setting, a student can interrelate 

with technologies just as he or she would at the workplace.  

In academia, it is often hard to create such a laboratory setting which can 

provide software as well configuration to every discipline of the institution is to 

have laboratories that can be shared by different students and departments. 

4. Microsoft based Virtualization Tools 

1. Hyper-V 

Microsoft Hyper-V, earlier known as Windows Server Virtualization, is a built-

in hypervisor; it can create VMs on x86-64 systems running Windows. Hyper-V 

comes under the Microsoft's hardware virtualization product. It lets us to 

generate and run virtual machines. The operating system and programs running 

acts like a complete computer with the help of the virtual machine. Hyper-V 

belongs to a "type 1" or "native" hypervisor, hence it can directly access the 

hardware of the physical machine. The guest operating systems can be either 

32-bit or 64-bit even though Hyper-V itself is 64-bit. A .VHD extension is 

added to the file that Hyper-V creates. There is difference in the memory 

management model for Hyper-V on Windows. It assumes that only the virtual 

machines operate on a server. Here the memory management is done with the 

anticipation that most of the client machines are running software on host in 

addition to the virtual machines. The above tool have transported new features 

which includes hardware-resource savings, a need for less space and energy cost 

savings. 

2. Virtual Box 

The Virtual Box (VB) - the virtualization package is installed as an application 

on the operating system. We can install additional operating systems on it and 

treated as a guest OS and runs in a virtual environment. VB runs fine 

on Windows and Linux as hosts. VB falls under the category of cross-platform 

virtualization applications. It is assembled on the current Intel or AMD-based 

computers, regardless of whether they run Linux, Windows, Mac or Solaris 

operating systems. Moreover, it spreads your current computer’s reach so that it 

can employ several operating systems (inside multiple virtual machines) 
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simultaneously. The features that VB provides are: 

Running Different Operating Systems Concurrently 

VB allows to run several operating system simultaneously. This enables you to 

execute programs written for one OS on another without restarting the system 

(e.g. Windows software on Linux or a Mac). Here the advantage is that we can 

configure a kind of virtual hardware that can be presented to various operating 

system. 

Easier Installation of Software 

Using VB, the software retailers can transfer the entire software configuration. 

 For e.g., mounting a whole mail server on a real machine can be a tiresome 

task. With VB, such a complicated task can be filled into as virtual machine. 

Hence by importing the mail server into VB makes the installation and 

execution of the same becomes easy [9]. 

3. vSphere 

vSphere is listed under the data center product category. For example like 

Microsoft Office, vSphere also contains a collection of applications like 

vCenter, ESXi, vSphere client. It represents a package rather than a software, 

which can be installed and executed. The fundamental hardware resources 

across various systems are virtualized and aggregated by vSphere and 

distributes groups of virtual resources to the datacenter. The most vital part of 

vSphere is ESXi, which is a virtualization server also a type 1 hypervisor. The 

installation of all the virtual machines or Guest OS are done on ESXi server.  

 

A simple structure of vSphere Architecture 

5. Overview 

All the VMs will be at a great risk if the main physical machine fails. The 

security of these virtual machines are strongly depended on the network 

infrastructure and the management tools used. The Microsoft products are more 

vulnerable to attack since many hackers have made it as their prime target even 

though both operating systems have extended to a solid level of security. Linux 

could be used in a range from enterprise application to a supercomputer. 

Windows are easy to break even though there are multiple Windows Server 

editions.  Linux is the most secure operating system. But if we are deciding to 

go for Linux, we should have a clear cut idea about which distribution of Linux 
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OS to be selected, which makes the option more complicated. But this is an 

advantage when compared to Windows where users are given administrator 

access by default, which lets the unauthorized users to access the completed 

data on the system. 

Parrot Security OS is a Linux distribution based on Debian distro that provides 

numerous security-related tools. Since the Linux is an open source software, 

any programmer can read and finds a bug if any and highlight the same. Also 

the programmer can suggest a method to overcome the bug, to make the 

operating system more secure. Hence the chances are more that the operating 

system is bug free, since anyone can review and give suggestions. 

 

Redhat Running in Windows Operating System using Virtual Box 

 

Installing KVM on Ubuntu14.0.4 and Create Win 2012 r2 VM 

The users are allowed more workloads by virtualization and the associated 

automation of routine management. Compared to Microsoft, Linux is more 

flexible and gives additional features for the users and cost effective. The chart 

below demonstrate show Linux standardizes show significantly higher 

manageability benefits than Microsoft standardizes in a survey. 
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6. Conclusion 

This survey discusses the various types and features of virtualization and how 

this techniques are widely used in sharing the hardware resources and related 

computations to improve the efficiency in data centers. The different 

virtualization tools available in both windows and Linux are also discussed. We 

conclude that the Linux based tools are more efficient and preferred tool, since 

it provides a flexible environment to work on. Windows tools can also be tuned 

to get a better performance but still Linux’s Flexibility and security is almost 

infinite. 
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