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ABSTRACT 

Phishing is a duplicitous of sending emails illegally which pretend as it comes from the 

authorized organization. These emails are the one, we’re receiving day to day without 

unknowingly. This practice leads to loot our personal data including the bank details or other 

sensitive data. If the user uncertainly gives such information, then he/she may be in extortion 

situation. So the proposed system helps to detect and prevent the phishing mails using two 

techniques named as Phishzoo and MLAPT (Machine Learning Anti-Phishing System). 

Phishzoo it is a technique used to detect the phishing websites by the way of their 

appearances and MLAPT technique is for preventing the phishing mails on the system. With 

the help of these two techniques the user can maintain their personal details on the social 

networking system. 

Index Terms: Email phishing, machine learning, social engineering attacks, Data mining. 

 

1. INTRODUCTION 

Phishing technique is a popular one to steal personal gen via internet and it is 

classified as follows: Spear Phishing: Attempt to theft gen as from the confidential 

organizations or companies. Among 91% of attack has been recorded through this attack 

statistically. Clone phishing: This type of phishing is send from the original recipient along 

with an attachment. Initially the phishers hack the mail from the original recipient plus 

replaces them by attaching a malicious link so as to appears it comes from an authentic 

person. Whale Phishing: It is a threaten for high professionals like business companies. This 

attack target to only business fields. 
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The system is designed to detect and prevent the phishing mails. User can check their 

mails on gmail, yahoo account. If they can get the phishing mail the admin can check whether 

the mail is phished or not. Admin can have some set of phishing URL in the system so the 

admin can check an URL by its format, alignment etc. If it is a phishing URL admin can have 

sent the warning message to the user and block the URL on the website so the user can’t go 

to that website. 

In an existing system phishing mails are detected using some software like spam filters. 

It takes too much of time to detect that the mail is phishing mail or not. The data mining 

techniques are often used to detect the phishing mails in the gmail system. Phishing mails are 

mostly used to get the information without the person knowledge within a specific time. 

Previous system is developed for how to detect the phishing mails and how to prevent them 

on the email account. But practically it takes more time to detect and prevent the phishing 

mails on the system. 

The drawback of an existing system can use more time to detect the phishing mails and 

also to prevent the phished URL. It uses spam filters and need to install some software’s on 

the system. 

The proposed system is developed to detect and prevent the phishing mails on a short 

period. Once the URL is identified as a phishing mail then it can easily detect and prevent the 

phishing mails without any software and equipment. It needs less time to detect and prevent 

the phishing URL on email account and gives more security to the user and they can freely 

share their mails on an email account. An advantage for the proposed work is it does not need 

any spam filters and software to detect and prevent the phishing mails. 

 

2. RELATED WORK 

Ankit Kumar et al., [1]., has developed the work for Phishing Detection: Analysis of 

Visual Similarity.  In this system can describe the visual similarities to the phishing websites 

and how to detect the phishing websites on the system. It uses more approaches to resolve the 

phishing websites on the system and it can resolve all the problems in the system. 

 According to M. Huber et al., [2]., has proposed the technique for social engineering 

attacks. Social engineering can describe the common attack scenarios for knowledge workers 

and the attack vectors is required to develop an efficient counter measures and protect 

International Journal of Pure and Applied Mathematics Special Issue

118



knowledge workers from social engineering attacks. Attack vectors are required to developed 

the efficient countermeasures and protect knowledge workers. 

E. Sorio et al., [3]., has developed a technique to Detect the Hidden Fraudulent URLs 

within Trusted Sites. This approach is designed for detecting hidden fraudulent URLs before 

actually fetching the corresponding page. The domain part of the URL or portion of the URL 

does not need any feature to identify the system. 

The proposed work of T. Ayodele et al., [4]., developed an Anti- Phishing Prevention 

Measure for Email Systems. He evaluated how humans judge the phishing activities with a 

satisfactory level of performance. Similarly, Machine Learning Anti-Phishing Technique 

(MLAPT) used to detect or to prevent the phishing attacks on an email system. 

Phishzoo: Detecting phishing websites by looking at them was implemented by S. Afroz 

et al., [5]. It presents the first step of web-phishing detection using vision techniques. This 

technique presents results to defeat the vast majority of current attacks, but there are many 

ways are possible to improve these results. Vision techniques are applied to kind of phished 

websites on the system. 

Phishing detection using classifier ensembles, was developed by F. Toolan et al., [6]., 

and it was proposed to classify the emails into Phishing and non-Phishing categories. C5.0 

algorithm is used in the system and it achieves very high precision and an ensemble of other 

classifiers to achieve high recall. 

 

3. SYSTEM ARCHITECTURE 

 

The proposed work based on two techniques named as PhishZoo and MLAPT. PhishZoo 

is used to detect the phishing mails by the way of their appearances and format of the 

website. MLAPT is a mechanism is involved to identify the phishing mails and to detect the 

phishing mails on the system. Phishing is a kind of attack to get the personal information on a 

specific period of the person. So the system is designed for detecting and preventing the 

phishing mails on the system.   
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Figure 1: Architecture diagram for Phishing prevention 

The figure 1 describes the work of the email phishing prevention and detection of the 

system. The user can login to the system and check their mails if they had received phishing 

mail on a system then the Phishzoo and MLAPT techniques are applied to identify whether 

the mail is phished or not. If it is a phished mail then admin can give the alert message to user 

and he can detect and block the phished website on the system. If it is not a phished mail, 

then the user can go to that website of the system.  

 

4. SYSTEM IMPLEMENTATION 

 

The proposed system can consist of five modules. 

 

UTILISER  

In user interface module the user can login to the system and they can go to check 

their emails or viewing files in the system. The user can interface with the user and the 

system admin of the system. 

 

ENROLLMENT   
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Registration process is involved to register all the users in the system so the admin 

can notify while the user can get a phished mail then he can alert the user on the system. So 

the user must register their name and password and then they can go to check their mails in 

the web browser. 

 

SUPERVISOR 

Admin can gather all phishing mails and stored the URL as black list. User may click 

the phishing mail it will go to the admin system and admin can check whether the mail is 

phished mail or not. 

 

DETECTION    

If the user can switch the URL link, then the Phishzoo technique is applied to check 

the link is phished website or not. If it is a phishing website, then it can easily detect the 

phished mail so the user cannot go to that website. 

 

PREVENTION  

Once the phishing website can be detected then MLAPT technique is applied to 

prevent the phished mail and it will block the website on the system. In this module all the 

phished mails are rectified and they will be blocked in the email system. 

 

4.1 PhishZoo Technique 

PhishZoo can detect current phishing sites if they look like authentic sites by 

matching their content against a stored profile. In order to avoid detection, a phishing site 

must look significantly different from a real site. Our working assumption is that such 

different-looking sites have a better chance of catching users’ attention about their phishing. 

In marketing literature along with PhishZoo may leads to the branding problem. So as to 

improve the security for the current case it may be used. 

 

4.2 MLAPT technique 

MLAPT (Machine Learning Anti Phishing Techniques) is categorized phishing data 

tests, samples, scenarios, which we maintain that this area of research has not been 

sufficiently investigated in previous research on anti-phishing counter measure on email 

summary systems. Future plan includes improving the MLAPT with more laboratory based 
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test scenarios. MLAPT is able to reduce phishing attacks on our email messages which makes 

the email tool secure and gives the email users rest of mind from phishing attacks. MLAPT 

applies knowledge intensive approach to prevent phishing attacks on email systems. 

Prevention, detection and a higher level of counter measure can be guaranteed. 

 

5. CONCLUSION 

 

In proposed work email phishing is designed to detect and prevent the phishing mails 

in the system does not need any additional software and equipment to resolve the problems. 

PhishZoo and MLAPT techniques are used to prevent the system as more secured platform 

for the user. In future the phished mails are identified and detected and the results can be 

stored automatically in the system. 
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