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Abstract—Intrusion detection systems (IDS) have to 

procedure heaps of packets with numerous features, which 

interrupt the finding of anomalies. Feature Selection and 

Sampling may be utilized to minimize processing time and hence 

reducing intrusion detection time. This paper is aim to proposed 

a novel feature selection called Ant Gain Feature selection which 

combines the Ant Colony Optimization and Gain Ratio Feature 

Selection technique. The classification technique called Artificial 

Neural Network utilized to classify the network as attacked and 

non-attacked network.   
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I.  INTRODUCTION 

The computer network is increasing nowadays, and on 
every passing moment, billions of packets travel across any 
point on the Internet which is an extensive network of 
systems. These networks became the strength of the economy, 
and hence any attack on them may financially harm any 
company, organization or even countries. Misuse/Signature-
based Intrusion Detection Systems (IDS) [1] may fail to detect 
the zero-day attack, and hence networks are slowly moving 
towards anomaly-based IDS. These systems necessitate 
training by utilizing traffic traces besides with their features. 
In these systems specific training is crucial as it learns normal 
behavior of network so, traffic traces with good characteristics 
are very significant. After the training, IDS [2] operates 
millions of packets with several numbers of features to 
identify the intrusions. A large number of feature expects 
additional time to method this movement. But identification of 
intrusion should be a time limit to avoid any loss to the 
network. The sampling method is used to minimize the 
dimension of training dataset utilized for IDS. Timely 
detection of intrusion can decrease losses because of attacks 
on the systems. To train IDS, training dataset containing 
network packets, are served into this network. A large number 
of features of this dataset maximize the total detection time 

because of more computations. Feature selection may be 
applied to reduce the feature set by preserving accuracy within 
acceptable bounds. Several algorithms are existing for feature 
selection. Algorithms may behave contrarily for different 
types of dataset. So analysis is required to find out the suitable 
algorithm for IDS. In this article various features selection 
algorithms are compared on different parameters like 
accuracy, some features, root mean square error (RMSE), 
Receiver Operating Characteristic (ROC), Recall, precision. In 
certain conditions, it may become challenging to decide on a 
single parameter. For example, if one feature selection method 
has taken out of a set of existing methods, then the decision 
cannot be considered only by single parameter like accuracy 
as it may increase computational time. 

II. FEATURE SELECTION TECHNIQUES 

      Strength of IDS considerably depends on the 
computational  time necessitated processing data for data 
extraction. Specific features of packets may be non-productive 
and redundant. These may be discarded to reduce the time 
taken by IDS to detect threats [3]. Feature selection plays a 
vital role to avoid over-fitting and improve performance. 
However, it introduces complexity and may result in a lesser 
accuracy of machine learning algorithm [4][5]. 
      Entropy has frequently utilized in the information theory 
measure, which characterizes the purity of an arbitrary 
collection of examples. It is the foundation of the Information 
Gain (IG) and Gain Ratio (GR). The entropy measure is 
considered a measure of the system‟s unpredictability. The 
entropy of Y is 

  (1) 

      The random feature Y, the marginal probability density 
function is p(y). If the detected values of Y in the training data 
set S has divided consorting to the values of a next feature X, 
and the entropy of Y concerning the split induced by X is 
minimum than the entropy of Y before dividing, then there is 
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an association among features X and Y. Y Later observing X 
and Y entropy is given by : 

 

 (2) 
     The conditional probability of y is p(y |x ) for given x 
Given the entropy is a condition of impurity in a training set S, 
it can describe a measure excogitating additional information 
about Y rendered by X that represents the amount by which 
the entropy of Y decreases. This measure is known as IG. It is 
given by 

IG=H(Y)-H(Y│X)= H(X)-H(X│Y)  (3) 
IG is an asymmetrical pattern (refer to equation 3)). The 
information gained about Y after examining X is equal to the 
information gained about X after scrutinizing Y. A delicacy of 
the IG measure is that it is predetermined in support of 
features with high values even when they are not more 
informative. 

A. Gain Ratio Feature Selection Method 

      The Gain Ratio [6] is the non-symmetrical measure that is 
introduced to compensate for the bias of the Information Gain 
(IG) [7]. GR is given by 

        (3) 

Information Gain (IG) is an equal measure. 

        (4) 

      The information gained about Y after scrutinizing X is 
similar to the information gained about X after examining Y. 
A delicacy of the IG measure is that it is predetermined in 
support of features with higher values even when they are not 
more informative. 

 As in the equation (3) presents, when the variable Y has 
prognosticated, then normalize the IG by splitting by the 
entropy of X, and vice versa. Because of this normalization, 
the GR values constantly come in the range [0, 1]. A value of 
GR = 1 indicates that the knowledge of X completely predicts 
Y, and GR = 0 means that there is no relation between Y and X. 
In opposition to IG, the GR favors variables with fewer 
values. 

B. Ant Colony Optimization for Feature Selection  

Ant colony optimization has introduced by Marco Dorigo 
and his colleagues in the early 1990s. The first computational 
model appeared by the name ant system (AS). It is another 
strategy to stochastic combinatorial optimization. The search 
activities have distributed over: "ants" – agents with natural 
basic inclinations that simulate the behavior of real ants. The 
main objective was not to simulate ant colonies, but to use 
artificial ant colonies as an optimization tool. Therefore the 
method displays several variations in corresponding to the real 
(natural) ant colony: artificial ants have some memory; they 
are not blind; they exist in a situation with distinct time. In 
ACO algorithms, artificial ants create solutions from scratch 
by probabilistically making a series of local decisions. At each 
construction stage, an ant chooses precisely one of the 
possibly numerous ways of stretching the current partial 
solution. The rules that specify the solution construction 
method in ACO completely map the search space of the 

analyzed problem (including the partial solutions) onto a 
search tree. 

The model has established on the observation made by 
ethologists about the medium used by ants to disclose 
information concerning shortest paths to food using 
pheromone trails. A traveling ant lays some pheromone on the 
ground, thus making a way by a trace of this object. While an 
isolated ant moves nearly at random (exploration), an ant 
encountering a previously laid trail can detect it and decide 
with high probability to follow it and consequently reinforce 
the path with its pheromone (exploitation). What emerges is a 
form of the autocatalytic process through which the further 
ants follow a trail, the more attractive that trail becomes has to 
be developed. The method has described by a positive 
feedback loop, during which the probability of determining a 
path minimizes the number of ants that previously chose the 
same way. The mechanism above is the inspiration for the 
algorithms of the ACO family. 

III. PROPOSED FRAMEWORK FOR INTRUSION DETECTION SYSTEM 

The following figure 1 depicts the proposed framework for 
Intrusion Detection System. This framework consists of two 
important steps. In the first step, a novel pre-processing 
algorithm called Ant Gain Feature Selection method which 
combines the two feature selection methods called Ant Colony 
Optimization and Gain Ratio. In the second step, a 
classification technique called Artificial Neural Network is 
used to classify the given network as Attack and not attack 
category. 

 
Figure 1: Proposed Framework for Intrusion Detection System 

A. Proposed Ant Gain Feature Selection Method for Pre-

Processing 

The gain ratio is one of the best and most popular 
algorithms for feature selection. The main impediment to GR 
feature selection is small appropriate when operated with 
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highly redundant features. Meanwhile, the ability of ACO as a 
feature selection algorithm has also explained in the various 
field of applications. It has alleged that ACO is appropriate for 
high dimensional data and was shown to be a useful tool in 
finding good solutions[10]. Thus we are looking into 
possibilities of combining these two algorithms, forming a 
hybrid feature selection through optimizing the advantages of 
both methods. 

 
Figure 2: Flowchart of Proposed Ant Gain Feature Selection Method 

The following steps depict the pseudo code of the proposed 
Ant Gain Ratio feature selection method. 
Step 1: Start. The process begins with the generation of ants 
which are then put randomly on the graph which is then placed 
randomly on the chart that represents the candidate features. 
Step 2: The number of ants to place on the graph may be set 
equal to the number of features, and each ant starts their 
traversal from a different feature. 
Step 3: Initialization of the number of ants, pheromone level 
for each candidate feature, termination condition, and other 
parameters. 
Step 4: In the initial node, the ants with empty memory will 
traverse through the graph probabilistically and construct a 
complete tour based on pheromone trails and heuristic 
information. 
Step 5: Heuristic desirability for feature selection has 
determined by Gain Ratio feature selection method is given as: 

 

Step 6: Evaluation of the selected subset of each ant. In this 
step, the importance of the selected subset of each ant 
underperforms. 
Step 7: Check the stop criterion. If the number of iterations is 
more than the maximum allowed iteration exit, otherwise 
continue. 
Step 8: Pheromone updating: For features which have chosen 
in the step 3 pheromone intensity are updated. 
Step 9: Go to step 3 and continue the process. 

B. Artificial Neural Network for Classification 

      Artificial Neural Network (ANN) is an efficient computing 

system whose central theme is borrowed from the analogy of 

biological neural networks.  

 
 

ANNs are also named as “artificial neural systems,” or 

“parallel distributed processing systems,” or “connectionist 

systems.” ANN acquires a large collection of units that are 

interconnected in some pattern to allow communication 
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between the units. These units, also referred to as nodes or 

neurons, are simple processors which operate in parallel. In 

this paper, ANN is used for classification of Intrusion 

Detection in the network. The following procedure represents 

the pseudo code for the MLP neural network learning 

algorithm. 

IV. DATASET DESCRIPTION 

The amount of intrusions has detected in any network, and 
network audit data are abundant as well as always-dynamic. 
They are also completely scattered and tries to structure or 
catalog audit data are greatly effort-intensive. The model-
building algorithms typically need a high quantity of labeled 
data for designing the effective intrusion models. One 
important difficulty in implementing IDS is the necessary to 
label method audit data for the algorithms. Misuse-detection 
systems need the data has correctly labeled as either „normal' 
or „attack.' Whereas for anomaly-detection systems, the data 
must be verified to ensure that it is exclusively „normal‟ 
namely attack-free. A liberal supporter for the generation of 
intrusion-detection audit data have detected in the US 
administration agency DARPA (Defense Advanced Research 
Project Agency, US) promotor and an innovator of 
technology; this group has funded many schemes in the last 
few decades [8][9][11].  

Aware of the shortage of proper audit data sets for 
intrusion detection, DARPA sets out (1) to produce an 
intrusion-detection valuation corpus which could be given by 
many researchers, (2) to estimate many intrusion-detection 
systems, (3) to introduce a comprehensive type of attacks and 
(4) to calculate both attack-both false-alarm rates and 
detection rates for realistic regular traffic. The following are 
the types of attacks in 1999 DARPA dataset. (a) Denial of 
Service, (b) Probing, (c) Remote to Local (R2L), and (d) User 
to Root (U2R). 

Table 1: Description of KDD Dataset 

Feature Name Description 

Duration length (number of seconds) of the connection 

Protocol_type type of protocol (e.g., TCP, UDP, etc.) 

Service network service on the destination, e.g., HTTP, 
telnet, etc. 

Src_bytes the quantity of data bytes from source to destination 

Dst_bytes number of data bytes from destination to source 

Flag normal or error status of the connection 

Land 1 if the connection is from/to the same host/port; 
0 otherwise. 

Wrong_fragment number of „wrong‟ fragments 

Urgent number of urgent packets 

hot Number of „hot‟' indicators 

Num_failed_logins Number of failed login attempts 

Logged_in 1 if successfully logged in ; 0 otherwise 

Num_compromised Number of „compromised‟ conditions 

Root_shell 1 if root shell has reached; 0 otherwise 

Su_attempted 1 if „su root‟ command attempted; 0 otherwise 

Num_root Number of „root‟ accesses 

Num_file_creations Number of file creation operations 

Num_shells Number of shell prompts 

Num_access_files Number of operations on access control files 

Num_outbound_cmds Quantity of outbound commands in an FTP session 

Is_hot_login 1 if the login belongs to the „hot‟ list; 0 otherwise 

Is_guest_login 1 if the login is a „guest‟ login ; 0 otherwise 

count number of connections to the same host as the 
current connection in the past two seconds 

serror_rate % of connections that have ``SYN'' errors 

rerror_rate % of connections that have ``REJ'' errors 

same_srv_rate % of connections to the same service 

diff_srv_rate % of connections to different services 

srv_count the number of connections to the identical service as 
the current connection in the past two seconds 

srv_serror_rate % of connections that have „SYN‟ errors 

srv_rerror_rate % of connections that have „REJ‟ errors 

srv_diff_host_rate % of connections to different hosts 

dst_host_count No. of connections to the same host as the current 
connection in the past two seconds 

dst_host_serror_rate % of connections that have „SYN‟ errors 

dst_host_rerror_rate % of connections that have „REJ‟ errors 

dst_host_same_srv_rate % of connections to the same service 

dst_host_diff_srv_rate % of connections to the different services 

dst_host_srv_count No. of connections to the same service as the current 
connection in the past two seconds 

dst_host_srv_serror_rat
e 

% of the connections that have “SYN” errors 

dst_host_srv_rerror_rat
e 

% of the connections that have “REJ” errors 

dst_host_srv_diff_host_
rate 

% of the connections to different hosts 

 

V. RESULT AND DISCUSSION 

     The following parameters are considered to evaluate the 

proposed feature selection method and to classify the given 

network as attacked and not attacked category. In the ideal 

situation, some parameters like accuracy, the true positive rate 

should have maximum values while others like the number of 

features, error, should have the least amount. All settings are 

considered equivalently relevant, and unit weight has allotted 

to each of them. However in exceptional circumstances, some 

parameters may have more effect than the others, so weight 

has to conform accordingly. 

 
Table 2: Performance Metrics for Feature selection and Classification 

Sl.No Parameter Name Desired 

Values 

1 Accuracy Maximum 

2 Number of Features Minimum 

3 Root Mean Squared Error Minimum 

4 True Positive Rate Maximum 

5 False Positive Rate Minimum 

6 Precision Maximum 

7 Recall Maximum 

8 F-Measure Maximum 

9 Receiver Operating 

Characteristic 

Maximum 

 

 
Table 3: Features obtained by using Gain Ration Feature Selection, Ant 
Colony Optimization and Proposed Ant Gain Feature Selection Method 

Sl.No Gain Ratio Feature 

Selection 

Ant Colony 

Optimization 

Proposed Ant 

Gain Feature 

Selection 

Method 

1 count Protocol_type Duration 

2 rerror_rate Flag Src_bytes 

3 serror_rate hot Dst_bytes 

4 Protocol_type count Protocol_type 
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5 Urgent Duration rerror_rate 

6 dst_host_srv_rerror_r

ate 

Src_bytes serror_rate 

7 dst_host_srv_count Dst_bytes Service 

8 dst_host_diff_srv_rate diff_srv_rate  

9 dst_host_diff_srv_rate dst_host_count  

10 dst_host_rerror_rate rerror_rate  

11 dst_host_same_srv_ra

te 

serror_rate  

12 hot srv_count  

13 Flag Wrong_fragme

nt 

 

14 Src_bytes diff_srv_rate  

15 Dst_bytes   

16 Land   

17 Duration   

18 srv_count   

19 Wrong_fragment   

20 Num_failed_logins   

21 Logged_in   

22 Num_root   

23 Su_attempted   

24 Is_hot_login   

25 Is_guest_login   

26 Num_compromised   

27 diff_srv_rate   

28 dst_host_srv_diff_hos

t_rate 

  

29 dst_host_srv_serror_r

ate 

  

30 dst_host_count   

 

Table 3: Result obtained by Original dataset, Gain Ratio, Ant Colony 
Optimization and Ant Gain Feature Selection technique by using Artificial 

Neural Network 

Performance 
Metrics 

Feature Selection Methods 

Original 
Dataset 

Gain 
Ratio 

Ant Colony 
Optimization 

Ant Gain 
Feature 
Selection 

Accuracy 95.556 96.214 96.321 97.023 

Number of 
Features 

40 10 14 7 

RMS 0.0673 0.0542 0.0540 0.0321 

TP Rate 0.752 0.842 0.854 0.936 

FP Rate 0.002 0.001 0.001 0.001 

Precision 0.895 0.912 0.910 0.972 

Recall 0.863 0.922 0.932 0.976 

F-Measure 0.789 0.789 0.903 0.936 

ROC Area 0.899 0.911 0.921 0.998 

VI. CONCLUSION 

     The pre-processing technique has used to remove the 

irrelevant and redundant features from the dataset. This 

methodology has utilized to enhance the prediction accuracy. 

In this article, a novel hybrid feature selection method has 

proposed by hybridizing the Ant Colony Optimization and 

Gain Ratio Feature Selection technique. This method has 

introduced to remove the irrelevant feature in the IDS dataset 

for the classification of the network. From the results obtained 

it has been proved that the proposed methodology performed 

better than the existing feature selection technique in the 

Intrusion Detection System. And also it improves the 

prediction accuracy and reduces the error rates. This 

minimization of error rates results in the good classification 

accuracy. 
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