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Abstract— Data Sharing is an important aspect in cloud 

storage.  More number of than attacks is involved in Cloud 

environment. This proposed work implements data sharing for 

security, efficiency and flexibility of sharing data with others in 

cloud storage and describes new public key cryptosystems which 

produce constant size cipher texts and analyze various 

cryptographic algorithms. This paper focuses a deep survey 

about cryptographic algorithms in cloud key security. The 

security in key constraint is that one can aggregate any set of 

secret keys and make them as treat as a single key which 

completely including the power of all the keys being aggregated. 

Timeline constraints are also implemented in this system. The 

proposed work implements timeline control that prevents 

unauthorized user key access and produces high security in 

public key encryption.  
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I. INTRODUCTION 

Cloud computing is the biggest virtual storing technology  
now a days. The main objective is that it is to allow users to 
store and retrieve data in all time and implements various 
services without the need for deep knowledge about or 
expertise with each one of them. The cloud aims to reduce 
expensive costs and implements the users focus on their core 
business instead of being impeded by IT obstacles. 
Virtualization is the main aim in cloud technology.     

Cloud Virtualization process isolates a computing 
peripherals into separate virtual devices, each of which can be 
easily used and managed to perform computing tasks. With 
operating system–level virtualization effectively creating a 
scalable system of multiple independent computing devices 
and  idle computing resources can be allocated and used more 
efficiently. Virtualization[4,5] supports certain software 
implementation process and requires agility to increase speed 
IT operations, and reduces cost by increasing infrastructure 

utilization. Autonomic computing automates the process 
through which the user can provide resources on-demand. By 
implementing user friendly, the process speed is increased and  
reduces manpower costs and reduces the possibility of human 
errors. 

Cloud computing involves variety of cloud services such 
as Software as a Service (SaaS) implements network hosted 
application, Data as a Service (DaaS) implements customer 
queries against provider‟s database. Platform as a Service 
(PaaS) implements network-hosted software development 
platform. Infrastructure as a Service implements network 
provider hosts customer Virtual Machines or provides network 
storage. Identity and Policy Management as a Services 
(IPMaaS) implements network providers manage identity and 
access control policy for customer. Network as a Service 
(NaaS) implements network provider offers virtualized 
networks. 

II. SECURITY ISSUES IN CLOUD COMPUTING 

 Cloud Computing resource risks are the major issues in 
cloud computing environment. Most of cloud organizations 
analyze these issues and implements security methodologies to 
prevent these issues. It means not only using the services and 
technology of the cloud provider but many questions dealing 
with the way the provider runs with security policy. After 
performing an analysis the top threats to cloud computing can 
be summarized as follows 

 Abuse and Un allowed Use of Cloud Computing  

 Insecure Application Programming Interfaces 

 Malicious Insiders 

 Shared Technology Vulnerabilities 

 Data Loss and Leakage 

 Network Traffic 

 Unknown profile 
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The cloud provider takes responsibility for information 
handling which is a critical part of the business. Failure to 
perform to agreed service levels can impact not only 
confidentiality [1, 2] but also availability.  The dynamic nature 
of cloud computing may result in confusion as to where 
information actually resides. This may create delays when 
information retrieval is required.  Third-party access to 
sensitive information creates a risk of compromise to 
confidential information. This can pose a significant threat to 
ensuring the protection of intellectual property and trade 
secrets. Public clouds allow high-availability systems to be 
developed at service levels often impossible to create in 
private networks. Compliance to regulations and laws in 
different geographic regions can be a challenge for business. 

Due to the dynamic nature of the cloud, information may 
not be located in the event of a disaster immediately. Business 
continuity and disaster recovery plans must be well 
documented and tested. Recovery time objectives should be 
stated in the contract. When faced with the paradigm change 
and nature of services provided through cloud computing, 
there are many challenges for cloud providers as follows.  

A. Transparency 

Service provider supports effective services and 
implements high security control assuring users that their 
information is properly secured against unauthorized access. 

B. Privacy 

Cloud service providers implement data privacy by using 
cryptographic algorithms and enabling policies controls that 
control data from malicious users. Information and reporting 
communication lines need to be organized and agreed before 
service provisioning starts. These communication channels 
should be tested periodically during operations. 

C. Secure information 

Most organizations must comply with a wide set of laws, 
regulations and standards. There are concerns with cloud 
computing that data may not be stored in one place and may 
not be easily retrievable. Audits [3, 6, 7] completed by legal, 
standard and regulatory authorities demonstrate that there can 
be plenty of problems. Cloud services have no high security 
that company information is taken when need and even some 
providers are reserving the right to withhold information from 
authorities. 

III. SECURITY METHODS IN CLOUD COMPUTING 

End-to-end identity management, third-party 
authentication services and identity must become a key 
element of cloud security. Identity security[8,11,13] keeps the 
integrity and confidentiality of data and applications while 
making access readily available to appropriate users. Support 
for these identity management capabilities for both users and 
infrastructure components will be a major requirement for 
cloud computing and identity will have to be managed in ways 
that build trust. 

A. Stronger Authentication 

Cloud computing must move beyond authentication of 
username and password, which means adopting methods and 

technologies that are IT standard IT such as strong 
authentication, coordination within and between enterprises, 
and risk-based authentication[14], measuring behavior history, 
current context and other factors to assess the risk level of a 
user request. 

B. Stronger Authorization 

Authorization can be stronger within an enterprise or a 
private sector and confidential information handling process 
makes more sensitive and compliance requirements. Public 
clouds will need stronger authorization capabilities that can be 
constant throughout the lifecycle of the cloud infrastructure. 

C. Public Key Cryptography 

It is a cryptographic encryption method, implements two 
keys such as public key and private key. These two keys are 
mathematically related but different keys. The public key is 
used to encrypt and private key is used to decrypt. It is not 
effective when private key is generated from public key 
because public keys are known to all users but private keys are 
used to separate users and not shared to all. Since public keys 
are used in digital certificate for secure data sharing[15,16].  

Digital signatures[9,10,11] is a process that content is  
electronically  signed by using private key and verified by 
public key. Both keys are maintained by individual user and 
not for all. Encryption is a method that data is encrypted both 
public and private keys. Keys are also maintained by 
individual user. 

This process is more secure that data is encrypted public 
key and secret key pair and it is only decrypted with same 
keys. It is the part of the decryption process that involves 
verifying that data of the original encrypted message and the 
new decrypted match, so even the slightest change to the 
original content would cause the decryption process to fail. 
This process is illustrated in the following diagram 
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D. Secret Key Cryptography 

Secret key encryption implements private key for 
encryption and decryption process. As such it must be present 
at both the source and destination of transmission to allow the 
message to be transmitted securely and recovered upon receipt 
at the correct destination. The secret key is private to all users 
and it is known only individuals. If the key fell into the hands 
of an attacker, they would then be able to intercept and 
decrypt messages, thus thwarting the attempt to attain secure 
communications by this method of encryption.  

E. DES algorithm 

 Data Encryption Standard Algorithm is a secret key 
algorithm implements encryption decryption method by using 
secret keys. DES algorithm takes data in blocks. Each block is 
64 bit size and encrypts it in block. This algorithm uses same 
key for both encryption and decryption [12]. DES algorithm 
encrypts data in 16 rounds. Each round produces a cipher text 
and implements permutation operation. The Advantage of 
DES algorithm is high secure encryption process and used in 
symmetric key encryption. Disadvantage of this algorithm is 
more number of simulation steps takes more time. 

F. MD5 algorithm 

 Message Digest (MD5) algorithm encrypts data and 
produces 128 bit fingerprint. It encrypts a large file that must 
be compressed in a secure manner before being encrypted with 
a private key under a public-key cryptosystem such as PGP. It 
implements five steps encryption process and easy to 
implement in large files. 

G. Proposed Methodology 

The proposed work implements unique master secret key 
with constant bit size and check scalability with increase bit 
size. Initial bit size 32 bit in master secret key with 2 power 32 
combinations of sublets is generated. It will be increased in 
128 bit size more number of than sub key generation. 

This work combines public key encryption with MD5 
algorithm. This method will be effective public key aggregate 
key encryption methodology. This algorithm combines with 
DES algorithm for encryption/decryption process. 

IV. RESEARCH WORK 

The proposed work implements an efficient security 
method to produce secure data sharing in cloud storage and 
focusing partial data sharing without leakage of keys. In cloud 
environment, user encrypts user‟s data with own key and 
upload it in cloud storage. If user shares particular data to 
other then single encryption key is visible to other and security 
of other data is not effective. To solve this problem, user 
encrypts specific keys for data then new problem arrives. If 
data storing process increases then numbers of keys are also 
increased. This may not effective. 

 Recent security methods solves these two issues by 
generating efficient public-key encryption scheme that  
generate cipher texts by specific encryption scheme and 

decrypted by constant size decryption key generated from 
master secret key. This encryption scheme is implemented by 
using key aggregative cryptographic mechanism which 
aggregates keys for specific data. For example if user shares 
two files then user aggregate two keys to produce a single 
aggregate key. This scheme reduces more number of key 
generation process and implements strong encryption 
mechanism. 

There are some issues in key aggregative cryptographic 
encryption scheme. Sub key generation process is more 
complex because of key limitation and memory usage.  The 
proposed work increase master secret size and generates more 
number of sub keys for encryption without storing keys by 
using mathematical ordering and implements timeline process 
for key validity. This process produces greater security in 
aggregative key cryptographic encryption scheme. 

V. COMPARITIVE ANALYSIS 

The public key encryption algorithm is used to provide 
both secrecy and digital signature. It uses the prime number to 
generate the public and private key based on mathematical fact 
and multiplying large numbers together. It uses the block size 
data in which plain text and cipher text are integers between 0 
and n for some n values. Size of n is considered 1024 bits or 
309 decimal digits. In this two different keys are used for 
encryption and decryption purpose. As sender knows 
encryption key and receiver knows decryption key. Secret key 
encryption algorithms are more secure than public key 
encryption because secret key is private one and it is not 
shared to all so that key generation process is more expensive. 

 
TABLE I.    COMPARISON OF PUBLIC KEY AND SECRET KEY 

CRYPTOGRAPHY 

 

Features Public Key 

Cryptography  

Secret Key 

Cryptography 

Methodology Different keys used for 

encryption/decryption 

Same keys are used for 

encryption/decryption 

Mathematical 

implementation 

Factorization is 

performed 

No mathematical 

implementations 

Speed Medium High 

Scalability No scalability Scalable when key size 
increases. 

Memory used Less memory used More Memory used 

Speed Very high speed Moderate speed 

Confidentiality Low High 

Key 
implementation 

Keys are shared from all 
users. 

Keys are kept private 
from all users 

   
 In this research work, the proposed work combines MD5 

and DES algorithms. Both secret key and public key are 
implemented for encryption in key aggregative cryptographic 
method. DES secret key algorithm is used to encrypt/decrypt 
data in cloud storage. MD5 algorithm is used to generate sub 
keys. This work also analyzes efficiency for key generation 
with time and memory usage factor. 

VI. CONCLUSION 

Cloud storage involves data sharing process and security in 
cloud storage is biggest issue. This paper analyses variety of 
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security methods and proposed methodology in cloud storage 
and mainly focuses public key and secret key cryptographic 
methods in cloud computing. The security in key constraint is 
that one can aggregate any set of secret keys and make them 
as compact as a single key, but encompassing the power of all 
the keys being aggregated. Public key cryptography methods 
in cloud are easiest one and less memory implementation. 
Auditing process is also done in public key encryption. Secret 
key cryptography implements more memory accessing but 
high secure process in cloud computing.  
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