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Abstract— now day’s Electronic voting system is very popular 

system. E-Voting System consists of electronic data is recorded 

and processed in a secure manner. Online E-Voting system is 

very popular method but low security mechanisms are 

implemented in this method. User authentication is very critical 

in this method. This paper focuses a survey for security 

methodologies in E-voting system and mainly focuses in retina 

security mechanisms. Every human being has uniqueness like 

Irish, eye-retina, finger prints, etc.  Retina security is the most 

sophisticated vulnerability checking mechanism in security. This 

mechanism uses in E-voting system and provides greater security 

features. This paper also analyses various algorithms 

implemented in retina security method in E-voting system and 

analyses pros and cons of these security methods. 
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I.  INTRODUCTION  

Biometric voting system is a web based that facilities 

the running of elections and surveys online. Objective behind 

the development of this system is to simplify the process of 

organizing elections and make it easy for voters to vote 

remotely from their home computers and implements better 

security over auditioning process Basically, Users are 

individuals who interact with the system through web 

browsers. Biometrics is basically science that tries to fetch 

human biological features with an automated machine either 

to authentication or identification. Biometric systems try to 

exchange Knowledge with feature of an individual, e.g. finger 

print. These systems are implemented in low cost and 

implementation work is very less. Performance-wise 

implementation is very high in this system. 

 This system restricts a voter from logging into his/her 

voting account more than once during elections. Once any 

particular voter is authenticated by the system, a secure 

channel will be established using https and then he/she will be 

able to cast the vote. The vote mechanism is always private 

one that is each user vote is secure one from others and it is 

not collapsed to other vote in databases. At last, the account 

will be closed and that disabling user to log back in by any 

means again. 

 The conventional voting scheme has been linked to 

several elections irregularities including ballot stuffing, ballot 

snatching and voter impersonation which are linked to voter‗s 

ignorance and carelessness [3]. This voting scheme is insecure 

due to these attributed election irregularities. The most 

important issue about e-election is that, it depends on the 

accuracy, toughness, and security of the software in the 

polling station [6]. Due to high rate of electoral malpractices 

that can be perpetrated in e-voting system, secure electronic 

voting system is presented in this paper through fingerprint 

biometric of electorates and crypto-watermarking[16,17] on 

electronic vote. 

  Voting is central to all democratic proceedings. Hence, 

the proficiency, dependability, and security of the technique 

employed are vital. In this work, we present the development 

of a crypto-watermarking model for a secured electronic 

voting system in an e-democratic stimulated nation where 

prominence in piloting fair, transparent and reliable elections 

is required [1, 3, 4]. This system is implemented for high 

secure system for authenticating process and ensures integrity 

process and then confidentiality process in an election voting 

system  

 Biometric secure e-voting system is implemented in 

characteristics of biological behaviors and converted into 

digital data. Comparing digital data to check details in voting 

process is implemented by means of biometric reference data. 

Each user data is kept secret. And it is to difficult to shared 
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biometric identifiers because of identifiers and scanner 

devices. These problems are considered in secure e-voting 

system. The main objectives of biometric recognition are user 

convenience, security and higher efficiency. Fingerprints are 

unique for each finger of a person including identical twins. 

Face Recognition is the process of identification of a person 

by their facial image. These techniques makes it possible to 

use the fingerprint and facial images of a person to 

authenticate him into a secure system, So the Electronic voting 

system has to be improved based on the current technologies 

viz., biometric system. A pre requisite for authentication is 

enrollment, in which the biometric features are saved 

II. SECURITY MEASURES IN E-VOTING 

 Now days, E-voting System implements stronger security 

properties but this system concentrates only to the most 

important properties that directly correspond to the 

requirements of traditional voting. One of the main starting 

points of this work is that the security of e-voting should be 

comparable to that of traditional voting, though we might 

achieve more by using contemporary cryptographic 

techniques. To implement security in E-voting system, the 

following security factors implements security. 

 

A. Transparency 

 An E-voting system should be in transparent that is all 

process are in the system is open system.  

B. Accountability 

E-voting system shall be discussed with electoral 
authorities for verification purposes. 

C. Reliability 

 E-voting system is reliable that it works on specific period 

of time without affect hardware failures. 

D. Mobility 

E-voting system should be mobile in nature with no 
restriction on location to allow a voter to cast his/her vote 
from any location/station. 

E. Robustness 

E-voting system works on different system if errors are 
obtained and recovered without affect continuity. 

F. Fault Tolerent 

E-voting system is said to be fault tolerant that it works on 
corrupted input and checks whether the input is wrong. 

G. Scalability 

Scalability of a system is defined as the ability of system to 
handle rising demands without compromising at performance 
level. 

III. RETINA SECURITY IN E-VOTING 

  Retina based E-voting security system provides high 

security that can identify not only known vulnerabilities but 

zero-day vulnerabilities as well. This provides solid risk 

assessment, which allows administrators to keep up with 

security policies enforcement. 

 Retina is one of the most secure biometric features 

because of its implementation is a part of human eye and 

unique one of human beings. It is changed very rare 

throughout of human life. Retina-based identification and 

recognition systems have uniqueness and stability properties 

because pattern of retina's vessels [12,13] is unique and stable. 

In this method, retina is implemented in recent trends. 

Therefore, a few identification studies based on retina images 

have been performed until now. Various technologies are 

implemented in Biometric security methods but identifying 

process is so difficult in each method. EyeDentify Company 

has marketed the first commercial identification tool in 1976. 

This system is used the green grayscale retinal image and 

obtained vector curve of blood vessel skeleton. The following 

diagram illustrates retina based e-voting system process. 

 

 
 

Fig.1. Retina based E-Voting System 

 

  Human retina‘s blood vessels do not change throughout 

human life. It may change rarely because of any issues in 

human beings like operation in eye. In addition, retina has not 

contact with environment unlike the other biometrics such as 

finger print; therefore, it is protected from external changes. 

Moreover, people have not access to their retina and hence 

they could not deceive identification systems. Small size of 

the feature vector is another advantage of retina to the other 
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biometrics; this property leads to faster identification and 

authentication than other biometrics. 

  Despite of its advantages, use of retina has some 

disadvantages that limit application of it. People may suffer 

from eye diseases like cataract or glaucoma, these diseases 

complicate identification task to a great extent. Also scanning 

process needs to a lot of cooperation from the user that could 

be unfavorable. In addition, retina images could reveal people 

diseases like blood pressure; this maybe unpleasant for people 

and it could be harmful for popularity of retina-based 

identification systems. 

IV. OTHER SECURITY METHODS IN E-VOTING 

A. Fingerprint recognization 

 Fingerprint recognition has been using in many 

applications such as forensic, civilian applications etc. 

fingerprint-based biometrics [8,10] is the most used technique 

when compared to other recognitions. It is used to define 

uniqueness. It operates in affirmation mode or in empathy 

mode. 

B. Iris recognization 

 Iris recognition is the biometric cryptographic security 

method[9,14,15] for matching human iris pattern of human 

eye. Its physical shape and ring shape are recognized and 

digitized in this system. The process of capturing an iris into a 

biometric frame is made up of 3 steps: 1. Encapsulate the 

image 2. Discover the location of the iris and modify the 

image 3. Storing and comparing the image. Because it makes 

use of biological characteristic, it is considered as a form of 

biometric verification. 

V. COMPARITIVE ANALYSIS 

  Fingerprint recognition is popular security feature that is 

implemented in small scale biometric devices. It is easiest 

implementation but in large scale secure system its uniqueness 

is slightly changed because of noisy data effects. Retina based 

E-voting security system provides high security in large scale 

systems because of its uniqueness. Retina blood vessels do not 

change in human beings that are effetely digitized in this 

security system. Its only drawback is retina scanners are 

expensive. 
Features Retina based 

reorganization 

Finger print 

recognition 

Accuracy rate High accuracy Mid level accuracy 

False match Less false match High false match 

Stable ratio High stability Low stability 

Image accessibility High High 

Maintenance Low maintenance High maintenance 

Speed Very high speed Moderate speed 

Access Method Direct Access Different Finger access 

TABLE 1. COMPARITIVE ANALYSIS 

VI. CONCLUSION 

  E-Voting System consists of electronic data is recorded 

and processed in a secure manner but low security 

mechanisms are implemented in this method. This paper 

focuses a survey for security methodologies in E-voting 

system and mainly focuses in retina security mechanisms. This 

paper focuses retina based biometric security scheme and 

compare this scheme to other security mechanisms like Finger 

print security and online voting. This paper also analyses 

retina security method in E-voting system and analyses pros 

and cons of these security methods. 
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