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Abstract— Steganography is the art of hiding message 

knowledge within a carrier file get into such a way that 

associate unauthorized personnel isn’t capable of detecting 

the presence of knowledge within the carrier file. This 

paper it provides high security and changed high 

embedding capability image steganography using Least 

Significant Bit insertion alongside chaotic supply map.  

During this technique lossless and unnoticeable 

amendment within the image  steganography.  The existing 

algorithm has PSNR value around 50. The planned 

algorithm rule have high PSNR value average of 70 worth 

it indicates high security and capability.  This paper 

explains however a secret image will hide in cover image. 
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1.Introduction  

I. INTRODUCTION 

Chaos word has been acquired from the Greek, that 

refers to unpredictability and it’s exemplify as a study of 

nonlinear dynamic system.  Chaos theory could be a 

mathematical physics that was developed by Edward Lopez.  

Chaos is acceptable because it is firmly associated with some 

dynamics of its own characteristics. The behavior of the chaos 

system, underneath bound conditions, is characterized by 

sensitivities to initial conditions and system parameters.  The 

supremacy of the chaotic steganographical are, sensitivity to 

initial conditions, randomness, non-periodic and confidential. 
Steganography could be a art of concelament  a secret 

message into  cover image.  Steganography is most well-liked  
over cryptography as a result of the meant message doesn’t 
attract any attention to itself and provides more robustness.  
Image steganography concentrates on information transfer 
firmly in a very fully   undetectable manner and to avoid even 
suspicion of the message hidden in it.  Throughout the method 
of  concealment, the rule modifies the structure and options 
therefore as do not be  detected by the human eye.  

Steganography model consists of a message signal,carrier 
signal,embedding algorithm and a key.  The carrier signal is 
typically refereed as  a cover object that embeds the message 
signal in thereto  and prevents hackers from distinguishing the 
presence of an equivalent.  Image steganography doesn’t 
normally alter the structure of the secret image whereas it’s 
still potential to try and do therefore. 

The basic model of image steganography  is shown in figure 1 

that contains the key message to be embedded, stego key, the 

algorithm that’s used to implant the secret message into the 

cover image and therefore the carrier object at the sender 

aspects whereas containing the detector algorithm and the 

stego key at the reception. 
 

 

 

 

 

 

 

 

 

 

 

 

             Figure 1: Basic Model of Image Steganography 

The three completely different aspects that have effect on  

steganography and its effectiveness are the security, capacity 

and the robustness.  Capacity states the quantity of knowledge 
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that may be  hidden within  the medium of transformation, 

security relates to the lack of the hacker to identity the hidden 

message and the robustness is the amount of data that can be 

hided and changed within the medium before someone can 

destroy the data hidden in it. 

 Image steganography technique can fall under one of 

the two categories.  One of them is in the spatial domain while 

the other is in the transform or the frequency domain.   with 

the Least Significant bit (LSB) spatial domain the message is 

hidden directly in the pixel values while in the DCT frequency 

domain, the image is initially  reworked into frequency 

domain and so message is embedded within the image. For 

hiding secret image in a cover image Logistic map is 

employed. Logistical map is used due to its  simplicity and the 

quality of its  dynamics.   
 

   x=u. *x. *(1-x)     (1) 

 
when 3.6≤u≤ 4 the map is in the chaotic state.  The initial 

conditions are modified throughout every iteration, with 

mounted range of pixels and also the initial conditions are 

created, chaotic to hide the secret message from the 

unauthorized persons or attackers.  Therefore the potential of 

the strategy to stay the key message secret is incredibly high 

and at a similar  time keeping the method robust. 

 

II. RELATED STUDY 

Least Significant Bit (LSB) insertion is that the 

preferred technique and an easiest approach to hide 

information in a cover image. In paper[1] have mentioned the 

challenge of steganography algorithms. n this analysis [2] they 

discussed about ideas to improve the capacity of the 

embedding message and also present an imperceptible image 

quality.  In this paper [3] proposed an oversized  capacity of 

steganography to insert the secret image supported chaotic 

mapping and human visual characteristic. A steganography 

technique is projected in paper [4] using the encryption.  In 

paper[5] to insert information among associate degree  

encrypted image data at random. This method targeted on 

improving embedding capability and produce low  distortion 

to the stego image. Bhavana[6] had projected a chaos 

primarily based technique  for concelament text in images.  

Secret text message is  hidden into an image using Least 

Significant Bit. The image steganography has high capacity, a 

decent physical property and it’s robust for image processing. 

 

II PROPOSED ALGORITHM 

Spatial domain image Steganography techniques use the pixel 

intensity and their color values directly for hiding the 

information.  This technique is easy for embedding and 

extracting the information.  But the main impediment of this 

method is that the addition of noise that successively affects  

Peak Signal to Noise Ratio (PSNR).  Moreover steganalysis 

also could easily figure out the presence of hidden data within 

the source signal.  It falls either underneath  visual attack or 

statistical attack. 

A. LSB Replacement method for data hiding 

LSB replacement is a popular method in image steganography 

.  Here solely the LSB plane of the cover image is replaced 

with the data to be transmitted according to the random 

number generated as shown in below figure 2.  Let us consider 

a digital image of size N * M wherever N and M represents 

the breadth and height of the image.  Every picture element is 

delineated  in binary values and the least significant bit is 

known  from every value.  Since the MSB contains the 

foremost vital information of the image and therefore the LSB 

typically holds solely the least needed information, the later is 

chosen for image hiding.  Though we have tendency to choose  

the source image based on the secret image, we could reduce 

the Steganalysis attack.  The XOR gate has  a large type of 

applications ranging from usage in additionally, pseudo 

random number generation and sequence detection.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Fig 2 LSB Replacement method for data hiding 

 

For pixel values having only one MSB bit as one, we replace  

three LSB bits with the secret image, for pixel values having 

two MSB bit as one, we replace four LSB bits, for values  

having three MSB bit as one, we replace five LSB bits, for 

values having four MSB bit as one we replace six LSB bits.  If 

the MSB is not one, then we do not consider that pixel for data 

hiding.   Now the message signal is encrypted and hided in the 

source image in the pixel domain or the spatial domain and is 

robust as well due to the following reasons. 
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a)Proper selection of source and message signals through 

statistical parameter 

b)Encryption of message signal through Chaos Logitech 

mapping 

c)Data hiding LSB bits selection based on the MSB bits in the 

source image 

Once the statistical parameters are found, we find the closest 

match between the secret image and source image for data 

hiding.  The closest matching images are selected and 

proceeded further as follows: 

 In our dataset we find the images 4.1.01   and 4.2.02 

are closely matching through the statistical parameters.  So, 

we select the image  4.2.02   as the source image while 4.1.01      

is selected as the secret image.  The same logic works even 

better when we have a huge dataset. 

 

B Proposed Algorithm (Rule based substitution) 

Step 1: Collect the secret image to be hided in the source 

signal.  Extract the properties of the secret image.  These are 

the statistical properties that helps in reducing the distance 

between the source and secret images.  

a) Mean: Red,Green and Blue array- mean values 

b) Median : RGB-Median represents the middle 

value of a dataset 

c) Standard Deviation: This is a measure to 

quantify the number of variation of a collection 

of information values. 

Step 2:  Use Euclidean distance find the similarity between 

the source and secret image 

Step 3:  Divide the source image into 8*8 blocks and take the  

pixel value from every block based on the  

              MKey matrix. To this value we do XOR with Chaos 

Logitech mapping value. 

Step 4:   Currently we have the source image and encoded 

secret image able  to be hided. 

Step 5: Instead of replacing the LSB’s in mounted pattern, we 

have a tendency to cluster the  pixel values into four different 

ranges and replace it consequently. For pixel values having 

just one MSB bit as one, we have to replace  three LSB bits 

with the secret image, for pixel values having two MSB bit as 

one, we replace four LSB bits, for values  having three MSB 

bit as one, we replace five LSB bits, for values having four 

MSB bit as one we replace six LSB bits.  If the MSB is not 

one, then we have tendency to don’t contemplate the pixel for 

knowledge concealing. 

 The desteganography is completed to urge back the 

secret image by following the reverse followed for 

steganography 

 

IV PERFORMANCE ANALYSIS 

 

For this data concealment project, we tend to use the USC-

SIPI image information that is a set of digitized images. The 

database is split across completely different categories 

supported the character of images.  The dimensions of the 

image within the database varies from 256 * 256 to 512 * 512 

or 1024 * 1024.  There are both color images as well as black 

and white images present in the database.  The color images 

are of 24 bit depth whereas the black and white images contain 

8 bit for representation. As a primary step, we have to convert 

or read the data from the TIFF file. Most of our 

implementations are created in MATLAB that could be a  

multi-paradigm numerical computing environment and high 

level programming language. If the image could be a  color 

image diagrammatical  in RGB space, consequent  step is to 

convert the RGB image in to gray scale image before 

continuing  with data hiding techniques in the transformed 

space.  We have a tendency to then choose the cover image for 

hiding the data. In our dataset we discover the images 4.2.04 

(Girl, Lenna) and elaine.512 (Girl) are closely matching 

through the statistical parameters. So, we select the image 

4.2.04 as the source image while elaine.512 is selected as the 

secret image. 

The following volumes are currently available 

 Fig 3 Data Set in USC-SIPI database 

From the four different database, Miscellaneous volume only 

we use as cover image. This project is simulated in MATLAB 

R2012a version.To compare the standard  of  cover image, 

two measures are normally used. That is Mean square error 

(MSE) & Peak Signal to Noise Ration (PSNR). 

MSE is defined as: 

 

PSNR is most simply outlined  via the mean square 

error (MSE). Given a noise-free m×n monochrome 

image I and its noisy approximation K,  

The PSNR (in dB) is defined as: 

 

1 Textures Brodatz textures, texture 

mosaics, etc. 

2 Aerials High altitude aerial images 

3 Miscellaneous Lena, the mandrill, and 

other favorites 

4 Sequences Moving head, fly-overs, 

moving vehicles 
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Fig 4. PSNR values across different methods 

 

 
 
Fig 5 Stego Image Before  

 

 
Fig 6 Stego image after Chaos encryption 

 
Steganalysis, a way of detecting images hidden using 

steganography provides challenges to the image 
steganography ways and procedures. usually the multimedia 
system information  is analyzed for numerous  statistics 
together with  spectrum analysis and additionally seek for 
inconsistencies within the compressed domain 

 

V. Conclusion and Future directions 
 In this paper we have designed novel rule that may 
watch out of payload capacity , robustness ,overcome the 
smartness of Steganalysis process and with minimalistic usage 

of resources.The Psnr worth are robust enough and provide 
high embedding capacity. 

 Though transmission contains  audio, video, imaging 
and graphics content, most of our works targeted solely  on the 
imaging part due to its abundant availability and growth 
within the web world. Moving forward, there is a good scope 
of work to be accomplished within the the alternative close 
transmission domains. Also, the proposed Chaos 2D matrix 
algorithm works efficient on the software as compared to the 
hardware. So, there’s scope of optimization as well in 
steganography. 
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