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Abstract— Video Steganography is considered as a method of 
hiding information and secret communication of the most 
significant problems occurred on the secure the data 
transmission in the electronic era. The main purpose of this 
paper is to important for the efficient data transfer of the data 
and to maintain the secrecy of the data that is to be transmitted. 
From the past time to present time security of confidential 
information is always an important issue.  This paper proposes 
an efficient technique using  factorization method of Extended 
Prediction Algorithm with for video files encoding based on 
MPEG-4.Here work a same procedure to produce intra 
predictions as MPEG-4 and implement the fractal theory to 
produce inter predictions. Then the frames of secret text, images, 
audio and video file is inserted in the scrambled cover frame of 
cover video file using Spiral (Extended) LSB technique. Next part 
of study make a best reconstructed image using with adaptive 
quantization parameter offset, every frame could be changing the 
offset of quantization process. The final results show that this 
high robustness, efficiency and with good visual quality and 
never damage original video.   

Keywords— Video Stegnography, MPEG-4, AVC, Prime 
Factorization Method ,LSB Method 

I.  INTRODUCTION 

In 21st century number of internet users are increasing 
exponentially day by day. Therefore, it is very important to 
protect information from any kind of unauthorized access or 
modification. In this scenario, Steganography and 
cryptography plays an important role. Both of the techniques 
are protecting information in different ways. Where 
Steganography use cover media or carrier to hide information 
and Cryptography encodes information to unreadable format 
known as cipher text [1]. Any Steganography method must 
satisfy two properties such as perceptual transparency and 
high data rate [2]. In image steganography information is 
replaced by redundant pixel bit such that human eye can‟t 

detect or differentiate between original image and stego-image 
[3]. Different form of Chaotic maps are also widely used in 
the field of Steganography [4]. So far, the major work in 
Steganography using chaotic map has been confined mainly 
into image steganography where several limitations are exist 
including increment of the payload in host image [5]. In image 
steganography, due attention should be given to the data size 
while embedding to the cover image. If large amount of data is 
embedded in a single image, then the image will be distorted 
and these visual changes will create suspicion for steg-
analysis. In this paper, we are proposing a novel idea where 
we will first convert the video file into corresponding frame 
images. Then in the the individual frame, data will be 
embedded using LSB method in the random pixel locations 
[6]. By using this method, we can embed high amount of data 
in the video file. This will solve the payload restriction issue 
present in the simple image steganography. We are also 
preserving high security by embedding data in random 
locations. For finding out the random locations we are using 
Prime Factorization Method  of  Extended Prediction 
algorithm . In the proposed mechanism data is not embedded 
in the frames sequentially. We also introduced randomness in 
the sequence for selecting the induvial frames. In this paper 
proposed will provide a best quality , enhancing hidden 
capacity and extensibility robustness. 

II. RELATED WORKS 

Most of the Video based steganography algorithms 
developed based relation between frames. Yun Cao and Haibo 
Yu have proposed motion vector based video steganography 
where they declared that this technique is capable of best 
current known statistical detection method. In this technique, 
secret message is embedded into motion vector values by 
slightly perturbing their motion estimation [7]. 
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Masud K. S.M. Rahman, Hossain, M.L Proposed a very 
enhanced technique based on LSB based for RGB color 
picture which enhance the previous LSB replacement 
technique thus help to hidden the information with improving 
security level. 

Mritha Ramalingam proposed the high key and embedding 
technique in the carrier AVI video file in LSB technique for 
data encryption with part of file call key file method. 

H. M. Kelash, O. F. Abdel Wahab proposed the proposed 
the advanced steganography algorithm for embedding data 
into video‟s directly using color histograms, That video files 
divided into two parts, that video file calculate each pixel in 
each video frames, finally number of bits which will be 
embedded in right part are calculated  of the pixel in left part. 

Tseng and Pan used 2-color picture to hide the data, it 
possible to embedding in any kind of bit anywhere at least 
anyone adjacent bits is the same as the original unchanged bit. 

III. PROPOSED METHOD 

In this section, the aim is to develop an efficient approach 
towards video steganography, by incorporating a new 
technique for hiding a text, images, audio and video within 
another video such that it can efficiently mask the secret data 
in the former without any perceptible degradation in the video 
quality of the latter. 

In the proposed approach, we developed a new technique 
of scrambling and restoring, of cover frame of cover video file 
named as Prime Factorization method of Extended Prediction 
Algorithm and Spiral LSB technique for data embedding. 
Advantage over this Spiral LSB technique over traditional 
methods is that it reduces the time complexity i.e. constant 
time embedding. So this approach is robust. 

A. Embedding Method 

Step 1: Input cover video 

             I.e. cover video of 10 second having 10 frames/sec.  

            So total 100 cover frames 

Step 2: Input Secret video 

             I.e. secret video of 5 second having 10 frames/sec. 

            So total 50 secret frames. 

Step 3: Segregate cover video file into frames. 

Step 4: Segregate secret video file into frames. 

Step 5: Calculate total number of cover frames required to         

             store all secret video frames. 

            Let secret video frame are of size K*K i.e. 256*256. 

            Then total amount of data inside secret video of 5    

            second is: Secret_data=5*10*K*K*24. 

            Similarly for cover video of size L*L capacity         

            calculation. When two bit Spiral LSB Technique is       

            used. Cover_video_capacity= 10*10* L*L*6. 

Step 6: Select required cover frame starting from Pth frame to   

             last frame until all data of the secret video frames are              

             not masked into cover video frames (Here „P‟ came   

             from factorization method). 

Step 7: Scramble the Pixel of selected cover frames using  

             prime factorization method. 

Step 8: Select the secret video frames one by one and embed  

             its data into last 2 bit of selected scrambled cover   

            video frame using Spiral LSB method. 

Step 9: De-scramble all data embedded selected cover video  

             frame (stego cover video frames) using factorization  

             method. 

Step 10: Combine all stego cover video frames with unused  

               cover video frames and compress to .flv stego-video  

               file format. 
 

 

Fig.1. Embedding Process 

B. Extracting Method 

Step 1: Input stego video. 

Step 2: Segregate stego video file into frames. 

Step 3: Select the first frame and find the „P‟ value by  

             implementing the factorization method. 

Step 4: Select frames of the stego-video from Pth frame. 

Step 5: Scramble the Pixels of the selected stego frames by             

             using Prime factorization method for scrambling. 

Step 6: Extract the data from the selected scrambled stego  

             frames using Inverse Spiral LSB technique. 

Step 7: Generation of frames from extracted data by  

              implementing inverse Spiral LSB technique on   

              scrambled stego frames. 

Step 8: Compress the all regenerated frames to video file  

             format as a secret video file. 
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Fig.2 Extracting Process 

 

C. Prime Factorization Method  of  Extended Prediction 
Algorithm 

Scrambling and De-scrambling using prime factorization 
method 

Step 1: Input Cover Video 

Step 2: Extract frames of the Cover Video 

Step 3: Let M is the size of the frame(i.e M no. of row , M     

            no.of column. 

Step 4: if M+1 is a prime number 

 Then resize the Cover video frame by M+1 * M+1 

       i.e. M+1th of row as well as column having the same 

        pixel values that of Mth row and Mth column. 

              if M+1 is not a prime number 

      then no need to add an extra row or an extra column. 

     (i.e. N=M+1 when M+1 is prime  N=M when M+1 is 

not  prime) 

        New size of frame is N*N. 

Step 5: Generate a number greater then N which gives 

reminder 1 by dividing by N itself and also find a 

     prime number P which when divided by P gives mod 

 value 0. 

 
    Q   mod(( N  1 ), P ) where must by P>1, N+1 is 

multiple  

of  P) 

Step 6:  

a) For scrambling  

For every i
th

*j
th 

element of every row(R) and column(C)    

respectively starting from 1 to last i
th

 elements of frame. 

  Pixel=pic(i,j) 

  Generate C value for every i
th 

C mod(( i x P ), N ) 

  Store the new Pixel value to the new Column value 

as Pic(i,C)=Pixel. 

 For last column when mod ((i x P) , N )=  0 Pic(i,j)=pixel. 

b) For de-scrambling 

   For every i
th

*j
th

 element of every row(R) and  

  column(C) respectively starting from 1 to last ith element   

  frame.  

  Pixel=pic(i,j) 

 Generate C value for every i
th 

 

       C mod(( i X Q ), N ) 

 Store the new Pixel value to the new Column value as   

 Pic(i,C)=Pixel. 

IV. EXPERIMENTAL RESULTS AND INFERENCE 

In this section we have shown our experimental results and 
its respective conclusion. The evaluation of the results is based 
on certain benchmark techniques. Fig. 3 includes step wise 
output starting from segregation of cover video frames to 
Descrambled cover frames as an output. Experimental results 
are being compared on the basis of three parameters. First is 
the embedding capacity, i.e. the capacity of hiding data and 
second is the PSNR value and third is Pearson‟s correlation 
coefficient [12]. 

Fig.3 Embedding of Secret data into cover frames 

TABLE 1 Comparative analysis of video steganography 

techniques 

Sr. 

no 
Parameter Technique 1 Technique 2 

  

LSB Based 

AES Hybrid 

Approach 

Factorization 

based Spiral LSB 

Approach 

1 
Data hidden per 

frame 
R*C bits/frame R*C bits/frame 

2 
Hiding 

Technique 

Bit Wise Linear 

Allocation 

Bit Wise Spiral 

Allocation 

3 Error rate 0 0 

4 Data Hiding 

Ratio 
1/8, 2/8 1/8 ,2/8 

5 
Cover Video 

Type 

Non Compressed 

.avi file format 

Non Compressed 

.avi file format 
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A. Embedding Capacity 

The embedding [13] capacity of the cover video is defined 
as the amount of information that seems to be embedded into 
it to transform itself into a stego-video. A comparative study 
of the embedding capacity of the different Technique is given 
below: 

TABLE II Embedding capacity if LSB and Recovery of 

Secret Data 

Technique 
Number of 
LSB 

Embedding 
Capacity (%) 

Recovered 
Data (%) 

Technique 1 
1 LSB 12.5 100 

2 LSB 25 100 

Technique 2 
(Proposed 
Technique) 

1 LSB 12.5 100 

2 LSB 25 100 

 

Table II signifies high embedding capacity that is achieved 
by the proposed approach. This factor serves as a major 
advantage is the field if hiding information. 

B. Peak Signal to Noise Ratio(PSNR) 

PSNR [14,20] measures the quality of the frames. It 
compares the original video frame or cover video frame with 
the stegovideo, i.e. it calculates the percentage of the stego-
video frame to the cover video frame. Thus, PSNR is used to 
evaluate the quality of the stego-video frame, i.e. the image 
obtained after embedding or hiding the secret video frame 
within the cover video frame. 

Consider a cover frame C(i,j), that contains M by N (where 
M==N) pixels and a stego-frame S(i,j), where S is generated 
by embedding or mapping the secret video frame. Therefore, 
Mean squared error (MSE) of the stego-image is calculated as 
follows: 

 

Hence, the PSNR for all the methods is computed using 
the following formula: 

 

 

 

Fig.4 Comparison of PSNR Values 

 

The above displayed figure (fig. 4) clearly shows that the 
proposed approach is efficient in terms of imperceptibility. All 
the obtained values of PSNR for different frames lies within 
range. Also the values are better than the compared approach. 

V. CONCLUSION 

In this paper, a new approach to video steganography has 
been proposed. This new approach provides high level of 
security [16] on embedding the confidential multimedia data 
(text, image, audio and video) within the chosen cover video. 
The levels of security comprises of a new technique named as 
Prime Factorization Method applied on cover or stego-video 
frames while scrambling and de- scrambling its pixels. In this 
proposed approach data embedding is done by a new method 
called Spiral LSB method. Process of Embedding and 
Extraction [17] are well explained and shown in fig. 1 and fig. 
2. This new approach of video steganography contributes in 
enhancing the security over data. Thus, it is impossible for any 
unwanted recipient to track or extract the hidden information. 
The extraction process requires reverse approach on the 
receiver‟s side. All the processes on the sending and receiving 
side need to be executed in proper sequence. This paper deals 
with embedding the confidential video and others (text,image, 
audio) within a cover video without degrading the quality of 
the cover video. 
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