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Abstract—the proposed research approach is a combination 

of a symmetric algorithm and an asymmetric algorithm. This 

proposed system is aimed to implement with AES (Advanced 

Encryption Standard) algorithm and RSA algorithm. The 

proposed algorithm has been named as ALCrypto algorithm. The 

proposed system extends its execution for large text files and 

documents. The proposed research work applies the AES 

algorithm to the data security and the RSA algorithm is applied 

to the generated Key. With this proposed approach the data and 

its key become high secure and unbreakable.  

Keywords- AES, DES, IDEA, Cryptography, Hybrid, Ron 

Rivest, Adi Shamir and Leonard Adleman (RSA), ALCrypto 

algorithm, Encryption, Decryption. 

I. INTRODUCTION  

The confidential data transfers are necessary in this 
modern world. On the other hand, the data should be 
transmitted access. Cryptography is the art of converting the 
actual data into an unreadable format from sender side and 
converting unreadable format into actual data from the 
receiver side[2].  

The cryptography techniques are implemented with 
various algorithms. The cryptographic algorithms are 
classified into symmetric and asymmetric algorithms. 
Symmetric key algorithms are using a single secret key to do 
the encryption and the decryption. The algorithms are also 
called as private Key algorithms because of doing the 
encryption and decryption as private. The Asymmetric 
algorithms are using two different keys called public key and 
private key. The asymmetric algorithms doing the encryption 
with public key and the decryption made with the private 
key[7]. 

The AES is the topmost algorithm which can offer highest 
security and unbreakable in the symmetric algorithms and the 

RSA is the topmost unbreakable algorithm in the asymmetric 
key algorithms.  

ALCrypto algorithm is a mixed mode cryptography 
algorithms which merges two or many cryptography 
algorithms. Combination of a symmetric algorithm with an 
asymmetric algorithm can offer highest security than using a 
single cryptography algorithm. This also provides effective 
speed of processing and security. ALCrypto algorithm can 
offer highest data security. Also the method offers lot of 
advantages. For example, if a hacker generates a random key 
for decrypting the content, it can’t decrypt the actual. Because 
of the data are encrypted with mixed algorithms. The crypto 
systems are demonstrated with the following figures: 

Figure 1: General Encryption 

 

 

 

 

 

 

 

 

 

 

 

Confidential Data 

Generation of 
Public Key Algorithm 

or Private Key  

Key 

Cipher Data 

International Journal of Pure and Applied Mathematics
Volume 118 No. 8 2018, 479-484
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

479



Figure 2: General Decryption 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Encryption in AL Crypto Algorithm 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Decryption in AL Crypto Algorithm 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

II. LITERATURE SURVEY 

Chia Long et al. [1] the authors explained the crypto 
systems with RSA Algorithm. In RSA cryptography, 
encryption and decryption operations are accomplished by 
modular exponentiation. Fast modular exponentiation 
algorithms were often considered of practical significance in 
RSA cryptosystem. By using the technique of recording the 
common parts in the folded sub strings could improve the 
efficiency of the binary algorithm, thus can effective reduce 
the computational complexity of modular exponentiation 

Qing Liu et al. [6]. The authors proposed a new algorithm 
to improve the performance of RSA cryptography. EAPRSA 
(Encrypt Assistant Multi-Power RSA) was proposed to 
improve RSA decryption performance by transferring some 
decryption computations to encryption. The experimental 
result showed that the speed of the decryption has been 
substantially improved. 

Mandal et al. [3] designed an algorithm to merge both 
RSA algorithm and Diffie-Hellman Algorithm to provide a 
higher level of data security. Actually, their intent was to 
secure data of smaller as well as larger size by obtaining one 
randomly chosen key pair from set of RSA keys and one 
randomly chosen secret key using Diffie-Hellman algorithm 
and then applying RSA encryption to make even public 
components of Diffie-Hellman algorithm inaccessible for any 
eavesdropper freely. 

Bhavik Rana, Sunil Wankhade [4]. In this proposal, the 
combination of AES, DES and IDEA Algorithm to obtain the 
hybrid cryptography algorithm. The purpose of creating this 
hybrid algorithm is to provide better security to the string. The 
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time that requires attacking the purpose system is the total 
times of attacking all the three algorithms are using three key 
for the encryption and decryption purpose. The different result 
analysis for all the different algorithms is shown in the figures. 
The calculated values for different algorithm and hybrid 
algorithm are shown. The hybrid algorithm provides more 
security than individual algorithms for the same plaintext. The 
algorithm discussed here can provide better security rather 
than using individual algorithm at a time. The comparison of 
different parameters used for result analysis is shown in figure 
and highlighted in table. The comparison of time taken for 
encryption and decryption is shown in the tabular as well as 
graph format for better classification of different algorithms. 
The time shown here is the average time as the time depends 
on the processing time taken by processor. As the algorithm 
combines three different cryptographic algorithms, the 
security of the data is improved. The proposed algorithm uses 
three different keys of different length for encryption and 
decryption process which maximize the time for the Brute-
Force attack. In the proposed system, the mode of input is 
string. Converting this string into binary mode and then passed 
for encryption and decryption purpose. 

Eman Salim Ibrahim Harba[5]. In this proposed approach 
the author implement the hybrid cryptography with AES, 
HMAC and RSA algorithms. The AES algorithm is 
implemented to encrypt and decrypt the actual contents, RSA 
and HMAC is used to encrypt and decrypt the public and 
private key.  

III. RESEARCH OBJECTIVES 

Data Privacy is the important issue in this trendy data 
transferring world. With the help of cryptography technique, 
the sender can prevent the readability of confidential data from 
third parties.  The cryptography algorithms can convert the 
confidential data into raw data format to prevent from 
accessing by the third parties.  

AL Crypto algorithm for cryptography is also a booming 
domain in this modern era. With the help of hybrid 
cryptography, the data become safer from the unauthorized 
access. The existing approach has done the proposed 
cryptography by a hierarchy model. The existing approaches 
are implemented for a single line text entity. If the same will 
be applied into a larger document file, then it will need more 
time. Also the hierarchy based encryption and decryption may 
collapse actual data. To overcome the shortcomings of 
existing proposal, this paper implemented a symmetric key 
algorithm and an asymmetric key algorithms rather than using 
hierarchy. 

IV. PROPOSED ALGORITHM STRUCTURE 

In this proposed research paper, ALCrypto algorithm is 
implemented in a new way. This proposed approach is aimed 
to overcome the issues in the existing research work. This 
proposed approach is aimed to implement with AES 
(Advanced Encryption Standard) also called as Rijndael and 
the RSA cryptography algorithm. The newest approach 
proposed that the confidential data’s are encrypted with the 
AES algorithm. The private key of the AES algorithm is again 
encrypted with RSA public key algorithm. The received have 

to decrypt the encrypted AES key with the RSA Private Key. 
After the successful decryption of AES Key, the confidential 
data’s will be decrypted[8]. The process flow of this proposed 
approach is as follows: 

Figure 5: Flow of Encryption Process in AL Crypto Algorithm 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Flow of Decryption Process in AL Crypto Algorithm 
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V. PROPOSED ALGORITHM - IMPLEMENTATION 

STEPS 

Algorithm for Encryption with Newest Hybrid Approach: 

Begin 

1 Upload of Confidential Data / Large Document / Text 

Files 

2 Automated AES Key generation Process (or) User Input 

of AES Key 

3 Cryptography – Encryption Process using AES 

4 AES Rounds are based on the input Key Size. It 

Performs 10 Rounds for 128 Bit, 12 Rounds for 192 Bits 

and 14 Rounds for 256 Bits.  

5 Every Round has four transforms. The internal tasks are 

substitute bytes, shift rows, mix columns and add round 

key.  

6 Encrypted File Storage Task 

7 Automated RSA Key generation Process (Or) User Input 

of RSA Key 

8 Cryptography – Encryption process using RSA 

 A. Generate Public Key 

 B. Generate Private Key  

 C. Encrypt Data: C=M
e
mod n. 

Stop 

 

Algorithm for Decryption with Newest Hybrid Approach: 

Begin 

1     Upload Encrypted Key 

2     Input Private Key 

3     Cryptography – Decryption Process using RSA Message 

M=C 
d
mod n 

4     Input of Decrypted Key 

5    Cryptography – Decryption process using AES 

6 The Decryption is the reverse order of Encryption. The 

decryption should perform in the following order: Add 

Round Key, Mix Columns, Shift Rows and Byte 

Substitution. 

7 Decrypted File Storage Process 

Stop 

VI. RESULTS 

The Proposed approach offers highest data security with 
the help of AES cryptography algorithm. Also the same offer 
highest security for its key with RSA cryptography algorithm. 
With the combined hybrid approach the data and its key 
became more secure. The proposed approach is implemented 
for large text / document files. The proposed approach is 
aimed to implement with Windows Applications with 
Windows 7 Operating System. The estimated performance and 
time measurements are: 

 

 

 

Table 1 - Key Generation Estimated Time: 

Algorithm Time To Generate Key 

RSA – DES 6 Sec 

Triple DES 12 Sec 

Proposed Approach 2 Sec 

 

Table 2 - Data Processing Estimated Time: (Estimated 

With the basis of Encryption and Decryption) 

Bits Triple 
DES 

RSA – 
DES 

RSA - 
AES 

100 230 MS 255 MS 215 MS 

300 300 MS 315 MS 280 MS 

500 330 MS 340 MS 310 MS 

1000 410 MS 420 MS 370 MS 

 

Figure 7: Output of Encryption in the Proposed Algorithm 

 

Figure 8: Output of Decryption in the Proposed Algorithm 
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VII. CONCLUSION 

The Proposed Algorithm is better than a single 
cryptography approaches. Every cryptography approach has a 
secret key, but if the third party hacked the key, then the actual 
data’s are easily readable. To overcome the key hacking 
attacks, this proposed key security approach provides key 
encryption and decryption process. The existing approach is 
implemented with DES, IDEA and AES for data security. The 
existing approach is implemented for a single lined text data. 
This proposed approach is aimed to implement for large files. 
This proposed approach uses AES algorithm to encrypt the 
data and RSA algorithm to encrypt the AES key. With this 
proposed method the encrypted data and it key became high 
secure. The estimated process timing result shows the 
proposed approach offers faster performance and high 
security. 
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