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Abstract— Visual cryptography is the technique of sharing 

secret data to the receivers and the receivers can access the 

shared data without any mathematical calculations. Visual 

cryptography is a newly trended method but it is the earliest 

method of sharing secret codes and message. This proposed 

approach is aimed to made several implementations to increase 

the data security and user authentication is the arena of visual 

cryptography. The proposed approach is aimed to provide visual 

cryptography with encrypted data transfer. The proposed 

approach can offer efficient user authorization with transaction 

key and cryptography key verifications.   

Keywords—Visual Cryptography, Least Significant Bit(LSB), 

Column Shift Permutation Algorithm, Ron Rivest, Adi Shamir and 

Leonard Adleman (RSA,)Encrption,Decryption. 

I.  INTRODUCTION 

Data security is the important issue in this modern world. 
Also the new trend offers faster data communications, remote 
accesses and global interconnections. In the era of modern 
information technology world, the data security is the essential 
factor. When a person sends a message or a secret code into 
receiver, there are lots of possibilities of third parties to access 
the shared message or code. Because the internet based 
communications are connected together all over the world.  

To offer efficient data security, there are more number of 
techniques are available. The techniques are like 
cryptography, Steganography and so on. The cryptography 
approaches are converting the actual contents into unreadable 
raw text formats at sender side and the receiver should convert 
the raw text into the actual content. Both conversions are done 
by the basis of a secret key. The steganography is the art of 
hiding the actual contents into another object like images and 
others [6]. The receivers have to extract the content from the 
object.  

The cryptography approaches are done by the 
cryptography algorithms like Advanced Encryption Standard 
(AES), Data Encryption Standard (DES), Triple DES and Ron 
Rivest, Adi Shamir and Leonard Adleman (RSA). The 
steganography approaches are done the pixel based hiding 
methods on over the image. Apart from the above, visual 
cryptography is the most popular and attractive way of 
transferring data secretly.  

[2] Visual cryptography is the art of combining many 
objects into a single to know a message. For example, a secret 
code is drawn into a paper and the paper is sliced into many 
parts. The parts are transferred to its participants. All the 
participants should join the paper slices in correct order to 
make the data as visible. This is the source idea of visual 
cryptography.  

[3] With the modern trends, the visual cryptography is 
done with the help of computer software. The data hiding 
process is called as encoding and the data combine process is 
called decoding[8]. Most often, visual cryptography is done 
with the help of images. The data’s are stored into the images 
while encoding and the images are combined at the time of 
decoding. The visual cryptography is the new and modern 
trend which needs more implementations. The visual 
cryptography is more attractive than the traditional 
cryptography and steganography. 

II. LITERATURE SURVEY 

Miss.Vaishali Bhagat, Rida Ansari [4]. In the proposal, a 
new scheme for user authentication is proposed using visual 
cryptography and invisible digital watermarking. Visual 
cryptography which allows visual information to be encrypted 
in such a way that decryption becomes the job of the person to 
decrypt via a sight reading. In the proposed work, user 
signature will be embedded within the cover media. It may be 
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text, images, audio, video etc. Here we used cover image for 
embedding data by using a single bit LSB watermark insertion 
algorithm. After that the image will be split into two shares. 
Shares will be later encrypted by using a Column Shift 
Permutation algorithm. Receiver will decrypt the shares using 
Column Shift Permutation algorithm. Shares are collected and 
stamp together by receiver to get cover image. Then signature 
will be de-embedded from the cover image. Data will be 
transfer using communication media. Image will be passed in 
more secure manner without any distortion. This application 
used in customer identification in bank and in online voting. 
This is a technique for securing the data transmission. The 
sender will send secure data to the receive in less time delay. 
This scheme will be implemented in another application for 
secure communication. 

Yash Mehata, Garima Kaushik [5]. The proposed approach 
said Digital Steganography is a science of hiding data in a 
medium carrier which in this paper is a cover image. On the 
other hand Visual Cryptography is a technique of dividing an 
image into a number of indecipherable part which a known as 
shares. Many algorithms have been proposed in the field of 
steganography and Visual Cryptography with goal of 
improving security, reliability and efficiency in the field 
Computer Science. This paper discuss the combination of both 
the methodologies in which a secret message in divided into 
shares and hidden within cover images using SPIHT 
compression and LSB method for embedding shares in cover 
image. Encrypted data tempt hackers and others cyber-
criminal in decrypting the data whereas on the other hand Data 
hiding helps in transferring confidential data in form innocent 
file like image without any cyber-criminal suspecting. 

III. RESEARCH OBJECTIVE 

User Authentication is the main process while permitting 
into any operations.  The existing approaches are using 
traditional visual cryptography implementations. And the 
existing approaches only matching the image layers and the 
existing approaches are dealing with only image layers.  

The proposed approach is aimed to apply the visual 
cryptography technique in high definition images. The high 
definition images are having a deepest pixel patterns than the 
ordinary images. Also the user authorization is most important 
while combining image pieces. The proposed system also 
deals with efficient data hiding in the LSB bits.  

The proposed system is aimed to implement with RSA 
cryptographic algorithm. With this algorithm the actual 
content is encrypted into raw data and the raw data’s are 
written on the LSB of High definition image parts. The 
receivers have to select exact image parts and input the 
cryptography key while decode. The approach verifies the 
key, image parts and transaction key. The actual data will be 
decoded after successful verification of above objects. 

Finally, complete content and organizational editing before 
formatting. Please take note of the following items when 
proofreading spelling and grammar: 

IV. PROPOSED APPROACH ARCHITECTURE 

Nowadays it has become a fashion to transmit multimedia 
data by means of the all-pervasive Internet. With the advent of 
electronic commerce, it has become extremely essential to 
tackle the sensitive issue of affording data security, especially 
in the ever-zooming open network environment of the modern 
era. The encrypting technologies of time-honored 
cryptography are generally employed extensively to shelter 
data safety [1,9].  The proposed research work is aimed to 
offer visual cryptography in a more convenient and high 
secured manner than the existing research work. The proposed 
approach is aimed to implement with two different images. At 
first the genuine data has encrypted and the encrypted contents 
are split into two parts which are stored in the two images 
LSB. The pixel based data storage is non-traceable and 
doesn’t damage the image quality comparing with existing 
watermark approach. The transaction key and encryption keys 
are generated at the time of hiding the genuine data, and the 
same will be produced by the received at the time of 
decrypting the genuine data. After the key verification, the 
image merging process will be executed and the two parts of 
encrypted data are merged as a single part. After the 
successful decryption the genuine data will be displayed to the 
receiver. This proposed research work is aimed to use RSA 
cryptographic algorithm to encrypt and decrypt genuine data. 

 

Fig 1: Sender Architecture 
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Figure 2: Receiver Architecture 

This proposed approach implemented with four layered 
security architecture like OTP code generation, Transaction 
Key verification, RSA cryptography key verification and 
foreground and background image verifications. After the 
successful verification of all the above factors the data will be 
decoded. Otherwise, the approach decide that the user in 
unauthorized and denies from accessing the actual content. 

V. PROPOSED ALGORITHM IMPLEMENTATION 

A) Algorithm for Encoding Data 

Start 

Step 1: Generate unique Transaction Key 

Step 2: Upload Background Image Layer 1 

Step 3: Upload Foreground Image Layer 2 

Step 4: Receiver Information such as Email, Name and Others 

Step 5: Input of RSA Public Key 

Step 6: RSA Cryptography – Encryption Process 

Step 7: LSB Based encrypted data hiding on HD image Layers 

Step 8: Result Image Layers Auto saving process 

Step 9: Transfer Image Layers and Others to Receiver  

Stop 

 

B) Algorithm for Decoding Data 

Start 

Step 1: Download Attachments 

Step 2: Upload Background Image Layer 1 

Step 3: Upload Foreground Image Layer 2 

Step 4: Input of Transaction Key 

Step 5: User Authentication with OTP 

Step 6: OTP Validation 

Step 7: Input of RSA Key 

Step 8: RSA Key Verification Process 

Step 9: Image Layers Comparing Process 

Step 10: Preview of Decoded Data 

Stop 
The major units of this algorithm are explained with its sub 

units below: 

C) Crypto – Encryptor 
The first image or photo is called as foreground image 

layer and the second image is called as background image 
layer. The initial stage involves in loading the foreground and 
background image layers. After the successful upload of 
image layers, the unit starts reading the pixels.  

The Least Significant Bit’s (LSB) are tracked in both 
image layers. The confidential data is encrypted with RSA 
cryptographic algorithm with a RSA Key. The cipher data is 
split into two subsets. The first subset is encoded in the 
foreground image layer and the second subset is encoded in 
the background image layer. The RSA Key and the two 
images layers are needed to send into the receiver. 

D) OTP Control 
One Time Password confirmation is a key technique to 

authorize current user. The receiver authorization is done with 
the help of OTP generation. A random one time code is 
generated by the proposed approach before decrypting the 
confidential data. The proposed approach has inbuilt mailing 
protocol which can deliver the OTP code into the receiver 
email. After the verification of OTP, the system allows to 
upload the image layers into the decrypting mechanism. 

E) Crypto – Decryptor 
The Image layers comparison is made at first. The 

proposed approach can match the image layers and data 
subset. If the foreground and background image layers and its 
data subsets are matched correctly, then it starts verifying the 
RSA key. If the RSA key is verified successfully, then the 
proposed approach starts decryption process. 

The Foreground image layer and its data subset are 
retrieved at first. The data is acquired from the LSB. The 
tracked data is temporarily stored in a heap. The same way the 
background image layer and its data subset are retrieved from 
its LSB and merged with the heap. The cipher text is tracked 
from the heap and the RSA decryption process will convert 
the cipher data into confidential data. 

 

Fig 3: Visual Crypto - Encoding 
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Fig 4: Visual Crypto – Decoding 

VI. RESULT AND CONCLUSION 

The proposed system is mainly developed to include more 
features in visual cryptography. The proposed approach offers 
encrypted data hiding and four layered user authentication 
methods. With this approach the data’s can be transferred over 
the communication medium with trust. This approach is aimed 
to implement in Windows applications using .NET with 
windows 7 operating system.  

The proposed system is aimed to fulfill the research 
objectives. This system is implemented to apply the visual 
cryptographic approach in High Definition and Very High 
Definition images without damaging its pixels. The encrypted 
data are only hidden in the least significant bits. Through this 
approach the sender can prevent the data access from 
unauthorized person and the receiver can safely access the 
sender’s message. 
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