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Abstract— The True Random Number Generator (TRNG) is an 

important module for countless cryptographically secure 

appliances. TRNG generation technique requires custom made 

hardware with quantum phenomena, which on the whole are 

expensive research components. A secure and sound TRNG 

design is anticipated at this time, which is based on the 

permutation of sensor feeds and combination of noise patterns 

from the peripherals of any Android smartphone. The source for 

this generator is the selected features from the in-built hardware 

components namely accelerometer, gyroscope, magnetometer, 

WiFi signal measure, cell tower information, GPS coordinates 

and battery thermal noise. Additionally, Process ID (PID) of the 

corresponding Android processes is given as key vector to 

augment the entropy and also addresses some of the security 

concern like confidentiality, integrity and availability of the 

authentic sources. . Hardware-Based Random Number Generator 

(HRNG) can be achieved by combing the source of the user, their 

corresponding parameters and the measure of imperfection. 

Keywords— PID; TID; Mobile Sensors; TRNG; Thermal 

Noise; HRNG; 

I. INTRODUCTION 

All the software based random number generators in java 
libraries apply the concept of a key which is meant to be 
confidential and followed by a proven algorithm put into 
practice to generate truly unpredictable digits. Randomness is a 
feature for assuring neutrality in statistical revision for 

designing sequences of strictly chaotic and safe cryptographic 
algorithms. It paves a way for a valuable commodity termed as 
Initialization Vector (IV) or seed, in demand for a wide variety 
of secure applications of cryptography. It is believed to have 
extended and exceptionally hard to construct either with 
electronic devices, mechanical input or induced noise. 
Consumers of randomness have to settle for numbers that are 
not truly random, but proven theoretically that they will always 
put out of sight some subtle prototypes involved in its 
generation. Quantum Random Number Generator (QRNG) [1] 
based on parametric oscillators, single-photon sources and 
homodyne detectors and sensor readout noise are also trending 
in the field of random number generators. 

Typically TRNG are non-deterministic hardware based on 
physical random phenomena for random number generators. 
PRNG are deterministic random bit generators mostly based on 
a compound but deterministic algorithm. It has been used far 
and wide for its soaring production rate and robust to tag along 
random yield. It would be better if it exhibits a perfect blend of 
the above mentioned heterogeneous schemes to make a modest 
random number generator abiding to the standards of their 
family. HRNG can be achieved by combing the source of the 
user, their corresponding parameters and the measure of 
imperfection as shown in the Table 1. 
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II. EXISTING SYSTEM 

Based on the smartphone camera [2], the Portable TRNG 
for personal encryption application is the latest work in the area 
of random number generators. Random bits were primarily 
created by the shot noise of the camera’s photocurrent, 
reflection of flash light from thumb and then finally entropy is 
improved by vector-matrix multiplication method. Parameters 
of the image sensor results in SNR by obtaining quasi-uniform 
illumination. It provides a decent output up to 2 Mbit/s which 
is sufficient for current day mobile applications. Merging 
permission and API features for Android malware detection [3] 
employing machine learning approach by mining the patterns 
of API function calls and their child process (TID) with respect 
to PID. The binary and numerical features were extracted for 
the evaluation of Android applications. When an application 
module is initiated in Android and if it is detected to be an 
orphan without any parent process, the Android system 
initiates a new Linux process for the application with a single 
thread of execution under the init process. The system 
generates a new thread for the application, it is launched and 
can able to fetch PID as shown below. 

 int id = Android.os.Process.myPid(); 

 List<ActivityManager.RunningAppProcessInfo>  

 pids = am.getRunningAppProcesses(); 

 Process.myPid()  // obtain ID of process in progress 

Depending upon the mode of operation and their priority 
levels, a process on Android can be in any one of following 
five singular states at any particular time. Foreground process: 
Limited number of process with a greater priority interacting 
with the currently running processes. Visible process: It might 
be a parent of any foreground process and not necessarily itself 
to be a foreground process. Background process: They are 
mostly idle and invisible to the end user and at any given time, 
many background processes will be silently running. These are 
like paused apps that do not consume any valuable CPU time 
or other non-memory resources, but capable of switching to 
active mode at any time stored in a dormant mode. Service 
process: It is the backbone or dependencies that are required to 
run any of the above quoted process types and their termination 
or failure eventually would result in the malfunctioning of their 
reliant processes. Empty process: It is kept around for caching 
purposes to speed up app launches later, typically as buffer 
substitute to starving processes and provide a backup, but the 
system may kill it depending upon the need and priority of the 
CPU resources. 

Android platform gives support for threads, events, and 
synchronization based on coordinating the application control 
flow by summoning user-provided callbacks as a reply to user 
and system calls. Application messages and shared memory are 
the two major routines for an API to invoke the process and 
their corresponding threads. The Automatic verification and 
reproduction of event-based races in Android apps [4] are 
explained in all the Android software stack that comprises of 
apps using the services of the Android Framework. Each app 
runs as an individual process above the root process and in 
generally written on the basis of Java and compiled to either 
Dalvik bytecode that operates in a Virtual Machine (VM) or 

openly by native code. Event-based races result in a perpetual 
problem in Android apps for concurrency. Proposed model 
does involuntarily verify and have children of event-based 
races in Android applications. It addresses the vagueness in 
modern race detectors for Android by specifically modeling 
actions and their habit calls to categorize harmful races.  

The anticipation of Android OpenSSL’s pseudo random 
number generator [5] helps in sorting out PID of the processes. 
Nearly everyone in the Internet is using Open SSL for 
SSL/TLS on the Android platform for information security 
which in-turn depends significantly on the irregularity of its 
Pseudo Random Number Generator (PRNG). Zygote's Dalvik 
VM initializes the states of OpenSSL PRNG before booting 
regularly in Android architecture, and when they start the SSL 
applications copies the PRNG states of Zygote (core process). 
It is vulnerable to reproductive patterns due to same initial 
states, which is a problem just round the corner that may 
critically have an effect on the security of the end process. It 
uses LPRNG, a regularly used generator for spawning random 
data considered necessary in many secure services for a Linux 
kernel in Android applications. 

The magnitude of the UID is Four bytes in the origin, but is 
initially set to Zero in Android. The PID is allocated one after 
the other based upon the order of application sequences. By 
default the PID has fifteen bits of complexity, so the Zygote 
PID is less than 3000 and is just about the range in the series of 
similar devices. The PIDs of built-in applications, such as mail 
clients, chat clients, and in built applications from Google's 
play store notably remains unaltered. For example, the PID of 
the Zimbra mail on Android phone is on 700∼850. We can 
consequently guesstimate the convolution of the Zygote PID to 
be 0, and that of the application PID. 

APRNG is random number generators based on the 
aperiodic infinite words. APRNG describes the bit complexity 
of the entropy sources in Android device. As a conclusion, PID 
can be restored exactly except for k-time, PID of the 
corresponding application, and zygote time by the above 
prediction techniques.  

A Hybrid Random Number Generator (HRNG) [6] that 
trades-off between true and pseudo random number generators. 
The phrase “hybrid” specifies the input necessary to formulate 
this generator based on physical components and input 
sequence followed by a mathematical procedure. This HRNG 
constructs indisputable random numbers which may be used in 
the field of cryptography and many other computer 
applications starving for a random seed. In the interest of 
saving computational resources, pseudorandom number 
generators using a much larger amount of computer memory 
can be substituted especially in mobile applications with 
limited resources. This prototype of HRNG is in constant 
research phase performed by the applied mathematics and 
computer simulation research group for modeling a framework 
used in representation of probabilistic systems performed under 
undesirable bias condition. 

A group of HRNG with malleable quality and speed [7] 
analyzes the pseudo random number generators which 
maintains the speed but compromises on the quality of output 
streams needed for massive simulations per unit time. Random 
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number generators induced by cryptographic cycles provide 
superior quality output but the size and repetition plays a key 
role in it. Both the quality and speed are taken into 
consideration while modeling HRNG. It is considered random 
if it is impossible to differentiate from the actual sequence and 
would require an unreasonable amount of computation to 
detect or reproduce the same. It promises on the performance 
of the model, and practicality of implementation resulting in 
high quality streams of random numbers acquired at a lower 
complexity compared to the existing generators. It employs 
parallel generators for the ease of parallelization with SHA-256 
having an exceptionally large seed space providing self-
sufficient streams of 32-bit random numbers. 

III. PROPOSED SYSTEM 

The proposed model is formulated aiming at portability, 
availability of authentic source and the perfect blend of 
selected random hardware features and their corresponding 
PID as the seed for computation. In most of the noise based 
oscillators there is a probability of source being recorded and 
reproduce to brute force on the random number sequences, so 
the users mobile phone itself is taken as the source.  

Multiple sources over time can produce the most secure 
random numbers using their entropy gathering service 
continually  by monitoring all hardware and software interrupts 
in Android mobiles. This has a list of parameters from varying 
sources namely  the PID and TID of the processes running per 
unit time with their corresponding  CPU cycle counter, the 
memory sequences, cell tower information, GPS coordinates 
and thermal noise. The sequence is completed by feeding them 
into a cryptographic algorithm to generate a better order with 
unpredictable buffer of random bytes. 

 

 

Fig. 1a. Feature selection from Android sensors 

 

 

Fig. 1b. Feature selection from Android sensors 

 

 

Fig. 1c. Feature selection from Android sensors 

 

The tilting movement and orientation of a mobile phone 
measures using accelerometer is working based on microscopic 
crystals that are highly sensitive to minute vibrations and the 
values are marked as coordinates (x,y,z) as shown in Fig. 1a, 
Fig. 1b, Fig. 1c. Even nanosecond difference in timings 
between two accelerometer events is considered to be irregular. 
Accelerometers in mobile devices produce values that are 
robust to provide a much sufficient entropy in the PID to 
reliably identify the unique device among thousands of 
devices.  
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A freely-rotating disk coupled with spinning axis of a stable 
wheel is the source of gyroscope, it adds the direction vector 
when compared to accelerometer sensor that is simply a scalar 
measure. The thermal value is constantly decaying as time 
passes on irrespective of the state of the mobile device both in 
inactive and working modes. The signal strength of all visible 
and recently connected WiFi access points are displayed. 
Finally the PID of the corresponding processes are added to the 
random number generator. GPS coordinates (N,E) precise up to 
seven decimal point and cell tower information (IMSI, ICCID) 
are also taken into consideration for ensuring some additional 
security features in HRNG. 

Randomness of signals from sensors are measured by the 
entropy of sensing the scattered system with respect to time 
[8]. When entropy converges to steady state values, it provides 
maximum randomness. Comparatively large number of sensors 
on a smartphone is used to create a trustworthy identification 
of random sequences based on the features of their hardware 
components [9]. Accelerometers measure the time between 
events using a CPU cycle counter with a much more finely 
grained clock with high precision timer and are enhanced 
further by random variances induced by them. Here the 
variance in timing signal is achieved by the true values 
resulting in linear bias. IoT devices employ a variety of sensors 
which consumes enormous amount of random data 
implemented in SensoRNG [10] by the collection of data from 
mobile phone. Finally, it has been tested with National Institute 
of Standards and Technology (NIST) statistical testing suite for 
the effectiveness of a sensor-based RNG.  

Then the PID of all the above mentioned hardware 
sequences is added to the HRNG. Android calls facilitates the 
end user to run a set of system services within the accepted 
range to construct user-space processes on top of the Linux 
kernel with a new set of system calls.  The set of Android 
process as P and their corresponding threads as T are collected 
depending upon the features and use of the process, the 
association between them is mapped by a set of 
parameters/features that are grouped under F. 

 P = {p1, p2, p3.....Py}                  

 T={t1, t2, t3......Tz}                     

 F={(p,t) | p  P and t  P}   (1) 

Now the same is processed with highest frequency denoted 
as HF and the total count of system calls created by them as 
SC. 

 HF = {hf1, hf2, hf3, ......... hfz} 

  hfi = { 1, for all Ti  Pi  (2.a) 

                 { 0, for all Ti  Pi   (2.b) 

 SC = {sc0, sc1, sc2, ......... scz} 

  SCi =  (Pi)    (3) 

Where  (Pi) is the difference in the values with respect to  
time. 

 

 

Fig. 2. Characteristic mapping of Android sensors 

Thermal noise (T) is the mandatory feature for all the 
sensors present in Android mobile devices as shown in Fig. 2. 
Accelerometer (A), Gyroscope (G), Magnetometer (M) are 
hardware disrupt values and process ID (P) is the 
corresponding software interrupt of the process or their 
subsequent thread created for the interrupt. Excluding the 
universal value T, it has combination of couples like AT, AP, 
PT, GP, GT, GM, MT and also triplets of AGM, GMT, GPT 
combination sequences. The intersection of all the above 
mentioned parameters in a unit time is practically random and 
each one alter in different directions and varying magnitude. 
So it is sensibly impracticable to reconstruct the exact sequence 
of random numbers. 

IV. PREREQUISITES AND IMPLIMENTATION OF HRNG 

 Considering the randomness, unpredictability for the 
testing based upon the NIST suggestions, the following 
premises are based on the generation of random binary 
sequences. Uniformity: At the time of production, strings with 
random bits are equally likely (n/2) by considering the 
occurrence of zero or one. Scalability: Any test relevant to a 
sequence like thermal sensor of battery can also be applied to 
subsequences of thermal information of other peripherals like 
camera, flash light which is extracted at random. As a result 
any extracted subsequence of Android factors should pass the 
standard test of randomness. Consistency: The nature of a 
generator should be persistent across initial values (PID). It is 
inadequate to test a HRNG based on the output from a 
individual seed, or an RNG on the basis of an output generated 
from the corresponding physical output. So we combine a 
series of hardware features and software ID of their processes 
created by Android Dalvik virtual machine.  
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Fig. 3. HRNG generation in Android apps 

The Android smartphone Coolpad Note 3 is used for 
generating HRNG as shown in Fig. 3. It is practically 
impossible for a user to create a race condition to integrate all 
the sensor parameters and PID fetched from API calls to be the 
same. The proposed system can produce random sequences of 
64 bit values within the range of (2

^64
 - 1) values. For example, 

the value 18,446,744,073,709,551,115 shown in above Fig. 3. 

is the SC value ( (Pi)) as formulated in the proposed system.  

Entropy at this point corresponds to randomness in terms 
of variation means the number of probable hardware interrupts 
marked as microstate in which a system can survive within a 
current state at a particular micro seconds. Linear bias is a 
decent approximation of the two-point correlation function 
which provides randomness for accelerometer and gyroscope 
as shown in Table 1. 

Bit error rate of SIM card (IMSI) is measured by 
percentage of bits that have errors while receiving that is 
relative to the total number of bits received in a transmission. 
It is an exception case of errors occurring due to defective 
SIM cards or routing errors of intermediate towers and base 
station. 

TABLE I.  SOURCE SELECTION BASED ON PARAMETERS AND ENTRPOY 

Source Parameters Category 

Measure of 

Imperfection 

(Entropy) 

Accelerometer variability hardware linear bias 

Gyroscope unique vector hardware linear bias 

Network cell 

information (IMSI) 
non-repudiation hardware bit-error-rate 

Cell tower GPS range / directions hardware clock skew 

API calls (PID) uniqueness software 
spc_rand, 

spc_entropy 

WiFi strength randomness software channel noise 

Source Parameters Category 

Measure of 

Imperfection 

(Entropy) 

Battery inconsistency hardware irregular decay 

Fingerprint confidentiality biometric misalignment 

Accelerometer variability hardware linear bias 

Gyroscope unique vector hardware linear bias 

 

Clock skew in GPS is the variation produced due to 
reduced gravity of the sensor on the grounds of clock drift 
caused by time dilation between the mobile device and earth's 
gravitation force. Channel noise of WiFi signal and irregular 
battery drain becomes irregular as the complexity of input 
increases. Misalignment of fingerprint can be used for and 
added security feature stating that it provides confidentiality by 
the biometric consideration of Android user with mobiles 
having fingerprint sensors. 

V. PATTERN DESIGN FOR PROTOTYPE 

Future work is to generate the same HRNG using an FPGA 
for which the proposed system is modeled to connect them 
over power cycles for varying  thermal sources. The sample 
prototype of the proposed HRNG is shown in Fig. 4 for the 
purpose of extending this to FPGA and values from Android 
devices can be directly fed into the FPGA kit for faster and 
effective generation of our HRNG in real world applications 
like smart grids [10], big data and cloud infrastructure. 

Accelerometer (Ac), Gyroscope (Gy), magnetometer (Ma) 
and thermal noise (Th) can be input sequence resulting in the 
outputs namely HRNG0 and HRNG1. The principle behind 
image scrambling technique of Arnold transform [12] is used 
to represent the circuit as shown in Fig. 4.  

Here we consider the input values to be 3*3 matrix and the 
seed(k) value can be mapped to the random PID in our case. 
The corresponding Karnaugh map (K-map) is plotted in Fig. 4. 
and the output is extracted as shown in Fig. 4. 

 

HRNG0 = MaGy +ThGyAc + ThMaAc         (4) 

HRNG1 = ThGy+ MaGy + ThMaAc + ThMaGyAc + ThGyAc    (5) 
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Fig. 4. HRNG prototype using Arnold Transform 

 

The circuit is a light weight implementation of the 
prototype and can be scaled up to any number of input features 
depending upon the computational capacity of the mobile 
device and the need for the rate at which the random numbers 
is to be generated [13]. 

VI. CONCLUSION 

A portable HRNG has been demonstrated based on the 
available features of a commercial smartphone without any 
difficulty of selecting the source. Random bits were first 
generated according to the hardware sensor parameters and 
then entropy is enhanced by the analogous software PID 
interrupts. The security of Android is progressively more 
important owing the widespread use of mobile devices. Further 
studies on the memory allocations for sensors and 
characteristic of individual device possibly will minimize the 
complexity of the damaged applications during realistic 
attacks. No random number generator is completely random 
and each of them have their own price for breaking it with 
known, unknown or even induced flaws. Skipping the 
predictable factors of smart phones to create true randomness 
makes good sense with HRNG. But in a more practical sense, a 
string is random, if there is no way to distinguish it from an 
existing string. To all appearances, the promised randomness in 
our HRNG may look like being irrational, but it extracts best 

random features out of Android device and also addresses new 
issue spawn by the development of mobile communication in 
cyber space. In view of the fact that a simple rerun of the 
generator to get the same number is practically possible by 
reversing the generated random numbers and extracting all the 
atomic inputs of the generator, provided all the input 
parameters are the equal and consistent as it was there during 
the previous generation of the matching sequence [14]. 

Finally, our future work tends to estimate the randomness 
of the string using NIST standard which is a statistical test suit 
for random number generators. A series of test has carried out 
with different input. For every test run, a p-value will be 
returned that signifies whether the string passes that specific 
test or not. If the p-value is greater than 0.05 then the test is 
considered as pass. This implies that the string is not 
significantly distinct from random values. 
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