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Abstract—Wireless communication has played a major role 

from wireless message passing to wireless online money 

transaction. Due to a vast development in the wireless networking 

it has eased the many communication works. Though there has 

been a vast development in the wireless networking there has also 

been an increase in the cyber-attacks. It has become difficult to 

authorize a person properly just by using a static password 

especially in net banking. One time password (OTP) system 

solves the above issue. Even though the one time password has 

been used widely for properly authorizing the person’s identity 

there have many ways to steal one time password from the 

person and using the one time password by the attacker. Hence, 

this situation leads to development of encrypting OTP. There are 

many ways of encrypting one time password by due to many 

constraints on requirement such as power consumption, securely 

transferring of one time password etc. many algorithms failed to 

meet the requirement. Thus, in this paper, we are going to 

produce Linear Rivest, Adi Shamir and Len Adleman algorithm 

for encrypting the one time password by using public and private 

keys. 

Keywords—Linear RSA; one time password (OTP); encryption; 

public key encryption; cryptography. 

I.  INTRODUCTION  

Due to the increase in the development of the wireless 
networking there has been a great increase in the number of 
people using wireless devices. The wireless transaction or 
communication is fast, efficient, and is far more advantageous 
than wired communication. Due to these many advantageous 
interest of people changed from traditional wired 
communication to wireless communication. From the past, 
there has been a lot of development in the wireless 
networking. Due to a great development in wireless 
networking even the banks have started using this wireless 
technology for providing wireless banking service these 
include for making wireless money transaction and other kind 
of wireless service. Since many people are availing the 

wireless services that the bank offers, their security concern 
that we need to think of it. Due to increase in the usage of the 
wireless networking there have been many cyber-attacks to 
steal the sensitive information that is being transferred through 
the network. Thus security is a big concern in wireless 
networking, especially for banking services where it deals 
with the user sensitive data like credit card details, account 
number, etc.  While making any money transaction provided 
by the bank, making a secure transaction is one of the biggest 
concerns. In order to make a secure transaction at first user 
need to get authenticated. Usually the user is authenticated 
using the account number and the secret pin and further for 
making online transactions. But due to different security 
attacks these authentication credentials are easily stolen so 
OTP one time password system has been introduced in order 
to make online transaction secure. 

The introduction of OTP system has curbed the challenges 
faced for authenticating user in making an online transaction. 
Normally for making an online money transaction, post OTP 
system, the security system for authenticating the user is 
through only by the account number and the personal pin that 
he has for making an online transaction. But due to increase in 
the number of cyber-attacks, tend to steal sensitive 
information like account number as well as a pin, so this type 
of authentication fails to authenticate the authorized person. 
So the OTP system has been introduced where the OTP (one 
time password will be sent to the user authorized mobile, so 
that the user can use the OTP to login to the system. The OTP 
is not static it keeps on changing every time the user request 
for OTP and the OTP is valid for a particular period of time. 

The OTP system has been proven to be the best way of 
authenticating the user. Even though the OTP authenticate the 
correct user, due different type of cyber-attacks like active 
attacks, passive attacks, phishing, etc., the OTP value is being 
stolen by the attackers. So in case if the attackers get the OTP 
from the user through the type of methods as mentioned 
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above, then the attacker acts as a legitimate user and make the 
transaction to the attacker’s account, thus protecting of OTP, 
which is sent to the authorized user, is very important. Thus 
encrypting of OTP is necessarily important in order not to get 
the OTP into the hands of the attackers. 

Since the OTP plays a crucial role in authenticating the 
user, it is necessary to protect the OTP from getting into the 
hands of the user. So in order to protect the OTP there has 
been many proposed ways in order to protect the OTP, which 
some of it include using of AES256 algorithm, representing 
the OTP in QR code etc..  

Of all these methods proposed due to the constraints of the 
requirements the algorithms that were proposed may fail to 
meet the necessary requirement and may not be proper for 
encrypting. Some of the recent cryptosystems [3], [8], [15], 
[16], [17], [19], [20], are proposed to address the security 
issues. The requirement constraints include the power 
consumption, complexity, etc. So in order to satisfy these 
requirements, we are going to propose an algorithm, which 
meets the necessary requirement of the system that will be 
used for encrypting the OTP. The proposed algorithm is 
Linear RSA, which is one of the PKC algorithm. 

The further paper  structured as Section 2 contains the 
literature review, which gives details of the algorithms used 
for encrypting the OTP and the reason of failure in meeting 
the requirement. Section 3 contains the proposed algorithm 
that is linear RSA. Section 4 contains the evaluation and the 
results and finally Section 5 contains the conclusion and future 
works. 

II. LITERATURE SURVEY 

There are many techniques used to generate OTP as 
described in [1]. The OTP techniques can be categorized into 
OTP based on time synchronization and OTP based on 
mathematical algorithms. When it comes to time 
synchronization OTP, the OTP generation is based on the 
current time rather than the previous password. The main 
drawback of this method is that the cost of hardware token is 
more and the infrastructure for this method is troublesome. A 
system has been proposed in [2] in which mobile phone is 
used as token generator. The representatives of OTP in QR 
format are described in [4]. Where the OTP will be 
represented in the QR format. When it comes to OTP based on 
mathematical algorithms, generally OTP is generated in two 
methods one is based on challenge and another is based on the 
previous password. In the first method, OTP based on 
mathematical algorithms, where OTP is based on the previous 
password and use a predefined order for generating OTP. In 
the second method, OTP based on mathematical algorithms, 
where a random number is chosen as OTP. A detailed 
description of OTP based on noisy password is described in 
[5] where the noisy password constitutes of noisy part and the 
actual password. 

Now there has been many a framework or protocols or 
methods proposed in order to make online transactions. Some 
of which include Internet banking payment protocol with 
fraud detection [6] which provides a suitable method for 
internet banking payments and facilitates fraud prevention 

mechanism. The method proposed in [6] employs a dynamic 
key generation technique that relies on advanced 
authentication technologies like biometrics and smart cards to 
prevent fraud. A B2B electronic payment protocol based on 
iKP described in [7]. This protocol only suits for B2C and 
C2C e-commerce models. Since the business-to-business e-
commerce model involves a complex process with large 
transaction size. In this protocol they used iKP which is the 
most popular macro payment scheme. The paper explained the 
difference between B2B and B2C payments and further 
discussed about the virtues and drawbacks of iKP. They 
introduced a new iKP scheme which not only preserves the 
security properties of iKP but also achieves the need of B2B 
payment. Another protocol proposed in [9] which gives a 
description of a new protocol KSL protocol, which is a mobile 
credit-card payment protocol. The paper has proven that the 
protocol provides satisfactory transaction performance 
compared to many other protocols as described in [9]. 

Now moving on to the OTP encryption there has been 
many proposed algorithms for securely transferring the OTP 
to the user, when the user requested OTP, from the banking 
server. Due to increase in the cyber-attacks many methods 
have been proposed in order to encrypt the OTP and 
authenticate the user and make the online transaction 
successful. The OTP system is not only used for making the 
transaction, but also used in many applications such as IoT 
(internet of things), banking server, WSN (wireless sensor 
networking), etc. The paper on One Time Password 
Authentication Scheme based on Elliptic Curves for Internet 
of Things (IoT) [10] make use of the principles of light-weight 
identity based elliptic curve cryptography scheme and uses a 
Lamport’s algorithm. The paper [10] evaluates the proposed 
algorithm by experimenting the performance of the scheme 
and observed that the scheme with smaller key size and lesser 
infrastructure performs on the same level with the existing 
OTP scheme without compromising the security levels. [12] 
Describes about the secure login using one-time password 
authentication based on MD5 hash encrypted SMS based 
OTP. In this paper [12] the paper explains a method which is a 
combination of OTP, SMS gateway, and MD5 hash 
encryption algorithm are used to develop more secure login. 
The method in [12] gives the user a 3 minutes as login time, 
which is a very narrow time for the hackers to tap and 
infiltrate, and the code generated from the system is much 
better than the Pseudo random number generator in that the 
resulting code is never the same. 

Furthermore, methods include advanced online banking 
authentication system using one time passwords embedded in 
Q-R code [14]. In the paper [14], proposed a method to 
eliminate the threat of phishing and to confirm user identity, 
they used the concept of QR code with android application. 
QR code could be scanned by the mobile user device which 
overcomes the weakness of the traditional password based 
system. This method improves more security by using OTP 
(one time password) which hides inside the QR-code. SMS 
Authentication Code Generated by Advance Encryption 
Standard (AES) 256 bits Modification Algorithm and One 
Time Password (OTP) to Activate New Applicant Account 
[15] where the authentication code is generated through an 
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activation message combined with timestamp values which 
would further be used as one time password. The OTP is 
encrypted using Advanced encryption standard cryptography 
algorithm, the generated authentication code OTP is to be used 
once and is valid for a particular period of time. 256 AES 
algorithm is chosen for encrypting the OTP to be sent to the 
user for authentication purpose. Most of the time, many 
cryptographic approaches for OTP include symmetric key 
cryptography and asymmetric cryptography. In the survey 
paper [17] discussed about the various public key 
cryptographic primitives in wireless sensor network (WSN). 
The symmetric key cryptography offers more advantageous in 
terms of computational overhead and low communication. But 
the main difficulty with symmetric key cryptography is that it 
is not easy to establish shared secret key in advance and does 
not support non-repudiation. Whereas, PKC solves these 
problems by providing more flexible and simple interface 
without the need for pre distribution of key and pairwise 
sharing. The PKC primitives include Rabin’s scheme [18], 
RSA [19], Elliptic Curve Cryptography (ECC) [20]. The main 
aim of the paper [17] is to provide a survey of theoretical 
backgrounds of the security of the PKC’s.  The survey in the 
[17] facilitates evaluation and comparison between the 
software implementation results of PKC’s with same metrics.  

The paper [22] provides a survey on secure 
communication protocols for the internet of things. The paper 
[22] discusses the applicability and limitations of existing IP-
based internet security protocols and other security protocols 
used in wireless sensor networks, which are potentially 
suitable in the context of IoT. It also categorizes the existing 
solutions for IoT into two main types: solutions that rely on 
asymmetric key schemes and solutions that pre-distribute, 
symmetric keys to bootstrap a secure communication. A 
detailed description of securing the cloud storage system by 
combining time-based one-time password and automatic 
blocker protocol is described in [23]. In the paper [23], they 
describes the security problem in cloud data storage. The 
paper [23] presented a novel secure cloud storage system to 
ensure the protection of organization data from the cloud 
providers, the third party auditors, and other users. The 
proposed system in [23] uses two authentication techniques; 
time-based OTP for cloud user verification and automatic 
blocker protocol to fully protect the data from the third party 
auditor. For the time based OTP algorithm used in [23] 
computes time password from a shared secret key and the 
current time. They are many challenges that are faced by IoT, 
especially in the security domain where data confidentiality, 
integrity, availability is the biggest concern and a survey is 
provided in the paper [24]. 

Consequently, all the types of cryptography techniques 
provided for OTP encryption, which are used in various 
domains like IoT, WSN, Internet banking etc. The most 
popular cryptographic technique used is the PKC. There are 
many algorithms in PKC, which are used for particular 
domain based on the environment constraint. When it comes 
to banking domain where the security is very important, 
especially when it comes to internet banking, and also the 
power consumption for encryption of OTP should be low and 
the algorithm should be efficient. So the further section of the 

paper describes a new proposed algorithm based on PKC that 
is linear RSA. And also the further section of the paper proves 
that the linear RSA is the best while compared to the other 
PKC algorithm, especially RSA algorithm and prove that the 
PKC linear algorithm is better than the symmetric key 
cryptography.      

III. PROPOSED ALGORITHM 

The proposed algorithm is a linear RSA. Linear RSA is a 
public key cryptography. PKC is a system where the sender, 
who send a message, to the receiver, by encrypting the 
message using the public key. This process is called 
encryption. And after the receiver receives the message from 
the sender the encrypted message is converted to original plain 
text using a private key. This process is called decryption. The 
public and private keys are generated by the algorithm. The 
main advantage of PKC over symmetric key cryptography is 
that PKC avoids the pre-distribution of the private key and the 
symmetric key cryptography has only one key to decrypt the 
message thus PKC has more advantageous than symmetric 
key cryptography.   

A. Linear RSA 

The following is the procedure for Linear RSA that has to 
be followed during the encryption of OTP. 

Key Generation: 

Input: p,q,R 

Output: k,c,L,b 

1. Select three positive integers let’s say (p,q,R) such 
that R is a prime number and R<p*q 

2. Defining the variables A,b,c as A=p*q-R; b=R
2
A + p;  

c=RA + q; 

3. Computation: bc-R= A(R
3
A

2
 + pR + qR

2
 + 1); 

4. Defining: k = (bc – R)/A which implies k = R
3
A

2
 + 

pR + qR
2
 + 1; 

5. There is a unique L such that R*L = 1(mod k) 

R*k (By construction P does not divide n) that is 
G.C.D(P,k)=1. Thus the linear public and private keys are: 

Public key PU = (c,k) and Private key PR = L,b,k 

Encryption: Cipher Text CT= (m*c) mod k where, m is a 
message. 

Decryption: Decipher Text DT=(L*b*CT) mod k 

B. Description of Linear RSA Algorithm 

The figure 1 gives an overview of the public key 
cryptography. The figure 1 shows or depicts that the sender 
sends message to the receiver by encrypting the message using 
the public key, which is known to everyone and the receiver 
after receiving the message the receiver then decrypts the 
message using the private key which is known to the receiver 
only. 
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Fig. 1. Basic view of Linear RSA 

C. Numerical Instances  

As we already discussed the Linear RSA algorithm 
produces two keys of those keys one is a public key and 
another is a private key. The public key is used for encrypting 
the message and the private key is for decrypting the message. 
The public key known to everyone and the private key is only 
known to the receiver. So if the sender wants to send a 
message to the receiver the sender encrypts the message using 
the public key and the receiver who receives the message from 
the sender decrypts the message using the private key. The 
table 1 gives an overview of the Linear RSA algorithm with an 
instance. 

Let the three positive number p,q,R be p=13 q=5 and R=13 

Now computing the variable A,b,c we have A = (13*5)-13;  
b=52+13; c=52+5  

Defining variable k= ((65*57)-13)/52 

Now, after the computing and defining variables we need 
to select a unique L such that  

R*L=1(mod k) So by this we get L value as 11 now lets 
assume that the message that has to be sent by the sender is 
m=12 and this message has to be encrypted by using Linear 
RSA, so by using the above algorithm the encrypted form of 
the message is that is cipher text is CT= (m*c) mod k that is 
CT=(12*57)%71. Hence the cipher text is 30. This 12 message 
is encrypted using the public key and after receiver receives 
the message the receiver decrypts the message using the 
private key and the decrypted form of message is DT 
(decryption text)=(L*b*CT)%k that is (11*65*30)%71 

Hence, after decryption the retrieved message m is 12 
therefore the original message and the decrypted message are 
same. So by using the public and private key, this algorithm 
solves the challenges faced by the symmetric key 
cryptography.  

TABLE I.  LINEAR RSA NUMERICAL INSTANCE 

Fields Values Fields Values 

p 13 K 71 

q 5 L 11 

R 13 m 12 

Fields Values Fields Values 

A 52 CT 45 

B 65 DT 12 

C 57   

IV. EXPERIMENTAL RESULTS 

The Linear RSA algorithm has been tested based on the 
time taken to generate the PKC keys and the time taken for 
encrypting the message and time taken for decrypting the 
message. The experiment was conducted on the input message 
of size 1k (1024 bits) to 10k (10240 bits). The experimental 
result was conducted in the system with 4GB RAM and 2.4 
GH processor and the Figure 2 gives a graphical 
representation of the time taken for the PKC key generation, 
time taken for encryption, and time taken for decryption. In 
figure 2 X-axis represents the length of the message and the 
Y-axis represents the time with scale of 5 units.  

 

 

Fig. 2. Performance time vs Message size 

V. CONCLUSION 

The linear RSA time complexity increases in linear time. 
Its complexity is much simpler than the RSA since the RSA 
system is a polynomial based expression, whereas the linear 
RSA based on a simple linear equation. In the linear RSA 
algorithm the private key size or the complexity can be 
increased by increasing the power of R in the equation b=R

2
A 

+ p. For instance, for now it is R
2
 now the complexity or the 

size can be increased by R
n 

where n is a any positive integer 
And the size or complexity of the public key can be increased 
in the by increasing the power of k in the equation k = (bc – 

International Journal of Pure and Applied Mathematics Special Issue

286



R)/A. For instance, it is k now the complexity or the size can 
be increased by k

m 
where m is a positive integer. Now the keys 

generated by the algorithm can be used by different groups, 
for instance, if group A is given the public key as kc then 
private key can be given as Lb now for group B it is reversible 
and the sequence of the keys is highly confidential. And not 
only that the private key which is Lb, b

2
 size is used by one 

group and b
10 

used by another group. So likewise it reduces 
the difficulty in generating the keys and can the keys can be 
easily exchanged and can be used. 
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