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Abstract—Telemedicine Cloud computing service providers 

require a system which can handle a large number of requests at 

a time. For processing the huge cloud of requests for data access, 

services need to be highly available. System keeps multiple copies 

of the blocks of data on different nodes by replication. Load on 

system may increase when there is high demand of a data is 

present and one or more sites providing that data fails. Data can 

easily be recovered from another node in case of one nodes 

unavailability. Workload division is a method for distributing 

workloads across all the available nodes by using replication. In 

the cloud computing environment, it becomes particularly serious 

because the data is located in different places even in all the 

globe. Data security and privacy protection are the two main 

factors of user's concerns about the cloud technology. In this 

project the system propose a Division and Replication of Data in 

the Cloud for Optimal Performance and Security (DROPS). The 

system use the aforesaid architectures because they constitute the 

modern cloud infrastructures. Random number generation 

algorithm is used for cloud data storage. It focuses on the security 

of data within the cloud computing domain that is not 

considered. It fragments the file and makes use of the cloud for 

replication. Mainly focuses on the problem of availability of data 

on the data nodes and replication process. 

Keywords— Cloud Computing; DROPS; Fragmentation; 

Replication; Security; Storage 

I. INTRODUCTION 

The cloud computing has dominated the business and 
single users by the delivery of computing services like servers, 
storage, databases, networking, software, analytics and more 
over the Internet called as the cloud. Cloud computing boasts 
several attractive benefits like pay per use, Elasticity, Speed, 
Productivity, Reliability, Performance and security. 

New worldview of information facilitating benefit 
additionally brings new security dangers toward client's 

information stored on cloud nodes. Data security is the major 
issue in information technology. As the data is located in 
different places even in all the globe, it becomes particularly 
serious in the cloud computing environment. This paper aims 
to analyze the various unresolved security threats in cloud. It 
also describes the pros and cons of the existing security 
strategy. Also introduces the existing issues in cloud 
computing such as data integrity, data segregation, and 
security and so on. The disadvantages of the existing system 
are heavily depends on the user′s employed scheme for data 
confidentiality, the probable amount of loss in case of data 
tempering as a result of intrusion or access by other VMs 
cannot be decreased, do not protect the data files against 
tempering. and has loss due to issues arising from 
virtualization and multi-tenancy. 

The new system propose a Division and Replication of 
Data in the Cloud for Optimal Performance and Security that 
judicially fragments user files into pieces and replicates them 
at strategic locations within the cloud. In order to avoid 
compromise of all of the data in case of successful attack, 
DROPS methodology does not store the whole file on a single 
node. It fragments the file and store the fragments on multiple 
nodes. The proposed scheme fragments and replicates the data 
file over cloud nodes. 

The advantages include in case of a successful attack, no 
meaningful information is revealed to the attacker, the non-
cryptographic nature of the proposed scheme makes it faster to 
perform the required operations on the data and moreover 
improved the security of data in cloud and decreased the 
retrieval time. The system is reliable and more flexible as the 
user can increase the number of nodes, varying the nodes 
capacity etc. 

The remainder of the paper is organized as follows. 
Section I provides the introduction. Section II provides an 
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overview of the related work in the field. Section III focus on 
the proposed method. Section IV concludes the paper. 

II. RELATED WORKS 

Wayne A. Jansen[1] proposed the paper where the issues 
of cloud are organized into several general categories: trust, 
architecture, identity management, software isolation, data 
protection, and availability. Incidents may involve various 
types of fraud, sabotage of information resources, and theft of 
information by current or former employees, contractors, and 
other parties that have received access to others private data. It 
is not feasible to verify the correct functioning of a subsystem 
and the effectiveness of security controls as extensively as 
with an organizational system. Both the client and server side 
protection is inevitable in cloud storage. It is sufficient to 
extend the organization’s identification and authentication 
framework as data sensitivity, and privacy of information have 
increasingly become a concern for organizations, and 
unauthorized access to information resources in the cloud is a 
major issue. Data isolation and data location are important in 
the data protection part in the cloud. The data stored on the 
cloud nodes should be available for the authorized users with 
any cost at any time. 

G. Kappes, A.Hatzieleftheriou, and S.V.Anastasiadis[2] 
proposed the paper describing in a  virtualization 
environment, that serves multiple tenants.  As it enables data 
sharing, administration efficiency and performance 
optimization, storage consolidation at the file system is 
desirable. Due to intermediate translation layers required for 
purposes of networked file access or identity management, the 
scalable deployment of file systems in such environments is 
challenging. Analyzes the security requirements in multitenant 
file systems they introduced the Dike authorization 
architecture that combines native access control with tenant 
namespace isolation that is backwards compatible to object-
based file systems. The advantages of the model are Isolation: 
Each tenant is free to choose identities for its users. So to 
prevent collisions, the identity space and access control of 
different tenants are isolated. Sharing is used to provide 
flexible access to enable secure file sharing within a tenant or 
among various tenants. To required achieve the required 
performance and scalability for enormous numbers of users or 
files efficient natively support of multi access control is used. 
Backwards compatibility brings out the architectural 
characteristics of successful file systems to ensure backward 
compatibility with existing applications. Manageability 
provides the maintenance support at the file level that allows 
the cloud provider to uniformly and flexibly manage the 
storage resources of different tenants. 

Aiqiang Gao, Luhong Diao[3] proposed the paper where 
the transaction commits after updating one replica of data with 
lazy replication. The updates are propagated towards the other 
replicas after the transaction commits. And these replicas are 
updated in separate transactions. The replica management 
component handles the join and quit of a replica site and 
maintains a whole graph of all replica sites. In immediate-
immediate algorithm, when data is submitted to its primary 
server, the server finds registered subscriber for that data and 

multicasts to various customers. The method improves 
throughput of data server. Also reduces the response time. 
Matching for special cases where database transactions are 
short, need high throughput. 

Yang Tang, Patrick P.C. Lee, John C.S.Lui, Radia 
Perlman[4] proposed the paper to reduce data management 
costs, this paper describes outsource data backups off-site to 
third-party cloud storage services. We must provide security 
guarantees for the data outsourced, which is maintained by 
third parties. FADE is to achieves fine-grained, policy-based 
access control and file assured deletion. FADE associates the 
outsourced files with file access policies and it deletes files to 
make them unrecoverable to anyone upon revocations of file 
access policies. It is built on a upon a set of cryptographic key 
operations that are self-maintained by a quorum of key 
managers. These are independent of third-party clouds to 
achieve security goals. It can act as an overlay system that 
works seamlessly upon cloud storage services. 

Yves Deswarte, Laurent Blain, Jean-Charles Fahe[5] 
proposed the paper including intrusion means a large class of 
attacks, covering not only computer break-ins by external 
attackers, but also illegitimate use by registered users. The 
users who have not registered has to pass the authentication 
and authorization mechanisms. Internal intruders are those 
who are already registered who tries to read or modify data 
only possible after the authorization mechanisms. The 
authorization server has to manage two kinds of access 
controls. that includes the access to application servers, such 
as a data processing servers, which manage no specific 
persistent objects. In the tree structure, leaves directly 
connected to the root are the descriptors of such servers. : 
there is no obvious reason to structure these servers as a 
hierarchy. And the next kind concerns accesses to persistent 
objects maintained by application servers, such as the 
Persistent File Server. A method of cutting each file into pages 
of fixed size is used here. To reach a size equal to a multiple 
of a page size, the files are padded. In order to improve the 
speed of access of information, the fragments are of same 
length. A user does not need to reassemble a whole file if he 
only needs a single page. Fragmentation is performed at the 
user side and it has got several advantages. The theft of 
individual storage media of no avail to the intruder because of 
the geographical scattering of fragments, even he possesses 
the cipher key. The ciphers employed can be much simpler to 
make faster than the conventional ones. 

Alessandro Mei, Luigi V. Mancini, Sushil Jajodia[6] 
proposed the paper that describes file allocation by a 
distributed algorithm for guaranteeing high assurance, 
availability, scalability in large distributed file system. The 
files are allocated over multiple servers by using replication 
and fragmentation schemes. Even in the presence of a 
successful attack that compromises a subset of the file servers, 
the file confidentiality and integrity are preserved. As the 
read-write patterns and the location of the clients in the 
network change, the file allocation changes. This makes the 
algorithm adaptive. It provides a higher frequency of writes 
that guarantees higher confidentiality. Estimating where the 
fragment is read and written and thereby keeping it close 
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makes minimal cost and increases confidentiality. Propose a 
dynamic allocation algorithm which, assuming stable read-
write frequency patterns and moves fragments between servers 
in such a way as to converge to a mapping with maximal 
dynamic assurance. In static assurance, fragments can be 
encrypted before being stored t improve the security of the 
system. the encryption must be using a secret key that are 
stored in the server. In dynamic assurance the fragments can 
be encrypted with the client’s private key before being stored. 
And moreover if the file fragments are not kept encrypted in 
the server, the access to a shared file can be simplified. It is 
important that it must be encrypted before they are send. 

III. PROPOSEDSYSTEM 

The system propose a Division and Replication of Data in 
the Cloud for Optimal Performance and Security (DROPS) 
that judicially fragments user files into pieces and replicates 
them at strategic locations within the cloud. The DROPS 
methodology does not store the whole file on a single node to 
avoid compromise of all of the data in case of successful 
attack on the node. The DROPS methodology, on the other 
hand, fragments the file and store the fragments on multiple 
nodes. The various modules are data owner uploading files, 
file splitting by data owner and selection of nodes by data 
owner. Here the random number generation algorithm is used 
for cloud data storage 

Cloud computing has gained significant traction for recent 
years. Proposed approach consists of division and replication 
of data in the cloud for optimal performance and security that 
collectively approaches the security and performance issues. 
Dividing a file into fragments and replicating the fragmented 
data over the cloud nodes. Each of the node stores only a 
single fragment of a particular data file. A scheme for the 
outsourced data that takes into both the performance and 
security enhancement. DROPS ensures no meaningful 
information is revealed to the attacker in the case of successful 
attack. 

A. Data fragmentation 

The usage and management of the information technology 
infrastructure has reformed by the cloud computing model. 
Security plays the important aspect to prohibit the prevalent 
adoption of cloud computing. A cloud contains number of 
entities in it. In order to provide the security to the cloud, the 
participating entities have to be secure. Any organization 
considers the data to be the prime asset. The data must be 
secured when it is transferred to the public cloud, outside the 
organizations administrative domain. Accessing the data by 
the unauthorized users and process should be prevented. 
Otherwise the weak entity will put the cloud at risk. The prime 
concern has given to the data availability because of the data 
may move in the cloud which is not under the customer's 
administrative control. 

In cloud computing system, the data reliability problems, 
data availability problems, response time deal with the 
strategies of the replication. Data replicas are placed over the 
number of nodes which increases the attack of the particular 
data. Here approach the issue of security and as well as 
performance as a problem of secure data replication. Within 

the cloud, the DROPS fragment the files and replicate them at 
the strategic locations. Based on the user criteria, the files are 
divided into fragments, and the individual fragment should not 
contain any meaningful information. In order to increase the 
data security in the cloud, each of the cloud nodes should 
contain distinct fragment. An attack on a single node will not 
show the location of the fragment in the cloud. In order to 
keep an attacker unsure about the file fragments location and 
to improve the security, the selection of the nodes is done in 
such a way that they must not be adjacent and must be at the 
certain distance from each other. The separation of the nodes 
is done by T-coloring. The selection of nodes is based on the 
centrality measures .To improve the retrieval time of the data 
which will ensure the improved access time. For the selection 
of the nodes, the two phases are performed. First, based on the 
centrality measures, the selection of the nodes is done for the 
initial placing of the fragments. Second, the replication is done 
for the selected nodes. 

For a large scale system’s security, such as cloud depends 
on the security of the system and the security of and individual 
nodes. Thus the issue performance and security as a secure 
data replication problem is collectively approach. Here, within 
the cloud the fragment of the data files into pieces is done and 
replicates those fragments at strategic locations. Based on a 
user’s given criteria, the file is divided into fragments, such 
that fragments should not include any meaningful information. 
Every node within the cloud holds a different fragment to raise 
the security of the data. After all there is the possibility of an 
effective attack on any node. To keep an attacker unsure about 
the fragments location and also to improve security, the 
selection of nodes should be in such a manner that they should 
not be adjacent and must be at the certain distance from each 
other. The separation of the nodes is ensured by using T-
coloring. Based on the centrality measures, the nodes are 
selected and the retrieval time of the data is improved that will 
assure an improved access time. The fragments are replicated 
over the nodes to improve the retrieval time. The nodes are 
selected in two stages. In first stage, for initial placing of 
fragments, the nodes are selected based on the centrality 
measures. In second stage, for replication the nodes are 
selected. The data files fragmentation threshold is generated 
by the file owner. The fragmentation threshold can be 
specified by the file owner in terms of either percentage or 
number and size of the different fragments.  

B. Data uploading to cloud nodes 

Owner can best split the file such that no meaningful data 
is available. Method proposed is not to store the entire file at a 
single node. Compromised data on attacks can be reduced by 
storing fragments on separate nodes. A successful intrusion 
only provide access to a portion of data. The probability of 
finding fragments on all of the nodes is very low. The 
selection of nodes is made by keeping an equal focus on both 
security and performance. Choose the nodes that are most 
central to provide better access time. Uses the concept of 
centrality to reduce access time. If intruder compromises a 
node, then location of other fragments cannot be determined. 
In cloud systems with more nodes, probability for an attacker 
to hack data reduces. Placing each fragment once in the 
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system will increase the data retrieval time. The selection of 
cloud nodes is focusing on both security and performance. 

IV. RESULTS AND DISCUSSIONS 

As analysis of data and information is important task in all 
the organizations for decision taking, reducing data storage 
and storage cost is mandatory. The storage of data over the 
cloud nodes with high data security and performance is the 
aim. The system becomes user friendly as the number of 
fragments and the fragment size can be decided by the data 
owner itself. 

 

 
 

 

 

 

 

 
 

V. CONCLUSION 

Cloud computing faces security issues like Loss or theft of 
intellectual property, Loss of control over end user actions, 
Malware infections that unleash a targeted attack, Contractual 
breaches with customers or business partners. High security 
measures are required to protect data within the cloud. 
DROPS ensure an increased security level by data replication. 
The data was fragmented and stored on multiple nodes 
generated by random number generator. DROPS technology 
gives high efficiency than full-scale replication techniques. 
The performance and data retrieval time efficiency got 
upgraded. The performance can be further enhanced by 
varying the number of nodes and capacity of nodes. 
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