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Abstract— Cloud computing is an emerging and powerful 

technology with huge potential, and so is mobile computing. The 

major downside of mobile computing is its low storage and 

processing levels. Combining the two paradigms has the potential 

to provide huge shifts in the technological ecosystem. This paper 

presents an effective communication technique for accessing the 

data in cloud and to provide security using role based user 

authorization. A distributed environment is considered, where 

the user sends an access request to an authorization server, and 

the server responds by providing the resource based on the user’s 

role assigned by the owner of the resource. Due to the existence of 

several authorization servers, mechanism for effectively selecting 

and communicating with the server is performed using a 

modified ACO algorithm. This mechanism also helps in achieving 

load balancing in the system. Data consistency is maintained by 

clustering authorization servers and sharing information via the 

cluster head. Experiments exhibit effective load balancing and 

faster node selection times, hence provide an effective 

communication mechanism. 

Keywords— ACO; Authorization; Clustering; Mobile Cloud 

Computing; Security 

I.  INTRODUCTION 

Cloud Computing (CC) is an evolving technology on the 
raise due to its huge potential for incorporating several kinds of 
users in its architecture. With the rapid development of mobile 
applications and CC, Mobile Cloud Computing (MCC) has 
become a promising technology where there are several issues 
as it integrates the three trending concepts, Mobile Computing, 
Cloud Computing and Networks [1]. The major downside of 
mobile computing is that they are resource constrained in 
energy, storage and computing. The major advantage of using a 
cloud is its ease of use and the low hardware demands. The 
cloud operates by providing hardware and software as services 
through the internet. Several modes of operations on cloud 

include Software as a Service (SaaS), Platform as a Service 
(PaaS) and Infrastructure as a Service (IaaS). The end users can 
access the resources available in cloud through a web enabled 
desktop or mobile. 

Cloud also facilitates users to store huge volume of data, 
performing operations on the data and sharing the data and 
resources with several other users. The major benefit of using 
mobile based cloud is the availability of huge storage space and 
the possibility of data sharing [2], [3], [4]. In such an 
environment, security becomes a major concern. Security can 
be enhanced by providing access control to the authorized 
users. The major purpose of access control is to prevent 
unauthorized usage of resources in the cloud environment and 
hence in-turn enhances security aspects of the cloud. This 
paper presents an effective communication technique for 
accessing the data in cloud and to provide security using 
Optimized Role Based User Authorization (ORBUA). 

II. RELATED WORKS 

Cloud Computing (CC) has been a fairly new 
computational model. However, due to the huge demand in this 
area, it has attracted several researchers. This section 
concentrates on existing works dealing with access control in 
CC or in MobiCloud platforms. 

Identity Management (IdM) systems usually perform two 
major functionalities; authentication and authorization. Some 
major techniques include OpenID [5], SAML [6] and OAuth 
[7]. A multi-token based authorization technique for mobile 
computing was presented by Azeem et al. [8]. This technique 
has its major concentration on security. The OAuth protocol is 
taken as the base for this model. The issues contained in OAuth 
namely; vulnerability towards the node compromise attack and 
vulnerable to spoofing attacks are discussed in detail and it 
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provides modifications to OAuth to make it more robust and 
secure. Jin et al. [9] presented a secure and light weight data 
access control technique for mobile cloud environment. This 
proposed technique improves efficiency by transferring the 
data storage and processing from mobile devices to high 
powered computing platforms. The major concentration is on 
security and flexibility and the balance that is to be achieved 
between them in-order to provide excellent user experience. 
This technique presents Ciphertext Policy- Attribute Based 
Encryption (CP-ABE) to improve security and performance. 

Authors [10], [11], [12], [13] have included other similar 
attributes based encryption techniques. Lightweight encryption 
based access control mechanisms [24], [25] are also on the 
increase due to the low computational requirements in 
MobiCloud environment. A robust access control framework 
for mobile computing systems was presented by Li et al. [14] 
which incorporates dynamic attributes to the traditional access 
control techniques to enhance efficiency and security of the 
system. Chou et al. [15], [16] proposed location based data 
encryption technique which worked on the basis of geo-
encryption operating on the latitude and longitude of the user. 
Authors [17], [18] have used other geo-encryption based 
techniques. A trust based access control model was presented 
by Lin et al. [19]. This technique presents a trust based 
mechanism that provides security and Big Data access control 
in MCC systems. It provides a multi-level security scheme and 
a hierarchical key management protocol to provide secure and 
privacy-aware control. ACO is a meta-heuristic technique used 
to identify the optimal solution from a set of available solutions 
[28]. 

Several other trust based access control models [20], [21], 
[22] operating on the basis of traditional cryptographic 
encryption and authentication techniques are also used. A cost 
effective fuzzy access control system was proposed by Wei et 
al. [23]. This technique was specifically designed for small and 
medium enterprises providing business-to-customer services. 
The major concentration of this approach is to reduce 
communication and improve the security base of its system by 
reducing the vulnerabilities associated with MobiCloud 
platforms. 

III. OPTIMIZED ROLE BASED USER AUTHORIZATION (ORBUA) 

Authorization for MobiCloud is of paramount importance 
due to the security issues involved in the access of data and 
resources contained in the cloud. This section presents an 
optimized model for distributed cloud environment called 
Optimized Role Based User Authorization (ORBUA). The 
major purpose of using a distributed cloud environment is to 
avoid a single point of failure, hence providing high 
accessibility to the users. The working model of ORBUA is 
constructed similar to the OAuth communication model. 
However, several modifications are carried out in-order to 
incorporate efficiency into the system, thereby enabling the 
system to work efficiently on mobile nodes with low 
computational power. 

A. ORBUA: System Model 

The system model of the proposed ORBUA for MobiCloud 
is presented in fig. 1. 

 

Fig. 1. System Model of ORBUA 

Cloud user can access the cloud server via portable devices 
like laptop, mobiles or even PDAs. Entire communication is 
carried out through the internet. This research work considers a 
distributed model, in which several Authorization Servers (AS) 
are considered and the user communicates with one of the 
servers for obtaining the required files. Data in the AS are 
replicated; hence a user can access their data from any AS 
depending on its availability. The major reason for distributing 
the Authorization Servers is to avoid a single point of failure. 
In a centralized system, if the single AS fails, the entire 
communication links become invalid. This makes the system 
prone to DoS attack. Further, on heavy usage scenarios, load 
balancing becomes difficult. The major advantage of using 
cloud systems is their ability to be elastic/ flexible in nature. 
However, using a single Authorization Server tends to reduce 
availability and performance levels to a large extent. Besides, 
going for a high capacity Authorization Server will lead to 
wastage of resources. Since, cloud by nature is a distributed 
system, CAP (Consistency, Availability, Partition Tolerance) 
theorem holds good and partitions in network is supported. 
Hence, a single AS will not be effective in such cases. The 
cloud server hosts all the files and resources. User access is 
availed only through the Authorization Servers. Data contained 
in the cloud server is encrypted. Hence, accessing it directly is 
not possible. The Authorization Servers act as intermediaries in 
accessing data for the user and incorporating appropriate 
permissions to the data depending on the user’s role. 

B. Working Model of ORBUA 

 Accessing a file or a resource is termed as a requirement, 
which acts as the trigger for the sequence of processes as 
shown in fig. 2. 
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Fig. 2.  Working Model of ORBUA 

 On an access request by a worker, the owner responds by 
sending the authorization certificate containing the access 
details. This certificate contains details about the files and 
resources, user’s role to be assigned for each file or resource 
and other credentials. Once this certificate is obtained, it can be 
reused until its validity expires. Hashed certificate along with 
the file/resource request is passed to one of the Authorization 
Server. The AS retrieves the encrypted file, decrypts it and 
incorporates file permissions depending on the user’s role, 
encrypts the file using the public key contained in the 
authorization certificate and passes the file back to the user. 
User decrypts the file using the available key to obtain the data. 

C. Hashed Authorization Certificate Dispatch 

When a user requires accessing a file or a resource, a 
request for access is made to the owner. The owner analyses 
the credentials and prepares a key and an authentication 
certificate for the user. Fig 3 shows the structure of an 
authentication certificate. 

 

Fig. 3. Structure of Authorization Certificate 

The first section of the authorization certificate contains the 
file/ resource list for which the user is provided access. It is 
made up of a list of files or resources in the format (f1, 
f2,…fn,r1,r2,….rn). The next section contains the user’s role list 
pertaining to the corresponding files and resources. The 

authentication servers contain predefined role lists that map the 
user’s authorization levels to the corresponding entity (file or 
resource). The next section contains the certificate’s validity 
timestamp followed by the certificate number and then the 
owner’s ID. 

The authorization certificate is not modifiable and is 
maintained by the user. It can be used repeatedly until the 
timestamp expires. When a user requires a file or a resource, it 
sends a hashed block containing the details of the required file 
or resource along with a copy of the authorization certificate, 
and the public key, as shown in fig. 4. 

 

Fig. 4. File / resource Request message 

The file/ resource request message is hashed to avoid 
attacks during the communication process. The hashed request 
message is passed to the Authorization Server for further 
processing. The current model considers a distributed 
authorization mechanism. Hence, the hashed request message 
is passed to a selected AS. The process of selecting the AS is 
discussed in the below section. 

D. File Retrieval and Transmission 

On receiving a file/ resource request, the Authorization 
Server extracts the three major components (File/ Resource ID, 
Authorization Certificate and Public Key) of the request 
message. The authorization certificate is checked for its 
validity. Further processes are continued only if the certificate 
is valid. Other credentials are checked and the user’s role 
corresponding to the requested file/ resource is retrieved. The 
requested file is retrieved from the corresponding cloud server 
and is decrypted. The cloud server maintains all files in an 
encrypted format and the decryption mechanism is performed 
by the Authorization Server to offload the processing overhead 
from the mobile client. File permissions are modified 
according to the user’s role defined in the authentication 
certificate. The file is then encrypted in accordance with the 
public key provided by the user in the request message and is 
passed to the user. The user decrypts the file using the private 
key and uses the file in accordance with the permissions 
applied on it. If the request is meant for a resource, a link, 
which can be used to access the resource from the cloud server, 
is passed to the user. 

E. Workload based Authorization Server Distribution 

The distributed Authorization Servers are clustered in 
accordance with the regions in-order to provide effective 
service and to maintain consistency. The AS store details about 
files and resources provided by the cloud server and the roles 
and permissions that are to be provided to the files. 
Maintaining consistency throughout the Authorization Servers 
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is mandatory, as a user might access any available 
Authorization Server with their request. In order to perform 
this, the Authorization Servers are clustered and a cluster head 
is assigned, which communicates with other cluster heads and 
also with other Authorization Servers within its own cluster to 
maintain data consistency. The Authorization Servers are 
considered as nodes in the graph. Connections between the 
Authorization Servers are considered as the edges. Since, 
communication is carried out through the internet, all the nodes 
are assumed to be connected to all the other nodes. Since, all 
the systems have two way connections, the edges in the graph 
represent two way paths. Weight of an edge between nodes i 
and j is calculated using the formula. 

)Workload(WorkloadDistanceW jiijij   (1) 

This process ensures that far away nodes or nodes with very 
heavy workloads are not combined into the same cluster, 
hence ensuring equal distribution of load. Let G = (V, E) be a 
graph with vertices V and edges E. And let the number of 
nodes in G be n. Each edge is represented by a pair (i, j), 
where i and j are nodes from V with weight Wij. Consider A = 
[aij]n×n to be the adjacency matrix of G, where each element 
of A is a binary value, representing the relationship between 
two nodes. Thus, aij = 1 if nodes i and j are adjacent, i.e., if 
there is an edge linking node i to node j, and aij = 0. Let W = 
[wij]n×n be the weight matrix, where wij is the weight of the 
edge that links node i to node j. The weight values are 
calculated using eq. 1. 

The degree of a node i, degi, from is given by 
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The clustering coefficient ci evaluates the clustering tendency 
in graphs, and is given by 

)1(degdeg

2
1

1 1



 



 

ii

n

j ikjk

n

jk ij

i

aaa
c 

The numerator corresponds to the number of triangles around 
node i. The degree degi indicates the total number of neighbors 
of node i. The denominator measures the maximum possible 
number of edges that could exist between the vertices within 
the neighborhood. This evaluates the tendency of the nearest 
neighbors of node i to be connected to each other. The process 
of clustering divides the graph into several sub-graphs. 
Clustering [26], [27] is performed by providing a threshold 
value , which is calculated using the formula 

CP min)(maxmin 

where min and max represent the minimum and maximal value 
of matrix A respectively, and CP represents the Cluster 
Precision. So, an edge is cut down from this graph if its value 
of weight greater than threshold . This results in the formation 
of subgraphs. Cluster heads are assigned by identifying the 

node with the least workload in the cluster. This ensures that 
the cluster head has lesser workload compared to the other 
Authorization Servers in the cluster. The workload levels of all 
the Authorization Servers are periodically shared and the 
cluster heads are updated in correspondence with the load 
handled by them. In case of a modification in the user’s roles or 
in the data contained in the cloud server, updates are initially 
pushed to the cluster heads. The cluster heads update their 
corresponding cluster nodes, hence maintaining the consistency 
of the system. 

F. Multi-Criteria Decision Making based Authorization 

Server Selection 

A user node needs to identify the Authorization Server prior 

to transmission. The selection is to be made by analyzing 

several parameters associated with the Authorization Server. 

The parameters used for the selection include, distance 

between the user and the Authorization Server (dist), network 

traffic observed in the link (traffic), average workload observed 

in the server (workload) and the average time taken in the past 

(avg_time) for the server to reply to the current user. Since, 

several Authorization Servers are to be considered for this 

selection process, this approach uses a modified ACO 

technique for identifying the best Authorization Server for 

communication. 

ACO [29] considers the Authorization Servers as the nodes 

spread over the search space. The destined Authorization 

Server is determined by probabilistically identifying the best 

key in the search space. 

Consider m to be the number of ants and n to be the number 

of nodes in the network, then the probability that an ant mi will 

select an Authorization Server (node) is given by 
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where τij is the pheromone intensity in the edge ij and ηij is the 

visibility range of the edge ij. α and β are the weights provided 

to the pheromone trial and the visibility respectively. In 

addition to this, the modified form of ACO [30] uses the 

parameters dist, traffic, workload and avg_time in its fitness 

function. This modification allows for performing multi-

criteria decision making. The probability function is modified 

as 
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The weights of all the additional parameters that have been 
added to the fitness function are set to 1. As the system 
progresses, the trail intensities vary and the best nodes can be 
identified using the probability values. Let τij(t+1) be the 
intensity of trail on path ij at time t+1, given the formula 
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)1,()(.)1(  tttt ijijij       (7) 

Δτij is the pheromone level to be deposited on the path ij 
and ρ is the evaporation parameter. The amount of pheromone 
that is to be deposited on the path and the point at which the 
pheromone is to be deposited differs on the basis of the variant 
that is being used. The current system uses ant density model. 
This technique deposits a total pheromone of quantity Q 
(determined by the user according to the application) on the 
path that has been selected. 

 if  th ant goes from  to  between t  and 1
( , 1)

0 Otherwise

k

ij

Q k i j t
t t

 
   



  (8) 

This process is maintained probabilistic, so every server has 
probability of getting selected, hence maintaining balanced 
load for the Authorization Servers. The above discussed 
process enables for seamless and safe communication and also 
ensures low workload, making the communication and 
selection process energy efficient for the mobile users. 

IV. RESULTS AND DISCUSSIONS 

Results were obtained from a simulation carried out on an 
environment with 30 Authorization Servers, one cloud server 
and 30 mobile users. Experiments were carried out by 
implementing ACO using C#.NET on Visual Studio 2012. 
Results were obtained by simulating 50 transmission requests. 
Time taken for identifying the optimal Authorization Server 
and the workloads imposed on each of the server due to the 
transmission are recorded. Table 1 shows the parameter set 
used for ACO. 

TABLE I.  ACO PARAMETER SET 

Parameters Values 

Alpha (α) 0.5 

Beta (β) 5 

Rho (ρ) 0.7 

Q 1000 

No. of Ants (n) 100 

The selection time taken for each of the transmissions is 
presented in fig 5. 

 

Fig. 5. Time Taken for Authorization Server Selection using ACO 

It could be observed that the minimum time taken for 
identifying the destination Authorization Server is 6 ms, while 
the maximum time taken was identified to be 20 ms. Hence, the 
average time taken is identified to be 11.5 ms, which is 
considerably low. Variance in the time deflections was 
observed to be 4.414 ms. This demonstration shows the very 
low time complexity exhibited by ACO, hence reducing the 
selection latency to a large extent. The workload imposed on 
each of the Authorization Servers is recorded and shown in fig 
6. 

 

Fig. 6. Workload of Authorization Server 

 It could be observed that the workloads are distributed 

among the nodes, hence avoiding overutilization of any one of 

the nodes. Hence, ACO works for both Authorization Server 

selection and load balancing. This makes the system robust by 

avoiding overutilization or underutilization of servers. 

V. CONCLUSION 

 The process of Optimized Role Based User Authorization 

(ORBUA) aims in providing an effective, secured and 

distributed solution to perform secured cloud access using 

mobile devices. The key benefits of the proposed 

communication model are that the computations are reduced to 

a large extent in the user side and request transmissions are also 

maintained to minimum level. Client performs only two 

transmissions namely obtaining the authorization certificate 

from the owner and providing file/resource request to the 

Authorization Server. These transmissions are encrypted, so 

that the probability of attacks is lowered. Client is required to 

perform a simple decryption, whose key is already available in 

the client. Even this is a low level asymmetric decryption 

process. This makes the proposed model efficient and usable 

on various devices. Experimental results indicate that the server 

selection mechanism has faster processing and involve low 

complexities which make the system robust. 

VI. FUTURE WORK 

 Future enhancements to this system include incorporating 

trust levels of the nodes such that nodes are selected based on 

the importance levels of the transmission requests. Further, 

Game Theory can be incorporated to identify cluster heads 

which will also provide an effective mechanism for identifying 

the best nodes. 
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