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Abstract 
The threat of banking Trojans, opens a wide range of new opportunities 

for the banned collection of private information in mobile banking. While 

existing work shows that such “Banking Trojans” drip the detection by 

various antivirus apps, diverts keystrokes, evades browser data, various 

stored files and fundamentally each and everything that helps to snitch into 

your banking account and prompts the user to initiate an illegal money 

transfer. These malicious Tordow even endeavors to install different mobile 

malware on smartphones, which later enables lawbreakers to retrieve one-

time security codes that are often used by banks as security codes to accept 

transactions. A new malware “Tordow” which is a Banking Trojan discovered 

by Kaspersky in early February 2016 was found to be the latest trending 

threat to the banking field.  Unlike other banking Trojans, it works by gaining 

basic rights on infected Android devices and thus able to take complete 

control of the device whether tablet, smartphone or Android-based computer 

systems. Through this paper, we have tried to explore the efficacy of diverse 

categories of malware detection antiviruses used in the Android platform and 

to gauge their helpfulness in mitigating these Trojans and especially the latest 

threat – The Tordow. 
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1. Introduction 

In the new technological fast moving world, the use of smartphones ranges from 

individual consumers to large enterprises. Smartphones can also act as a 

personal computer in which we can do most of the process on a personal 

computer. But these Smartphones are viable to common issues such as data 

exfiltration through infection via viruses, malware, and spyware. In the banking 

industry 95% of banking Trojans are malware [1]. Android is found to be the 

greatest established mobile platform, which allows to side-load software. 

Viruses are more dangerous than Trojans, to penetrate the systems that require 

user actions, to trap a user to set up the Trojan mimicking there are a number of 

efficient social engineering techniques, which say an important update or a 

bonus level for your favorite mobile game.  

In this paper, we have tried to study on the newly detected banking Trojan 

named Tordow which is found to be the latest and most treacherous Trojan 

category virus which has become the major threat in Mobile Banking [2] .  A 

study was also done to detect and analyze the various anti-virus applications 

available in the android market for their effectiveness in preventing the kind of 

Trojan from exploiting an Android-enabled mobile device. Tordow is not the 

first mobile malware that roots Android devices. Other malware families 

include Libskin, Loki, Marcher, Godless,  Ztorg,  Matrix,  Rootnik, 

and Shuanet. Here, we have tried to make an analysis on the different antivirus 

software’s by installing each antivirus in different android phones of the same 

configuration containing similar viruses. Through this implementation, we were 

able to compare and contrast on the efficiency of these antiviruses and to detect 

the best out of the few. 

2. Literature Review 

 In paper [3], the most important contribution is about the assessment of the 

efficiency of current antivirus apps in scenarios which reflect typical malware 

distribution and behavior. There are 6 test cases used in this paper. Through 

paper [4], the authors have tried to focus about android apps released in 

unofficial markets which were originally released for google play to find how to 

prevent the repackaging of android apps is. It also mentions about the 

mechanism for the detection of repackaging based on the permission of apps.  

Paper [5] mainly focuses on various repackaging detection techniques. 

Accordingly, the paper describes two different types of techniques which is 

offline and online. These two methods use diverse attributes and measures to 

detect the similarity of apps.  

The paper [6] points out the fact that the android OS has a high possibility to 

vulnerability of spyware and other malware. Paper [7] indicates on the 

vulnerabilities that they focused resolved that malware is able to effectively 

extract/update and forward messages from BBM, WhatsApp, Facebook 
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Messenger and SMS messages for Android device running Kitkat 4.3. [8] helps 

to give an idea on using hybrid approach to increase the validity of detected 

spyware using 3 parameters for analysis and finally found that hybrid approach 

gives better result than antivirus scanner.  [9] is a survey paper about the various 

security risks involved in mobile ecosystems. The paper [10] mainly focuses on 

making awareness among security experts and academic community about the 

impact and consequence of Smartphone attackers. 

3. Theoretical Overview–Mobile  

Banking Trojans 

A. Existing Banking Trojans 

The four big banking Trojans emerged during the past few years are: Carberp, 

Citadel, Spy Eye, and Zeus [11]. Each malware shares the same essential 

properties which tries to avoid detection by the antivirus, it interrupts 

keystrokes, stored data, browser data, and essentially everything that helps to 

snitch into one’s banking account and prompt an illegal transfer of money. It 

also tries to install mobile malware in smartphones that allows lawbreakers to 

snip one-time security codes which are used by banks to approve transactions. 

Among other types of malware, these banking Trojans have the ability to 

perpetrate direct financial harm to their victims. Kaspersky Lab has developed 

these protection measures implemented in recent versions of Kaspersky Internet 

Security-Multi-device and Kaspersky PURE. 

 

B. Tordow Version 1 

Tordow is an Android banking Trojan first revealed in February 2016 by 

Kaspersky Lab and the first of its kind to include an exploit pack to gain root 

privileges seeks root privileges [12]. Root access offers the degenerates with 

extra abilities for new types of attacks. The Trojan infects devices through 

copies of current apps, such as DrugVokrug, Telegram, VKontakte, 

Odnoklassniki and Subway Surf, Pokemon Go, spread via third-party 

application stores. These apps execute the same tasks as their authentic 

counterparts, but with malicious functionality as well. Once an infested 

application is downloaded and propelled on a host’s mobile devices, it prompts 

the malicious code to call to the attacker’s servers and download the main 

Tordow payload comprising several files, including the feat to gain root 

privileges and any new versions of the Trojan. Its capabilities include, but are 

not limited to: 

 Sending, stealing, and deleting SMS 

 Recording, Redirecting, and Blocking calls 

 Checking balances 

 Stealing contacts 

 Making calls 

 Changing the C2 server 
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 Downloading and running files 

 Installing and removing applications 

 Blocking the device and displaying a web page specified by the 

malicious server 

 Generating and Sending a list of files contained on the device 

 Rebooting the device 

When the attackers gain root memory access, Tordow installs one of the 

downloaded modules in the system folder and then steals the data base of the 

default Android browser and the Google Chrome browser, if it’s installed. The 

database s contain valuable medium data such as usernames, word, browsing 

history, and cookie. The attackers can then access many of the victim’s invoice. 

      Dissemination of Tordow I 

A Tordow Transmission begins with the installation of a popular app, such as 

VKontakte, DrugVokrug, Pokemon Go, Telegram, Odnoklassniki or Subway 

Surf. In this particular case, we’re not talk about the master copy apps but 

transcript that are distributed outside the official Google Play store. Malware 

writers download legitimate applications, disassemble them and add new code 

and new files. Anyone who possesses even a little knowledge of Android 

development can do it. The result is a new app that is very similar to the 

original, performs all the stated genuine functions, but that also has the 

malicious functionality that the attackers need. 

 

      Tordow I Operational Scheme  

The computer code embedded in the legitimate app decrypts the file added by 

the cybercriminals in the app’s resources and launching it. The launched file 

calls the attacker’s server and downloads the main part of Tordow, which 

contains links to download several more files–an exploit to gain root privileges, 

new versions of malware, and so on. The number of links may vary depending 

on the criminals’ intentions; moreover, each downloaded file can also download 

from the server, decrypt and run new components. As a resolution, the infected 

device is loaded with several malicious modules; their number and functionality 

also depend on what the Tordow owners want to do. Either way, the attacker get 

the prospect to remotely control the device by sending commands from the 

C&C. 

As a result, cybercriminals get a full set of functions for stealing money from 

users by applying the methods that have already become traditional for mobile 

bankers and ransomware. 

  

C. Tordow Version 2 

Comodo security researchers have discovered version 2.0 of a deadly Android 

Trojan named Tordow, which first came to light in February this year [13]. The 

Trojan's main feature is its ability to root Android devices, which in theory, 
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gives the Trojan the ability to carry out any malicious operation it wants. This 

Trojan can execute a large number of intrusive operations, which are: 

 Initiate phone calls 

 Manage SMS messages 

 Download and install other apps 

 Access the phone's contacts list 

 Encrypt files 

 Access remote URLs 

 Steal login credentials from other apps 

 Steal data from Google Chrome browsers 

 Interact with banking apps 

 Remove mobile security apps 

 Reboot the Android device 

 Access and rename files 

 Collect device details 

 Collect geo-location data 

D. Tordow as a Banking Trojan against Russian Users 

Special code found inside the Trojan's source allows it to gain root privileges 

[14]. Tordow 2.0 also includes nine different approaches through which it 

verifies that the root privileges have been obtained. At this point, the Trojan 

pings its C&C server, sends basic device information, and awaits for new 

commands. Comodo declares that in most cases, Tordow has been used as a 

banking Trojan to phish login credentials for users of Russian banks. 

Nevertheless, one of Tordow's components can encrypt files with the AES 

encryption algorithm, using a hardcoded encryption key of MIIxxxxCgAwIB, 

which allows security researchers to decrypt files. 

4. Antivirus for Android 

A. Kaspersky Internet Security (for Android) 

Kaspersky Internet Security checks for attempt of theft and has tools to help you 

secure or recover your phone. It also protects from phishing attacks by keeping 

you safe from nasty websites. Plus, it gets top malware-detection scores from 

independent labs.  

Advantage of Kaspersky Internet Security for Android: 

 Efficient malware detection and antivirus protection  

 More than 400 million protected users around the world. 

 Real-time protection  

 No ads  

B. Avast Antivirus  

Protect mobile phones from viruses and malware that cause popups and 

unwanted ads with a free antivirus App called Avast Mobile Security. It sends 

alerts to our devices while installing spyware and adware apps that violate 
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privacy by sending our personal data to their servers. It secures your devices 

against phishing attacks from email, phone calls, infected websites or SMS 

messages.  

 

C. AVG Antivirus (for android) 

AVG Antivirus FREE 2017 (Virus Cleaner) for Android helps to protect 

devices from dangerous viruses, malware, spyware, scam ware and text 

messages and keep your personal data safe with an app lock and picture vault. 

 

D. Bitdefender Antivirus (for Android) 

The main feature of antivirus is to remove any malicious software which is 

present on the computer and prevent the computer from future infiltration by 

Ransomware, viruses, Trojans, and other types of malware. Bitdefender 

Antivirus Plus 2017 goes way beyond these basic functions. Main features of 

the antivirus is a simple password manager, a secure browser for financial 

transactions, a secure file shredder, and new active Ransomware protection.  

E. Avira Antivirus (for android) 

Secure phone’s contents against spyware, Trojan Viruses, and other types of 

harmful programs or apps in 2017 with top-rated free mobile security and 

antivirus protection.  

F. Comodo Antivirus (for android) 

“Always on” virus protected and an on-demand scanner keep device clear of 

viruses and unsafe apps. Scan installed apps in real time and also monitor each 

installation process. 

5. Research Methodology 

A. Proposed Work 

As a part of our research, we have made a thorough study about various Trojan 

viruses prevailing in the banking world and have found that a lot of viruses have 

become threats in this area. Among those, the greatest and the newest giant is 

the Tordow virus. In order to check the efficiency of different antivirus which 

could defend the Tordow, we have installed around six antiviruses in six 

different smart phones with the same configuration and virus infected device. 

To continue with, various features of antiviruses are selected based on which 

the efficiency of the best defender antivirus could be detected. 

We have selected 6 android phones as test devices and installed six different 

antivirus apps in each in separate mobile phones. Such that, the first device will 

have Kaspersky, the second one with Avast, the third one with AVG , fourth 

one with  Bitdefender, fifth and sixth one with Avira and Comodo respectively. 

All of the antivirus definitions and engines were up to date with latest releases 

of their free available versions. Then we manually tried to install a Trojan type 
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of malware. Here we have tried to install a Tordow malware to these six devices 

[15].  

Table 1: Efficiency test conditions for different android antivirus app

After that, each devices were scanned with the installed antivirus apps. They 

were also tested for identifying how much strong they are with the other 

functionalities / attributes. Table 1 clearly indicates the different test cases or 

conditions used to check the efficiency of each Android Apps under varying 

conditions. Each testing attributes are mentioned clearly with in Table 1. Many 

conditions were checked with each android apps and finally, we found that 

Avast antivirus and Kaspersky apps showed the best result. Since Avast and 

Kaspersky supported all the features and have well scored in detecting harmful 

programs or apps which help in blocking and antiphishing tests, scans network 

and router for security problems, integrated password manager, scans for 

outdated software, system cleanup scan, boot-time scan, rescue disk etc. All 

these attributes and the tests performed on these apps could give us a conclusion 

that Avast and Kaspersky are the best among the existing antivirus software’s in 

order to detect and eradicate the Tordow / Trojan viruses affecting the Android 

mobile phones. 

6. Conclusion 

Through this paper, we have mainly tried to focus on finding the best efficient 

antivirus apps to detect and eradicate the Tordow – A treacherous Trojan Virus 

affecting the mobile phones while using Banking Applications or Transactions. 

In order to find the best malware detection antiviruses, we have conducted a test 

for which we have selected 6 antiviruses such as Kaspersky, Avast, AVG, 

Bitdefender, Avira and Comodo. Then have tried testing each antivirus in six 

android mobile devices containing Tordow viruses. Based on the 

implementation and results obtained, we can conclude that Avast and Kaspersky 

International Journal of Pure and Applied Mathematics Special Issue

85



are found to be best among all used antiviruses as it could pass many of our test 

conditions. These antiviruses are found to be best to detect banking Trojans 

such as Tordow which affects all Android Mobile devices which contains 

banking Apps or while doing banking transactions.   
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