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Abstract
As the world is digitizing the generation of personal

and sensitive information is increasing by different digital
sources. Protecting the privacy of such data is essential for
individuals to keep faith in service provider with whom they
share their information. Different privacy methods used are
discussed in the paper. Differential privacy is the emerging
technique that holds the future of privacypreserving foT
sensitive data. What is differential privacy and how it is
achieved? In what scenarios differential privacy is used, to
what extent and role differential privacy in protecting data,
we discuss a brief review.

Key Words: Differential Privacy, Data Privacy,
Private Data Analysis.

1 INTRODUCTION

With information technology, we have gone from a world that is
private by default to a world that is public by default. In pre dig-
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ital world our lives were primarily private and therefore an extra
effort and resources were required to publish publicly. Now, in
todays world it requires extra resources and efforts to make it pri-
vate. The massive amount of data that is being generated by social
networking websites, e-commerce websites, healthcare and medical
organizations, service providing companies, banking and financial
transactions etc. which can be used for beneficial outcomes or for
detrimental outcomes. This data can be used for analysis, which
will give insights of data, new patterns to increase profits, improve
business strategies, outcomes that will improve the society growth
etc. but this same data can be used against an individual by adver-
sary for personal gain or some profit. Our sensitive data is being
trade all around us and more advance and complex technology is be-
ing used to predict and alter our behavior without our consent. As
we become more digitized we start to leave an endless trail of data
dust behind us that is captured by companies and used to predict
and alter our next step. With the next generation of technologies
- Internet of Things, advances in big data storage, advanced ana-
lytics and smart systems - this data economy will greatly expand
and so too will the predictive capabilities of organizations, creating
a significant imbalance of power.

In analytics the data is given to the user for analysis to find
some insights. This data contains sensitive information of individ-
uals and this information can be compromised by the user and the
individuals can be harmed in some way or the other. To protect the
sensitive information from getting leaked or compromised, that is
achieving data privacy. In further sections we will see mechanisms
for data privacy, especially differential privacy, how to achieve it
and its role in current technology world.
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2 DATA PRIVACY MECHANISMS

Figure 1: Different mechanisms to preserve privacy

A. Authentication and Authorization
Authentication and Authorization are the oldest and simplest

way to preserve privacy. Authentication is the process of verifying
the user, by taking some credentials (e.g. login information) and
verifying the user identity. It checks if credentials are valid and
then gives access to data. Authorization is the function of granting
and denying rights to the user. It checks if the user has permission
to perform certain action or not on the resources [18].

B. Access Control
Access control is a collection of models that control how a re-

source can be accessed, consumed or used by an individual within a
system. Based on its policies, it provides the system with unautho-
rized access, illegal modification and also giving access to authorized
user when needed. There are four classes for access control [3]:

1. Mandatory Access Control (MAC)

2. Discretionary Access Control (DAC)

3. Role-based Access Control (RBAC)

4. Rule-based Access Control
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Figure 2: Access Control Position

1) Mandatory Access Control (MAC):This model mainly based
on assigning security labels to all subjects and objects. Subjects
have a hierarchical security level, known as clearance which reflects
the users trustworthiness. Objects have security label consisting of
a classification and different categories. The classification is defined
based on environment, in which it is applied [4].

2) Discretionary Access Control (DAC):Owner of the resource
(files, irectories, etc.) decides what permission to give to the user
based on the user identity. The access rules should be explicit that
establish which users can perform which actions on which resources.
Users can be given the ability of passing on their privileges to other
users, where granting and revocation of privileges is regulated by
an administrative policy [4], [5]. DAC is flexible in terms of policy
specification.

3) Role-based Access Control (RBAC): Role-based Access Con-
trol (RBAC): Organizations have some specific roles defined; these
roles are assigned to the users. Permission and prvilages are given
to users on the basis of the role they take in the organization. They
maintain the access rights centrally according to the organizations
protection guidelines [7]. The permissions to a role can be prede-
fined which makes easier to assign these roles to the users. The
permissions associated directly to users can change over time, the
permissions associated with a role are more static [6].

4) Rule-based Access Control: Rule-based access control [5] in-
dicates interaction between a subject and an object under a set
of predefined rules that must met before any access to the object.
These rules can be either simple or complex. It usually sets rules
for all users without checking their identity. This avoids complexity
and confusion. It focuses on the objects and on assigning permis-
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sion to an object, specifying what operations can be done by which
subject or group of subjects.

C. Anonymity
1) k-anonymity:
In 2002, L.Sweeney gave the definition of privacy as k-anonymity,

if the information for each person contained in the release cannot be
distinguished from at least k-1 individuals whose information also
appears in the release [8]. For example, if you want to recognize
an individual from a released k-anonymized dataset, but the only
information you have is his age and gender. There are k people
meet the requirement.

Let KT(A1,...,An) be a table and QIDKT be the quasi-identifier
associated with it. KT is said to satisfy k-anonymity if and only
if each sequence of values in KT[QIDKT ] appears with at least k
occurrences in KT[QIDKT ] [8].

k-anonymity can be seen as a remedy to defeat linking attacks,
however, it provides no privacy guarantees against homogeneity at-
tacks and also attacks using auxiliary knowledge. The auxiliary
knowledge attack is due to the attackers extra information about a
k-anonymized dataset. Actually, attackers often have background
knowledge about some of the individuals from somewhere outside
the dataset such as websites, other databases, public records, news-
papers, and so on. Based on additional knowledge, an attacker can
conclude with near certainty whether an individual’s information
is contained in the dataset. A homogeneity attack occurs when in-
formation leakage is due to lack of diversity in an equivalence class
[9].

Figure 3: k-anonymity with k=3 [8]

Accordingly, a stronger definition of privacy has been proposed
to consider diversity and background knowledge, it is called l-diversity.
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2) l-diversity
l-diversity model [9] was proposed to prevent some limitations

arising in k-anonymity model. With ldiversity, privacy is protected
even if the owner

of the data knows nothing about what kind of information an
adversary has. To resist homogeneity attacks, l-diversity makes
sensitive attributes diverse among each equivalence class, i.e., each
equivalence class contains at least l well represented values for each
sensitive attribute. While l-diversity is an important improvement
to k-anonymity with respect to the homogeneity and background
knowledge attacks, it has multiple limitations that we discuss below
[10]:

•l-diversity is difficult to achieve and may be unnec-
essary. •l-diversity is insufficient to protect data against
attribute disclosure. This is because while it provides di-
versity for sensitive attribute values in every equivalence
class, it does not consider semantic relationships among
these values. From its point of view, values are only dif-
ferent points without having other semantic meaning.

•l-diversity does not consider overall distribution of sen-
sitive attribute values, which may affect privacy.

3) t-closeness
Considering the limitations of l-diversity discussed above, Li et

al. [10] proposed a new model t-closeness, which ensures that the
distribution of each sensitive attribute within each quasi-identifier
group should be close to the distribution of the attribute in the
entire database. More precisely, the distance among the two dis-
tributions must not be more than a threshold t, which is used to
trade-off between utility and privacy.

In fact, requiring the closeness of two distributions would re-
strict the amount of useful information that can be learned by an
adversary through published dataset. Because, it lessens the corre-
lation between quasi identifier attributes and sensitive attributes,
seeking to prevent attribute disclosure.

t-closeness protects against attribute disclosure by enforcing its
requirement that limits an observer to obtain information about
the correlation between quasi identifier attributes and sensitive
attributes. Although this model addresses concerns found in l-
diversity and vulnerabilities in k-anonymity, it is not able to pre-
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ventidentity disclosure.

3 DIFFERENTIAL PRIVACY

Definition: A randomized function A gives -dierential privacy if for
all data sets D1 and D2 differing on at most one element, and all S
Range(A) [1],

Pr[A(D1)εS] ≤ eε.Pr[A(D2)εS][1] (1)

(1)
εis the private budget.
D1 and D2 are the two adjacent databases differing in just one

record, from the statistics it is hard to tell that the operation is
performed on D1 and D2 . A mechanism A satisfying this denition
addresses concerns that any participant might have about the leak-
age of her personal information x: even if the participant removed
her data from the data set, no outputs would become signicantly
more or less likely [1]. For example, if an analysis were to made
from the database that does smoking causes cancer it would not
matter if an individual record is present or not it will not signifi-
cantly change the statistic.

A. Achieving Differential Privacy
There are two settings mode non-interactive and interactive.

In non-interactive mode the datasets are sanitized with differential
privacy and released. In interactive setting user cannot access the
dataset directly, there is curator in middle who adaptively answers
the questions of user with differentially private result. Differential
privacy can be achieved by simply adding noise to the values or
results [2]. This noise can be calculated by random Laplace mech-
anism or Gaussian mechanism. The Figure 4 shows how to achieve
differential privacy. Here, for all D1 and D2 are adjacent datasets,
diering in at most one element.
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4 DIFFERENTIAL PRIVACY IN DATA

PRIVACY ENVIRONMENT

The term Differential privacy was first mentioned by Cynthia Dwork
in 2006 [1], where she gave the definition of differential privacy.
Frank McSherry, Kobbi Nissim and Adam Smith [2] play large part
in defining and experimenting with differential privacy. It was only
in papers for a decade but in 2016 Apple CEO at WWDC keynote
[19] announced that they will be using differential privacy as one of
their techniques to increase privacypreservation. With Differential
privacy real practical world and henceforth the work on it showed
a rapid increase. We will discuss some modern day scenarios or
techniques where differential privacy is successfully implemented.

Mengmeng Yang et al. [11] used differential privacy for location-
based data release to preserve privacy. Here they used the non-
interactive settings of differential privacy. They also showed how
performance varies with different values of epsilon. Mengmeng
Yang et al. [12] presented a privacy-preserving multifunctional data
aggregation method based on machine learning. They trained a
model for predicting aggregate results and send only these differ-
entially private results to the server.

8

International Journal of Pure and Applied Mathematics Special Issue



Figure 4: Achieving differential privacy

As Internet-of-Things (IoT) is the new paradigm enabling smart
home devices to be connected to internet cyber-attacks to this is a
big issue. Jianqing Liu et al. [13] address the traffic analysis at-
tack to smart homes, their framework considers the network energy
consumption and the resource constraints in devices,

while providing strong differential privacy guarantee so that ad-
versaries cannot link any trafc ow to a specic smart home. The
information of node in Wireless Sensor Networks of monitored ob-
jects is a crucial privacy attribute, Jun Wang [15] proposed a model
that sensitive information of monitored objects during analysis and
mining will be preserved by differential privacy. They also proposed
a uniform grid method, where similar cells are combined and noise
is added to this combined cells.
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Figure 5: Differential Privacy in various scenarios

When deep belief networks are built on peoples personal and
sensitive information privacy is a big concern. NhatNai Phan et al.
successfully developed a private convolutional deep belief network
(pCDBN) [14] with differential privacy guarantee. They applied on
health social networks i.e. YesiWell data and MNIST data and it
was highly effective. Lin Zhang [16] proposed decision tree clas-
sification model using differential privacy. Here they added noise
from Laplace and exponential mechanism. The problem of obtain-
ing sensitive information by guessing unknown sensitive nodes of
tree-type data is solved correspondingly.

Muhammad Rizwan Asghar et al. through their survey dis-
cussed statistical analysis in smart grids [17] can use differential
privacy over other privacy mechanisms. G. Manco and G. Pirro
presented how differential privacy will combine with neural net-
works [20]. They used functional and non-functional approach and
added Laplacian noise. They showed how the noise can have dif-
ferent effects on gradient and Hessian.
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Till date differential privacy is the strongest of all the privacy
mechanism used as even with auxiliary information it hard to com-
promise an individuals privacy or users sensitive information. In
coming years differential privacy will be widely used in the real
time applications to protect data and bring efficient balance be-
tween privacy and utility of data.

5 CONCLUSION

In this article, we discussed different types data privacy mecha-
nisms how they preserve privacy and their limitations. Privacy
mechanisms like k-anonymity, l-diversity and t-closeness have lim-
itations that can be overcome by differential privacy. Differential
privacy was defined and achieving it through Laplace mechanism
was put forward. We discussed the role of differential privacy in
todays world. How it is emerging in the digital world with privacy-
preserving of sensitive data.
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